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Target Audience for this Document

This document is aimed at system users and describes the integration between Lenel OnGuard and Milestone.
Basic knowledge of the Milestone XProtect surveillance software is required.

High knowledge of the Lenel system usage is required.
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Copyright, Trademarks & Disclaimers

Copyright
© 2017 Milestone Systems A/S.

Trademarks
XProtect is a registered trademark of Milestone Systems A/S.
Microsoft and Windows are registered trademarks of Microsoft Corporation.

All other trademarks mentioned in this document are trademarks of their respective owners.

Disclaimer
This document is intended for general information purposes only, and due care has been taken in its preparation.

Any risk arising from the use of this information rests with the recipient, and nothing herein should be construed as constituting any
kind of warranty.

Milestone Systems A/S reserve the right to make adjustments without prior notification.

All names of people and organizations used in this document's examples are fictitious. Any resemblance to any actual organization
or person, living or dead, is purely coincidental and unintended.

This product may make use of third party software for which specific terms and conditions may apply. When that is the case, you
can find more information in the file 3rd_party_software_terms_and_conditions.txt located in your Milestone surveillance system
installation folder.
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Revisions

V1.0 — 08/25/2014

Date Version What was changed Author
05/11/2016 1.0 Original version Doug Beyer
05/17/2017 2.0 Prerequisites, scalability, and Doug Beyer

troubleshooting sections updated.
Some images updated.
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Scalability Testing

The Lenel ACM integration has been tested against the following. Any customer exceeding the number of devices, using different
hardware, or using different software versions should contact Milestone to coordinate any additional testing or code changes.

Numbers of devices

Type of Device Count
Door 1029
Reader 1029
Panel 1900
Alarm Panel 38
Card Holders 10000

Physical hardware

Any other hardware has not been tested:

LNL-500 Intelligent System Controller
LNL-2220 Intelligent Dual Reader Controller
LNL-1320 Dual Reader Interface Module
LNL-1300 Single Reader Interface Module
LNL-1100 Input Control Module

LNL-1200 Output Control Module

Software Tested Against

e The following XProtect versions are supported —
o XProtect 2016 (all releases)
o 2017 R2 (11.2a)
e The following minimum Lenel OnGuard versions are supported —
o OnGuard 7.0 (7.0.1107)
o OnGuard 7.1 (7.1.481.74)
o OnGuard 7.2 (7.2.269.67)
o OnGuard 7.3 (7.3.345).

Events Handled

See the section.
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General description

Introduction

This document describes specifics to the Access Control Module (ACM) integration between Milestone XProtect and the Lenel
OnGuard access control (AC) system.

This integration supports the following standard ACM features:

Retrieve configuration from the Lenel AC system, e.g. doors and event types

Receive AC event streams and state changes from the Lenel system

Get/Search cardholder information with picture association (if available through the HR API)

Create alarms in alarm manager based on AC events.

Alarm acknowledgment from XProtect (2016 R3 or greater) to Lenel. Alarm acknowledgment from Lenel to XProtect is not
implemented due to the lack of such functionality in Lenel.

Association of access events to cameras for simultaneous display of events and live video

Select and categorize the events the user wants to view from the Lenel system

Trigger rules or actions based on access events — e.g. start recording, go to PTZ preset, display access request, send
camera to matrix and system actions such as activate output or trigger manual event. With XProtect Corporate and Expert
this functionality is extended to full use of the event as a triggering mechanism for the rules system.

Solution overview

The solution provided is split in 3 components:

The ACM Server MIP Plugin that runs in the XProtect Event Server
The ACM Server that runs on the Lenel server
The Lenel-OnGuard ACM Server plugin that runs on the Lenel server as well

XProtect Management Server Lenel OnGuard Server
S5L
N W Lenel
|1 ~ DataConduit
HTTP REST API WSEIU]OE
SIGMALR Events 7
v
XProtect \ /
N ] Lenel ]
Fvent OnGuard ACM Communication
Service [ server Plugin
Lenel Linkage
Service
saL

ene
Database

Terminology

Legacy plugin — Refers to Lenel OnGuard plugins with version numbers <= 1.0.16354, dated approximately 12/19/2016.
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Prerequisites

e General
o .NET Framework 4.5 must be installed on the Lenel server machine (dotnetfx45_full_x86_x64.exe)
o All servers (i.e. the Lenel and Milestone machines) must be time-synchronized to within a couple of minutes of
one another.
o The customer must have a Milestone license with Access Control enabled and the proper number of doors and
cameras allocated.
o ltis essential that the same version of the Lenel ACM integration be installed on both the XProtect and Lenel

machines.
e The Lenel AC System
o SQL Server is properly configured. See for suggestions.

o Lenelis properly configured for its hardware and successfully communicates with its hardware.
o  The following minimum Lenel OnGuard versions are supported - OnGuard 7.0 (7.0.1107), OnGuard 7.1
(7.1.481.74), OnGuard 7.2 (7.2.269.67), and OnGuard 7.3 (7.3.345).
o Lenelis configured for single sign-on (see for details).
Lenel is configured to generate software events (see for details).
o The following Windows services are running on the Lenel machine:
= LS Communication Server — required for the hardware to communicate with the Lenel OnGuard AC
system
= LS DataCondulT Service — required for our integration to use the Lenel DataConduit API
= LS Linkage Server — required for event handling.
e The Milestone ACM Server
o Must be run in the context of a Windows admin user that is linked to a Lenel Directory that is marked as single
sign-on. See for details.
e XProtect Management and Smart Client Applications
¢ The machine running the Milestone Event Server must have network hame resolution such that it can resolve the
computer name of the Lenel Server machine (e.g. DNS, manual host file entry, etc). The Lenel machine must also be
able to resolve the Milestone machine.
e The user that runs the Milestone Management Client application needs to be configured as an administrator within
Milestone.
e The user that runs the Milestone Management Client and Smart Client applications needs to be configured to use the
default smart client and management profiles.
o Inthe Milestone Management Client, the user should be a member of the Administrator’s Role
o The Smart Client user’s profile should include Access Control — Show access request notifications =
Yes (default setting) and any other rights that affect what the user can see/access in Smart Client

o

The default Smart Client profile does have these rights as shown below:
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File Edit View Action Tools Help

H9 e e

Site Navigation (D Ell[Properties I

=@ WIN-TF1AKEGTGKC - (100 A | = f3 Smart Client Profiles (sorted by p | Smart Client profile settings - Access Cortrol
=11 Basics -8 Title

E License Information Show access request notifications

~[F] Site Information

=+ Remote Connect Service

[ Axis One-click Camer

Setting Lacked

w

£ m >
Site Navigation | Federated Site Hier. |l < 1]

Configure Lenel OnGuard for Single Sign-On

Note: For a Lenel Enterprise system, you can only create directories on the master server.

1. Using the Lenel System Administration app:
a. Click Administration + Directories

i. Add a “Windows Local Accounts” directory.
1. Use the machine name for the Hostname field.
2. Ensure that “Enable single sign-on” is checked.
3. On the Authentication tab, select “Current Windows Account”.

ii. Note that if you're creating a Directory of a type other than “Windows Local Accounts” (e.g. LDAP,

Active Directory), then ensure that the user is a member of the Local Administrators group on the Lenel

OnGuard server.
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Directories

Name

-

&HNT 4 Domain Directory
#Windows Local Accounts 1 Windows Local 4

Type
Microsoft Windc

General | Authentication

Name

Windows Local Accounts 1

Type
Windows Local Accounts

Hostname:

W12-ONGUARD-LAB

Enable single sign-on

owse.

‘ Add

H Modify |‘ Delete |‘ Help. |

Close

E_Cardholders\@Holidays{Timezones| B Access Levels | Users @ Dirennries’i Areas |

b. Click Administration + Users

Add a new user.

1. General tab

a.

ii.
b. Be sure that “Access to this system is disabled” is NOT checked.

Give the user some name.
i

CAP|NUM)|SCRL

Both first and last names are required but they can be same string if the last
name isn’t logically required.

| believe the values of the first and last names are immaterial with respect to
setting up single sign-on.

The first and last names do not have to match an actual Windows user.

2. Directory Accounts tab

a. Link the user to the directory you created above.
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Users |Seard| | System Pemission Groups | Cardholder Pemmission Groups | Monitor Permission Groups I Report Pemission Groups | Field/Page Permission Groups |

Name System Cardholder Monitor Report Field/P Pemmission Groups | Ares Access Manager Levels | Monitor Zone Assignment
£ Administrator, Administrator System Admin Cardholder Admin Monitor Admin  <Full Access>  View/Ey General Drsctory Accounts Intemal Account
Badge Operator, Badge Operator ~ System Badge Operator  Cardholder Badge Operator Viewing =

= ) g i . o Name User Nam Directory
dbe, dbe System Admin Cardholder Admin Meonitor Admin  <Full Access> View/Ei
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< n >

[] Hide users whose access to this system is disabled
Hide users that have been automatically created

[ ok [ cencel | [ o | Add Mode

Close

In the Select Account dialog, Select Directory from drop-down, click Search, select a Windows user (must be a member of the

machine’s local Administrators group) in Accounts then click OK.

Note that a single Lenel Directory can only be linked to one Windows user. If you attempt to create another Lenel user and try to

link that same Lenel Directory to a different Windows user the dialog’s Accounts list, it will fail.

lDirectDr_l,l:

Windows Local Accaunts 1

Figld: Condition:

|Name v| |cnntains v| |

Search

Accounts:

M ame Usger Name

£ Administrator f—'«dmlnl&trator

£ dbe

 Guest Guest
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tileztone Technical Support User MTSUser
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3. Internal Account tab
a. We tested the integration using both valid and invalid login credentials, and with the
“User has internal account” checked and unchecked. None of these settings seem to
impact or impair the functionality of the integration in any observable way.

b. The “User has internal account” checkbox defaults to being checked. It's sufficient to
leave it checked.

c. Enter login credentials.

i. Login credentials are required by the Ul. As stated above, it seems that
either valid or invalid credentials are sufficient for our plugin to have access
to DataConduit.

4. Permission Group tab
a. Assign the following permission groups:
i. System = System Admin
ii. Cardholder = Cardholder Admin
iii. Monitor = Monitor Admin
iv. Reports = Full Access
v. Field/page = View/Edit All Fields
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2. Setting Milestone ACM Server start options
a. Open Windows Services (Start menu + type “services” (without the quotes) + Run As Administrator).
b. Locate the Milestone ACM Server service

Right-click and select Properties

ii. GotoLog On tab, select “This account”, and enter the credentials of a Windows admin user that is
linked to a Lenel Directory that is marked for single sign-on.

1. See the Lenel System Administration application + Users + Directory Accounts tab above

where you identified the Lenel Directory that was marked for single sign-on.

Configure Lenel OnGuard to Generate Software Events

1. Under Administration + System Options:
a. Check the DataConduit Service + Generate Software Events checkbox.
b. Set the Linkage Server Host to the Lenel server's machine name.
c. Setthe Message Broker Service Host to the Lenel server's machine name.

Configure SQL Server for Connections

These instructions are not meant to replace the knowledge of a trained SQL Server administrator. They are here because we've
seen SQL Server installations not configured this way and the Lenel integration was unable to connect to the database.

The following assumes that SQL Server is using its default ports.

1. Make sure that the SQL Server Browser service is started on the server.
a. Use the Windows Services Ul to start the Browser service if it's not running.
2. Make sure that you have configured the firewall on the server instance of SQL Server to open ports for SQL Server and

the SQL Server Browser port

a. InWindows Firewall with Advanced Security, create two new inbound rules:

www.milestonesys.com
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Enable incoming port TCP on port 1433
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3.

4.
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Use the SQL Server Surface Area Configuration tool to enable SQL Server to accept remote connections over the TCP or
named pipes protocols
In SQL Server Configuration Manager:

a.

Enable TCP/IP protocol for port 1433

ﬁ 5gl Server Configuration Manager

File Action View Help

&= | x| E=H

‘g S0L Server Configuration Manager (Local)
E SQL Server Services

_E_ S0L Server Metwork Configuration (32bit
ive Client 11,0 Configuration (32F

ol

B2.50L Server Network Configuration
Et: Protocols for SUJLERF
Et: Protocols for MSSQLSERVER

[» .. S0L Mative Client 11.0 Configuration

Restart the SQL Server database server.
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Installation

It is essential that the same version of the Lenel ACM integration be installed on both the XProtect and
Lenel machines.

The installation package consists of three files which should be installed in the following order:

1) Install the pre-requisites on the Lenel server machine
a) .NET Framework 4.5

2) Milestone.ACMServer.msi: Installer for the
a) Must beinstalled on the Lenel server machine

3) Milestone.ACMServer.LenelOnGuard.msi: Installer for the
a) Must beinstalled on the Lenel server machine, after the ACMServer.

4) Milestone.ACMServer.MipPlugin.msi: Installer for the
a) Must be installed on the XProtect Machine that hosts the Event Server Windows service

5) Configure the Milestone ACM Server service (see ).

ACM Server

Copy the “Milestone.ACMServer.msi” file to a temporary folder on the Lenel server and double-click to install, you should see a
screen similar to the following:

|’§ Milestone ACM Server Setup ! B

e x‘“,u e

e open pidom company

Welcorme to the Milestone ACM Server
— Setup Wizard

The Setup Wizard will install Milestone ACM Server on your
computer. Click Next to continue or Cancel to exit the Setup
Wizard,

Cancel |

In the next dialog, enter the credentials of an admin user on the local machine. Note that this admin user must be linked to a Lenel
Directory that is configured for single signon (see ). This user must have the “Log on
as a service” right in Windows (see the following image). Do not leave the fields blank. WMI integration will not work if the ACM

Server is running as the Local System Account. Do not prefix the user name with the machine name or “.” (e.g.
machineName\userName, .\userName).
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File Action
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Policy

Create a token object
Create global objects
Create permanent shared objects

Create symbolic links

Debug programs

Deny access to this computer from the network
Deny log on as a batch job

Deny log on as a service

Deny log on locally

Deny log on through Remote Desktop Services
Enable computer and user accounts to be trusted for
Force shutdown from a remote system

Generate security audits

Impersonate a client after authentication

Increase a process warking set

Increase scheduling priority

Load and unload device driv

Leck pages in memory

Lag on as a batch jo

(] Leg

Manage auditing and security log

Modify an object label

Muodify firmware environment values

Perform velume maintenance tasks

Profile single process

Profile system performance

Remaove computer from docking station

Replace a process level token

[ Ractare files and directnrias

Security Setting

LOCAL SERVICE,METWO...

Administrators

Administrators

Ensure the local user has this right either
through explicit assignment here or through
group membership.

ga...

Administrators
LOCAL SERVICE METWQO...
LOCAL SERVICE,NETWO...
Users,Window Manager...
Administrators

Adrministrators

Administrators,Backup ...

Adrministrators

Adrministrators
Administrators
Adrministrators
Administrators, NT SERVI...
Adrministrators
LOCAL SERVICE,NETWO...

Ardmninictratare Baclon

[ ]Run as LocalSystem

Domain:

|cDo-0NGUARD72

User Name:

|ad ministrator

Confirm Password:
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Press next and you will now be able to select the installation path, it is recommended to use the default as displayed:
[@riestone A serversetp IR

Please select a destination folder:

Install Milestone ACM Server to:

IC:\Program Files {x86)\Milestone ACM Server

Change... I

Back

Cancel |

Press next and you are now ready to install, if you are satisfied with the selected options, press install to continue:

|
|§ Milestone ACM Server Setup HE B3
The apen platiom campany|

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

Back Cancel
Install progress...
[@riestone achserversewy ————— AmIE)|

Please wait while the Setup Wizard installs Milestone ACM Server.

Status:
|

Back: [dext

You have successfully installed the ACM Server:
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|§ Milestone ACM Server Setup !Ii' B

Completed the
Setup Wizard

Click the Finish button to exit the Setup Wizard,

Cancel
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You can verify that the service installed successfully by looking in the Services control panel for a service named Milestone ACM

Server.
) Se

File Action View Help

e |mEo= B> mnn

»Q»Microsoft Network Inspection Helps guar... Manual
% Microsoft Software Shadow Copy Provider Manages s...  Starte Manual
e e Automatic
“EMultimedia Class Scheduler Enables rel... Manual
{}}Net.Msmq Listener Adapter Receives a... Disabled

‘& Net.Pipe Listener Adapter Receives a... Disabled
‘ClNet. Tep Listener Adapter Receives a... Disabled

*. Services (Local) | Name = | Description Status ] Startup Type | Log On As ] ﬂ
{ChMicrosoft .NET Framework NGEN v4.0.30319_X86 Microsoft ... Automatic (D... Local System
C\'/';Microsuft Antimalware Service Helps prot...  Started Automatic Local System
-Q;Microsoft Fibre Channel Platform Registration Service Registers t... Manual Local Service
{,;); Microsoft iSCSI Initiator Service Manages I... Manual Local System |

Local Service
Local System

Local System
Network ...
Local Service
Local Service ﬂ

Extended  Standard /

ACM Server: Lenel-OnGuard Plugin

Copy the ” Milestone.ACMServer.LenelOnGuard.msi” file to a temporay folder and double-click to install, you should see a screen

similar to the following:
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A 'eneIOnGUard' Plugin Setup Wizard

The Setup Wizard will install Milestone ACM Server:
LenelOnGuard Plugin on your computer. Click Next to continue
or Cancel to exit the Setup Wizard.

The Lenel-OnGuard plugin automatically detects the presence of both the Lenel server and the pre-installed ACM Server. If either
is missing it will refuse to install.

Press Next to go to the Options screen. Here is where you tell the plugin to provide ACM Server-scoped IDs (i.e. "Use new IDs”) to
XProtect, or not.

e If you are upgrading a legacy plugin, do not use new IDs. This is to ensure that the the upgraded plugin uses the same IDs
already being used by XProtect for the Lenel panels, readers, card holders, etc.

e Ifyou are installing a new plugin, or upgrading a non-legacy plugin, then use new IDs. This will ensure that the IDs are
scoped to a particular ACM Server.

IMPORTANT - If using new IDs, then changing the Lenel server machine name after installing the plugin will break the
plugin.
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When upgrading a legacy plugin, do not use new IDs. When installing or upgrading
non-egacy plugins, use new IDs.

[l Use new IDs

Press Next to go to the final screen. When you are ready, press install.

Click Install to begin the installation. Click Back to review or change any of your installation
settings. Click Cancel to exit the wizard.
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Install progress...

Please wait while the Setup Wizard installs Milestone ACM Server: LenelOnGuard Plugin.

Status: Updating component registration

You have successfully installed the Milestone ACM Server Lenel-OnGuard Plugin
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Click the Finish button to exit the Setup Wizard.

Cancel

You can verify that the Lenel-OnGuard Plugin is installed and loaded from the logs below:
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11:22:19

N(F N - C:\ProgramData\VideoOS\ServiceHost\logs \;‘E-
Home Share WView W o
@ - M H "C:\ProgramData\VideoOS\ServiceHost\logs v| C,‘ ‘ Search logs P ‘
I VideoOS ~|  Name Date modified Size Ty
| ServiceHost
w IE' AssemblyScanner-W12-ONGUARD-LAB.L..  5/11/2016 11:22 AL 1TKB Te
ogs
. VideoOS.ServiceHost-W[1 2-ONGUARD-L..  5/11/2016 11:22 A... 2KB Te
| Services
'll:_l__ﬂ!"ll"‘l.lr__.v < | III | )
2items 1 item selected 1.59 KB =]
E VideoOS.ServiceHost-W12-ONGUARD-LAB.log - Notepad —o] x |
File Edit Format View Help
11:22:17 Services Manager Dependency Resolver: Looking for VideoOS.ACMServer, ~

Version=1.0.0.0, Culture=neutral, PublicKeyToken=86812e601a776T67...

11:22:17 Services Manager Dependency Resolver: Found C:\ProgramData\VideoQs
\ServiceHost\Services\videoOSACMServerservice\VideoOS.ACMServer.dll that matches
assembly name videoOS.ACMServer

11:22:19 Found 1 ACM Server Plugins:
11:22:19 - Lenel OnGuard - 121cbheB86-bf5b-4465-990@-4115334c83c1

ACM Server: XProtect ACM MIP Plugin

Copy the "Milestone.ACMServer.MipPlugin.msi” file to a temporay folder on the server where the XProtect Event Server is installed
(in a typical deployment, this is the XProtect Management Server) and double-click to install. You should see a screen similar to the

following:

|§'- Milestone ACM Server: MIP Plugin Setup

MIP Plugin Setup Wizard

The Setup Wizard will install Milestone ACM Server: MIP
Plugin on your computer. Click Next to continue or Cancel to
exit the Setup Wizard,

Cancel l
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The installer will detect the presence of the XProtect Event Server on the machine and will refuse to install if it cannot be found. It

is recommended to leave the default install path as displayed below and press next.

1
|§! Milestone ACM Server: MIP Plugin Setup !El B3

ik

Please select a destination folder: e apen platiom campany

Install Milestone ACM Server: MIP Plugin to:

IC:\Program Files {x86)\Milestone ACM Server MIP Plugin},

Change. .. I

Back

Cancel |

If you are satisfied with the path selection and you are ready to install press "Install”

3 Milestone ACM Server: MIP Plugin Setup

Click Install to begin the installation. Click Back to review or change any of your
installation settings, Click Cancel to exit the wizard.

Back

Cancel

Installation progress...

Please wait while the Setup Wizard installs Milestone ACM Server: MIP Plugin.

Status:

|

Back | [dext |

You have successfully installed the ACM MIP Plugin for ACM Server
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"3 Milestone ACM Server: MIP Plugin Setup |_ (O] %]

omplef
MIP Plugin Setup Wizard

Click the Finish button to exit the Setup Wizard.

Back Caricel I

MIP Plugin Upgrades

e IMPORTANT — Always upgrade both the ACM Server and Lenel ACM plugin on the Lenel machine before
upgrading the MIP Plugin. We distribute all the installers with every new Lenel OnGuard ACM release.

e Automatic MIP Plugin upgrades of configured and installed instances in the Management Client are supported for all
versions of the Lenel OnGuard ACM integration.

e  Simply run the MIP Plugin installer; it will upgrade any installed ACM Servers.

e  After running the MIP Plugin installer, for each ACM instance in the Management Client:

1. Set the ConnectionProfileName property to the name of the ACM Server machine. Press Save to save the
configuration change.
2. Click Refresh Configuration to update the configuration.

& Milestone XProtect Management Client 2016 R2 \;‘i-

c:

dit Wiew Action Tools Help

.Qﬂﬁ

+="M Lngation » B X Access Control + 1 Access Control Information -« I
Rules
Jime Profiles General settings
Enable:
Name: Lenel
Mg Generic Evert Descrpion:
Ehef] Security
ﬂ Roles
a Basic Users
=-@) System Dashboard
Inte@ration plug-in: Lenel OnGuard-OnGuardAemServer (Version: 1.0.17132.3, 1.0.17132.03)
@ System Monitor Last configlitation refryetr——————— ity
§ System Menitor Thresholds e Crie
; a Evidence Lock
i D Configuration Reports DbMachineName: USCUSTOMDEV04
DblnstanceName:
DbName: AccessControl
= DblserName: 53
DbPassword: LTI
&L Transact DbUsesintegratedSecurity: [ ]
Transaction sources Cease - e i
Transaction definitions I ConnectionProfileName: USCUSTOMDEVD4
-2 Marms
b
<| m [ >
Site Navigation |Federated Site Hierarchy | % General Settings | ~® Doors and Associated Cameras | ‘\_{‘_( Access Cortrol Events 'g(,; Access Ri < | »

e Upgrading will result in the following negative side-effects:
e Smart Client event history will be lost.
e Rules based off events and configured OnGuard hardware will no longer function. Rules based off the default access
control event categories will not be affected and will continue to function.
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Custom event category assignments will be lost. The custom category will still exist; the user will just have to re-assign the
category to events in the Management Client.
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ACM Server: Configure to RunAs Lenel Single-Signon Account

The Lenel-OnGuard Plugin installer has already configured the ACM Server to run as the single-
signon account. You only need to do the following if you need to change the ACM Server’s
credentials.

On the Lenel server machine, click the Windows Start menu and type “services”. Right click Services and select “Run as
administrator”.

Search

Everywhere -

Services

ﬁ, Services
el

Pin to Start
n Services {|1S)

Pin to Taskbar

Open in new window

Run as administrator I .
n Services {[1S)

Open file location

Right-click the Milestone ACM Server service and select Properties:
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File Action View Help
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N EEEEN E R

‘% Services (Loca

Milestone ACM Server

Stop the service
Restart the service

%k Multimedia Class
:NetTcp Port Sha
2} Netlogon

% Netwark Access [
Z: Network Connect
2% Network Connect All Tasks
2% Network List Sery Refresh

% Network Locatio Properties
i Network Store In

£k Ointimize Arivec Halnt Tha

Fs

MName Description

;LS Site Publication Ser... This service ..
‘LS Video Archive Server The Video ..

2 Microsoft iSCSI Initiat.. Manages In...
Z: Microsoft Software Sh.. Manages so...
;. Microsoft Storage 5p... Host service...

*3Milestone ACM Sy

Start
Stop
Pause
Resume
Restart

Status

Help

Startup Type
Manual
Manual
Manual
Manual
Manual
Automatic
Manual
Disabled
Manual
Manual
Manual

Manual (Trig...

Manual
Automatic
Automatic

hAannal

Log On As

Local Syst...
Local Syst...
Local Syst...
Local Syst...
Network S...

Local Syst...
Local Servi...
Local Syst...
MNetwork 5.
Local Syst...
Local Syst...
Local Servi...
MNetwork S...
Local Servi...

| nral Swet

Extended /, Standard /

Click the “Log On” tab, select “This account”, and enter the credentials of an admin user on the local machine. Note that this admin
user must be linked to a Lenel Directory that is configured for single signon (see above for configuring single signon).

www.milestonesys.com

Page 30

Configuration



General | Log On | Recovery | Dependencies

Log on as:

() Local System account

[ | Allow service to interact with desktop

(@) This account \dbe

Password: SRR RRBRRRRR

CUnﬁrm paSSWUrd: SRR RNRRRRRRRR

Cancel

IMPORTANT: Restart the Milestone ACM Server service.

Reducing Permissions

V1.0 — 08/25/2014

It is not recommended to reduce the Lenel Sql Server database permissions of the single signon user since we don’t know exactly
what the minimum permission set is. If you want to reduce the single signon user permissions, contact Lenel Support.

ACM Server: XProtect ACM MIP

Plugin

Once all three installers have been setup (see [nstallation section), it is now time to configure and install the ACM MIP Plugin in the
XProtect Event Server. This configuration and deployment is handled by a wizard tool that was installed with the XProtect ACM
MIP Plugin package. In the start menu you will find the following:
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& Internet Explorer

G—; InternetE-plocse ¥ ‘ < @ Microsoft Security Essentials Il el
— e £] windows Update (| L
Co
Command Prompt. 7-Zip
—— Accessories e
. | notepsd didernd Administrative Tools il
Documents Google Chrome Documents
@ XProtect Management Client 2014 Maintenance )
Microsoft SQL Server 2008
Computer Computer
lestone ACM Server Wizard Microsoft SQL Server 2012

Milestone:

Network Network

¥ Milestone ACM Server Wizard

Control Panel Control Panel

Devices and Printers Devices and Printers
Administrative Tools ¥ Administrative Tools >
Help and Support Help and Support
Run... Run...
e |
» Al Programs Windows Security <« Back ‘ Windows Security

| Isearch programs and fies ) Loaoif |» Search programs and files B2 Logeff |»

Search

Everywhere -

=l Server Wizard

’ Milestone ACKW Server Wizard

Installing an ACM Server

Once you start the wizard application you will see the following:

ACM Server Configuration Wizard

Welcome

This wizard will allow you to configure connections to
the ACM Servers:

- It will allow you to add/remove a connection to an existing ACM
erver

- It wll allow you to configure an existing connection to an ACM
erver

Once you click next, you will have to provide the IP Address / Machine name of the Lenel server on which the ACM Server package
was installed.
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ACM Server Configuration Wizard
Add an ACM Server

Please enter the address of an ACM Server you wish to connect to:
ACM Server Address:
ACM Server Port:

¥ Use 551

After you have provided the server name/ip address and pressed next, you should get the following screen after the software has
validated that there is an ACM Server present at that address. The green checkmark means that it has successfully connected to
the provided server name, the red x means that it failed to connect to the provided server. The wizard will not allow you to proceed
without a valid connection to the server.

ACM Server Configuration Wizard -
Configure ACM Server(s)

Please select the desired plugin under each ACM Server below

- Use the checkbox next to each plugin: Check it to install, uncheck it to uninstall
- Servers highlighted in red are unreachable. Their plugins cannot be modified.

192.168.100.134
' Connected

Note that the most common causes of the wizard not being able to connect to the provided server is that 1) you entered the wrong
IP information, or 2) the ACM Server on the Lenel machine is not running with sufficient administrative privileges.
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ACM Server Configuration Wizard
Add an ACM Server

Please enter the address of an ACM Server you wish to connect to:

ACM Server Address: 192.168.100.135

ACM Server Port: 8443

¥ UsessL Incarrect IP information

ACM Server Configuration Wizard
Configure ACM Server(s)

Please select the desired plugin under each ACM Server below

- Use the checkbox next to each plugin: Check it to install, uncheck it to uninstall
highlighted in red are unreachable. Their plugins cannot be modified.

ACM Server was not running

Once you have a successful connection, notice that there is a list of checkboxes under the server heading that represents all
detected ACM server plugins installed on that machine. In this case we are looking for Lenel-OnGuard.
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ACM Server Configuration Wizard
Configure ACM Server(s)

Please select the desired plugin under each ACM Server below

- Use the checkbox next to each plugin: Check it to install, uncheck it to uninstall
- Servers highlighted in red are unreachable. Their plugins cannot be modified.

192.168.100.134

Check the box circled in red below and press next to install a MIP plugin on this host to connect to the Lenel-OnGuard server
identified.

ACM Server Configuration Wizard -
Configure ACM Servei(s)

Please select the desired plugin under each ACM Server below

- Use the checkbox next to each plugin: Check it to install, uncheck it to uninstall
- Servers highlighted in red are unreachable. Their plugins cannot be modified.

192.168.100.134

This screen will confirm what actions are going to happen. Once you are ready to install, press finish.
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ACM Server Configuration Wizard

What is going to happen
The following actions will be performed:

Plugins to be installed:
USCustomDev04 (192.168.100.134)

Install Lenel OnGuard-OnGuardAcmServer

Plugins to be uninstalled:

Fimish

Once the operations are completed, the wizard will display a green checkmark for successful operations and a red x for failed

operations.

ACM Server Configuration Wizard

Operations complete

Operations complete

Plugins installed:
USCustomDev(4 (192.168.100.134)

Install Lenel OnGuard-OnGuardAcmServer

Plugins uninstalled:

You have successfully installed the ACM Server: XProtect MIP ACM Plugin.

Uninstalling an ACM Server

To uninstall an ACM Server, simply uncheck the box shown below, click Next, and click Finish.
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ACM Server Configuration Wizard
Configure ACM Server(s)

Please select the desired plugin under each ACM Server below

- Use the checkbox next to each plugin: Check it to install, uncheck it to uninstall
- Servers highlighted in red are unreachable. Their plugins cannot be modified.

LUSCustomDevild

192.168.100.134

Milestone Management Client Configuration

Once the MIP ACM Plugin is installed and configured on the XProtect Management Server, the Access Control instance can be
created in Management Client by right-clicking on the Access Control Root Node.

4 Milestone XProtect Management Client 2014

File Edit View Action Tools Help

HY oefi
Site Navigation

=g VM-MILESTONE ol

[0 Basics Create new... Access Control:

{&&] License Information 2 refresh  F

2 Site Information . | Enable | Name | Connection Status | Connection Information
1155 Remote Connect Services

{) Asis One-click Camera Connection
= Servers

1)) Recording Servers

®J Failover Servers
5] "E Devices

o Cameras

& Microphones

@ Speakers

b ?’ Metadata
o Input

Access Control Information

This will pop up a wizard to step you through the access control instance creation process. Type a name for the instance of the
plugin you wish to create and select from the drop down box the integration plug-in. Note that you will find a plugin named Lenel-
OnGuard-OnGuardAcmServer-{ServerName} where {ServerName} is the name of the machine where Lenel and ACM Server are
installed.
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Create Access Control System Integration .

Create access control system integration

Name the access control system integration, select the integration plug-in and enter the connection details.

Name: Lenel 7.3

Integration plug-in: |v|

Lenel OnGuard-CnGuardAcmSenver

Mext Cancel

After selecting the plugin, you will have to provide credentials and parameters to configure the connection to the Lenel database
server, optimize particular settings, etc.

IMPORTANT - Leave DbinstanceName blank to connect to the default SQL Server instance.

The Profile Name should be set to the same as was shown in the ACM Wizard when you added the ACM server. For example:

ACM Server Configuration Wizard -
Configure ACM Servei(s)

Please select the desired plugin under each ACM Server below

- Use the checkbox next to each plugin: Check it to install, uncheck it to uninstall
- Servars hinhlinhted in red are unreachable. Their plugins cannot be modified.

The connection profile name

ReaderSupplinfolnterval — is a counter of how many times to fetch reader information from the internal cache before re-fetching
that information from Lenel again. Legitimate values are greater than or equal to zero. It's recommended to not set this value to
zero as that effectively disables caching of reader information. Lenel doesn’t provide notification of certain reader attribute changes
(e.g. extended strike time) so this value provides a way to force the system to re-fetch reader information earlier than it normally
would.

EventProcessBatchSize — Defines the maximum number of events to process per batch. This is an approximate number; the
actual number could be less than or slightly more than this number due to several factors — less events available, more events with
the same filter criteria, etc.
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EventProcessSleeplinterval - Defines how long the event processor subsystem will sleep (in milliseconds) between batches of
events. The subsystem does not sleep when it finishes a batch of events if there is another batch of events ready to process.

CardHolderProcessSleeplinterval - Defines how long the Lenel plugin will sleep (in minutes) between fetching card holders from
Lenel OnGuard. This is here as a safety to ensure that card holders are kept up-to-date even if card holder modification events
from Lenel OnGuard are not received or missed.

Create Access Control System Integration .

Create access control system integration

Marne the access control system integration, select the integration plug-in and enter the connection details,

Mame: Lenel
Integration plug-in: Lenel OnGuard-OnGuardAcmServer | = |
DbMachineMName: USCUSTOMDEVO4 ~

DblnstanceMames:

DbMame: AccessControl

DbUserMName: sa

DbPassword: sesenw u|

DbUseslntegratedSecurity: ] =
ReaderSupplinfelnterval: 3

EventProcessBatchSize: 50

EventProcessSleeplnterval: 5000

ConnectionProfileName: USCUSTOMDEVD4

CardHeolderProcessSleeplnterval: 80

| Mext || Cancel

The wizard will now fetch the configuration of the Lenel AC system into Milestone.

When creating a new access control instance, especially when creating the first instance, it may take 1 or 2 clicks of the Next
button in the wizard before configuration is successfully fetched from the Lenel system. If the wizard moves to the “fetching
configuration” screen (the image below) but seems to hang with no progress or displays an error message, simply click the
Previous button to return the previous wizard page (the image above) and then click Next again.

The screen below is an example of the configuration found on the server:

ntrol System Integration M Create Access Control System Integration

trolcueta riact
itrol systerr onnecti

Collecting configuration data Collecting configuration data.

Configuration successfully received from access control system. Configuration successfuly received from access control system.

Added: Added: j
Doors () Doors (2) -
Units (9) Porte Interieure Door #1

Porte Principale Door 1

Units (9 -
Servers (1) -
VM-SIPASS
ent

Servers (1)
Events (5)
Commands  (5)
States (83)

OO

previoss | et | _cancel _previoss | _test | _concd |
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On this screen an association has to be created between each access point of a door and cameras in the Milestone system. This
is done so that the system will know which cameras to display on door alarms. For each access point of each door drag a camera
from the right tree and place it under the desired access point to create the association. Note that this can also be configured later
in the Milestone Management application.

M Create Access Control System Integration ]| [N Create Access Control System Integration
Associated camera Associated cameras
Drag cameras to the access points for each door in the list. The associated cameras are used in the XProtect Smart Client when Drag eameras to the access points for each door in the list. The associated cameras are used in the XProtect Smart Client when
access control events related to one of the door's access points are triggered. access control events related to one of the door's access points are triggered.
Doors: Cameras: Doors: Cameras:
[Home ~ Enabled License B &) vM-MILESTONE Name 4 Enabled License  “® I | vm-MILESTONE
Default B ) Default

Porte Inteieure Door #1 ~ Pending & ! Porte Interieure Door #1 ¥ | Pending 5
‘ i il 192168152 - Camers I e R e 52 Comc 1

Access point: Porte Interieure Door Reader " 192.168.1.54 - Camera ‘Access point: Porte Interieurg Door Readet W 192.168.1.54 - Camera 1

Drap camera here to associate it with the access point. 162.165.1.52 - Camera 1.
[ Porte principate Door =1 [ @ [rendng | Porte Principale Door #1 [ © Jrending | T
I . &} 1] [2]
Previous Net | Cancel Previous | Nedt | Cancel

When there is more than one access point per door, you can select the different cameras for the different angles. You can also
select more than one camera per access point:

[N Create Access Control System Integration [x]

Associated cameras
Drag cameras to the access points for each door in the lst. The associated cameras are used in the XProtect Smart Client when
access control events related to one of the door's access points are triggered.

Doors: Cameras:

Neme + Ensbled Lcense  ® | [ITJ vimiEsTONE
B ) Default

192168152 - Camera 1
4 192.168.1.54 - Camera 1

Porte Interieure Door #1

Porte Principale Door #1

Access point: Porte Principalgdoor Reag

192.168.1.54 - Camera 1 o} Remove
Drop camera here to associate it with the acce

Access point: Porte PrincipaldDesPfeader 2
192.168.1.52 - Camera 1 Remove

Drop camera here to associate it with the access point.

K| 1]
Previous Next Cancel

Once all the access point cameras have been associated, the wizard completes.

N Create Access Control System Integration E3
You have successfully completed the access control system integratior

Your XProtect Smart Client users can now monitor access control events. See the help system for how to optimize the XProtect
Smart Client for access control system integration.

You can edit the integration settings in the access control system properties, if you, for example, update the access control
system.

_cos |

You can verify that the integration module is now connected by looking at the Access control tree.
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& Milestone XProtect Management Client 2016 R2 |;|i-
File Edit View Action Tools Help
HY9 e
Site Navigation ~ 0 X  Access Control ~ B Access Control Information -~ I
il Matrix ER-7} /iccess Control
= (B Rules and Events 2 Lenel Access Control:
Rules
- @ Time Profiles Connection Connection
[ Netification Profiles Enable  Name Status Information

E User-defined Events Lenel Connected

---0 System Dashboard

D Current Tasks

@ System Monitor

: System Monitor Thresholds
8 Evidence Lock

D Configuration Reports
-{,,_—'] Server Logs

System Log

Audit Log

=] Rule Log

~[Fle Access Control

—{% Transact

E] Transaction sources
Transaction definitions
# & Alarms

+ g MIP Plug-ins

< m ¥
Site Navigation | Federated Site Hierarchy

Reducing Permissions

In the image above, the DbName and DbUserName fields defined the credentials the Lenel ACM integration uses for read-only
access to the Lenel database. This section is only about minimizing the database permissions for this database access.

Since you’re considering changing the Sqgl Server permissions for the login used by the Lenel ACM integration, this section
assumes you know how to perform the required steps in Sql Server to create/modify a login.

We've tested the Lenel ACM integration with the following minimal database permissions:

e Has only the “public” server role.

e User mapping to only the Lenel AccessControl database.

e Has only the following database roles for the AccessControl database:
e db_datareader
e public

e Has only the “Connect SQL” securable.

Editing Lenel Event Types

The Lenel event types are originally read from the Lenel OnGuard database Event table. After initially reading from the database,
the event types are stored in a comma-delimited disk file located at
C:\ProgramData\VideoOS\ServiceHost\Services\VideoOSACMServerService\Plugins\OnGuardAcmServer\EventTypes.csv on the
Lenel machine.

The columns are: Id, Type, SubType, Description, Name, HardwareType, AllowDoorAnimation
The rows are sorted by Type, then SubType.
The hardware type values are a bitwise OR'ed combination of the following:

e Unknown =0x0
e  Server =0x1
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e Panel =0x2
e Reader = 0x4
e Input =0x8
e  Output =0x10
e |oControlModule = 0x20
e Door = 0x40
e MaskGroup = 0x80
e Al = OxFF

An example from the file is shown below:

1,0,0,Access Granted,granted_access_granted,0x000000FF,True

2,0,1,Access Granted on Facility Code,granted_facilitycode,0x000000FF, True

3,0,2,Access Granted No Entry Made,granted_noentrymade,0xO00000FF,False

4,0,3,Access Granted on Facility Code| No Entry Made,granted_fcnoentrymade,0x000000FF,False

When the event types are initially processed, all the hardware types are set to All (i.e. OXFF)

The intent of this file is to allow an administrator to tailor the description, hardware types, and door animation for specific event
types. The Id, Type, SubType, and Name fields should never be changed as they correspond to identifiers used by Lenel
OnGuard.

If you’re going to modify an event type’s description be aware that any description containing embedded commas must have
those embedded commas changed to pipe characters (i.e. “|”). See the last line of the example lines shown above where the
logical string “Access Granted on Facility Code, No Entry Made” has its embedded comma replaced.

After making and saving changes to the event type file, the administrator should do the following:

1. On the Lenel machine — restart the ACM server.
2. On the XProtect machine — refresh the configuration from within the XProtect Management Client. See
for an image showing the Management Client’'s Refresh Configuration button.
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Operations

Searching for cardholders

The user can search for existing cardholders in the Lenel system through the management client interface:

& Milestone XProtect Management Client 2014
Flo Edt View Action Tools Help

HY o<

She Navigaton 2 x | Access Contol
=15 Chent ][5 5T Access Convol
8 Sman Wal 7]
3 View Growps Th

£2 Smart Client Profies
£ Management Chert Profiles
6 Matix
1 0 Rules and Everts
] Rules
) Time Profiles
= Notiicaiion Profes
R Userdefined Everts
¥ Ansltics Events
R, Genenc Events
e Secuiy
T Roles
8 Basc Users
@) Systen Dasrbowd
@ System Monitor
& Evidence Lock
] Curtent Tasks.
T Corfigaation Repotts
[ Server Logs

53 ymenLog

Ish Ish
Adminisirators.

:{ngl
I ) Delote pictiire

EmployeeNumber. 12345
Firstame ish

LastName lsh

Acoessibity. False

Credentials: [46090" I{"Key""Active”."Val

[5] AudtLog
=] RuleLog
Y e o

7 & Alams

0 Access Contiol Events | (= Access Request Notficalions. L. Carcholders </

Site Navigation [ Fecirated Sie Heranch:
&l

The cardholder picture and detailed information are downloaded from the Lenel server. The search can be made by first name, last
name, card number, and employee id. Enter the search string in the search cardholder text box.

Defining Alarms based on Lenel events

To define alarms based on Lenel events, the events must be part of an event category. The category can be one of the pre-defined
Access Control Event categories such as (Access Granted, Access Request, Access Denied, Alarm, Error, and Warning) or a user-
defined category. Here is how to create an alarm based on a user-defined access control event category. First define the category

if it does not already exist:

@ Milestone XProtect Management Client 2014
Ele Edt Vew Acion Jools teb

H9 oen
Sie Navigaion 3 x |Access Contol
S-G9 VW-MILESTONE =2 —@ Access Control
ics e Access control events
Chent. nagering
avenis
Select_ Access Control Event + Source Type Event Category
G| Access Denied Event AccessPoint, DooeSel. FloorPoi. | Access dened. Access requ ]
7 | Access Granted Even Riccess oranted v
7| Access Not Grented Eves loorPoi._| Roosss demved, Access 1eau._+]
7| Servercomectod s
17| Server dscomectad Ex =]

& Alam Definkons
£ #am Data Settngs
£ Scund Setings

| [ Usergeined Coicgones
Site Navigation | Feceraled St Hise | 5% Gereral Settings | @ Associaled Cemeras 2 Access ConkiolEvents [ 2> Access Request Noticalions | « [ »
)

Name the category a pertinent name which represents the group of events and press OK
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[N User-defined Categories [ ¥]

Name

Add

[y Siemens Custom Defined Category

[ OK I Cancel

Remove

Associate the category with one of the Lenel AC events:

@ Milestone XProtect Management Client 2014
Fle Edt View Acton Tools Help

=] E3

B9 oea
Ste Navigalion 2 % |Access Contil ER) cces: Contiol Information
=+ VM-MILESTONE =] Access Control
& {13 Basics e Access control events
#-[% Remote Connect Services " in et L implify of triggering
@ Servers events.
a® gr”:" Select_ Acosss Control Event = Soucs Typa Evont Calogory
@
;‘“C‘: s i 0| Acoess Denied Event AccessPoint. DoorSet, FloorPor. | Access denied, Acoess requ.. ]
@) Secuty | @ | Acoess Granted Event AccessPoint. DoorSet. FloorPot.. [Access granted |
# @ System Dashboard [ | Acoess Not Granted Event AccessPoint. DoorSet. FloorPoi.. | Access deried. Acoess requ. |
sy [ G P
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Save your changes and move to the Alarm Definitions section to create an alarm based on that user-defined event category.

@ Milestone XProtect Management Client 2014 M =] B3
Fle Edt View Action Todls Help
H2 oei
Ste Navigation 2 x | Alatm Definition Information L
-4 VMMILESTONE 2 ey dofifon
(2] Basics Addtiew...  cubn | r
312 Remote Connect Services et =
& sevess < [
[ %2 Devices
Gl oo Isirustions =)
: { Fules and Events =l
€] Securty
[#-@) System Dashboard Trigger
-7 Server Logs T AV
Tiggering evert 2
R Access Cortrol I B
£ Alam Data Settings . I =
5 Sound Settings Activation period
(o | =
€ Evert Start Sefec
—Operator
Tive it [T e =
Events riggeted Selec
Othes
Related camerar elec
r =1

Name the alarm a pertinent name and select Access Control Event Categories in the Triggering event dropdown:
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tect Management Client 2014

Fle E& Vew Actin Took Hep

B9 oen
StoNavioion 8 X |Alam Defntions. 2
= WMILESTONE = & Alam Defribons =
14 (13 Baso: 2 EENEETITN Enable 7

0 Remote Conneed Services
50 Severs Nome. iy Pass Custom Alorm

8% Devices

53 Clot Insiuctons: =
#)- G Ades snd Events |
o) Secuiy
& @ System Dashboad Tiigges
& [ SoverLogs Trggeing evert: =
B Access Corbiol
£ Aam Data Sektngs bl
£ Sound Setings - Achvaton peicd
& Teme profie: Iways =]

€ Eventbaved tat — el |

~ Operator
Time ik T |
Events tigered [ sees
Other.
Felsed canmes. [ seea
Reatod map: [ |
il sl omrer: [ =
Iniial larm iy [Hah =
Inkial sl categen: [ =
Eveals iggered by s

Milestone XProtect Management Client 2014

Fie Edt Vew Acton Tocs Help

HY oefn
Sito Navigation 2 |Alam Doliions .
S WMIESTONE E & A Defbons =
% (23 Bsics Az Defntion . =
(54 Remole Comvect Senvies
Nere: Vi SiPass Custem Ao
Instuctons =
I |
@ System Dashboard -~ Trigger
i 3) Sever Loge Tii [Roooss CoblEvot Compoes =]
et 55 Corkl Evort . <]
TR Access Contrl Lo [ Accezs Corbel Everk Cotogore:
Souces
]
£ soudSottnz: =
 Time ke
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Related camsias Sekot.
Relaed o I |
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Events igoaied by alaimc Select.

Auoclose aam:

B % {Mam Defbors °
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# [ Remote Cornect Services
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= (& Ruos andEvorts 5
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= @ System Dashioard -~ Trgger
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s Accers Contil — e
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Iriial dam categun: |
Everestiggered by lam M seka
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Select all the other alarm parameters and save:
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Alarms acknowledged in Milestone are acknowledged in Lenel.

Defining Rules based on Lenel events

To define rules in Milestone based on Lenel events, create a rule in the Rules tab:

@ Milestone XProtect Management Chent 2014

Fle Edt View Adien Tods Heb
H9 ogea

T |
@ Spoakers
& Metsdrs
o rout

¢ O
8 Gt
8 St wal
£ View Grougs
£ Sman Clen Prcties
9 Maragemen Clen Proies
e

=) G Aues end Evers
]

Veidae AlRudes
2 nereh

@ Tirerr
1 Nelfcan Prtes
R U cefred Events

s Evonts
R Geree Everts
& Secnty
 Roe
8 Bk Users
/@ System Dashivoard
@ steaorin
8 Evidenno Lock
] Comert ks
[ Carmralion Reparts
1 Server Loy
=] SytomLog
] auiLog
=L
B Access Connt
.8 o
& slam Detritns
2 Alam Date Setrns
B Somdsores:

Ll

S| Feamaie

Sl Naviin ax olcain

Hare:

i

[

Descighr

Select the event hyperlink:

Manage Rule

[H[=] B3

Name: [ DoActonDnSPassEvent

Desciphorc M
Active: ~

Stop 1: Type of tulo

Select the fule type you wank (o create
«

" Perlom an action n & ime réerval

Edit the nde doscrip! an underlned item)
|Perform an achon
rom

Heo | Concdl | g |

Erih |

Select an event category or event from the Select an Event dialog:
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& Milestone XProtect Management Chient 2015

Fle Edk View Acion Tods Help

‘Ste Navigabon 2 x |Rukes 4 | Fudo Information
P Wiciochores ‘dl B - .- |
@ Speskers 74 Defait Geto Preset when PTZ s don | Name:
@ vaniae

tegces)
Acsess requast fAccess Contol Categones)
£t (Access Contol Categoriee]

A d Categ

Sie

o Input
U Oupat Name: | Dobction0ns PassEvent
5 Ciont
B St ol
3 View Groupe
£ Smar Clent Prfles Steo I Topo ofrde |
7 Management Clent Profiles Select the nile e you wart o creste.
g &
6 R o eris € Petfom an achonin 2 e interval T® Deveer |
() 0§ Extensl Events
@) Time Profie: ) Aecording Servers
£ Notbeoton Profies 5 B Mikstons “Protect Accoss Conirol Modio
R Useedefined Everits Arces: Cormiol Caeganes
® Andyics Events
B, Gonoiic Events
Ee Seculy
P Roie:
8 BascUses Edi the e desciipton (cick_ uderived o)
£ @ System Dashboard P'm" acbon on avent
® Syrlen Morior Tt
2 Evitence Lock

W Acees: Lontiol Evenis
% Access Denied Event (Access Control Events)
& ol Events)

] Curent Tasks
7 Corbguration Repots

Sesver cornected (Access Cortil Everts)

§ Access Not Grated Even! (Access Coriiol Events)
Sewver disconnected (Access Conlrol Events)

[

[=] RusLog T
1B Access Contil Heb Cancel Bk | Newt > Firich J#
.8 e

1B Sound Seltng:

& plam Deliition:
£ Alorm Data Settngs

Select the devices/recording server/management server hyperlink and select the event source. To select any source select the
System (+units) node.

Manage Rule M= B3 & Milestone XProtect Management Cient 2014

Fle Edt View Acica Tecs Heb
HY oes

Name: | DotctionOrS PassE vent

L Sta Nevigwen 8 ¥ [Rubs 4 [Auk Irformation
Desoioen: I y T EIgE-.
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1% Detauk Goto Peset henPZis o | Name

Step 1: Type of e
Seloct the rule Iype you ward 1o crsale 0 Oupst Nam
@ 5 Giont
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89 orogement ChertPrfies | Selecttherue peyoune|| S Sytem vt
& wanic 505 SPass o unks]

o 5400 ot Intenetre Dear 21 [+ ]
S @ E‘]‘H end Evert:  Pefom en acienina P b

@ Tine Pckies

521 Notcston Poles
R UssicinmdEvens
g e e Fecibae | D1 0008 FF)
= = . ces Fincioa Dece

Edit the rule description [click an undedined itom) Eagﬁmcimh Pote Pincale Doer 1 LK (RELAY 1)
P-l: Y ﬂ‘:‘;’" Poto Pincioak Door 1 REX (PASS BK)
B o s ol e e drscioion |
= @ System Dashboaid JEsbni & i
@ SvstomMantor e

s v

i 1
Pote Prncipels Door Aeeder 2

™ Configuation Repons
S Seve Logs

%i{::r:;j OK I Cancel
- 5] FukeLog 4
(| Coreel ik | New | e jﬁ R Wb | ot |0 | _meo | |]
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s

. 3

The wizard will look like this after selecting the “Access Denied” event and System (+ units) source:

Manage Rule =1 B3
Name: | DoActionOnSiPassE vent
Description: |
Active: ~
Step 1: Type of e
Select the rule type you want to create
@

 Perform an action in a time interval

Edit the rule description [cick an underfined item)
{Perform an action on Access denied [Access Control Cateqories)
from Spstems [+ units]

Hep | concel | <Back Net> | frin |

Press next and select the optional time frame when the action will take place. In this example no time frame has been selected,
this means it will always execute.
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[Manage Rule

[_[O]x]
Name: [ DoActionOnSPassEvent
Desciption: |
Active: ~

Step 2 Condtions

fSelect condions to apply

T~ Within sslected tine in <tme profie>

[ Outside selected tine in <tine profie>

[~ Within the tme period <staittime to <endtime>
[~ Dayof week is <day>

[~ Eventis from <motion window>

Edit the rule description (click an underined kem)

ortrol Caleqories)

Part
from Systems [+ units]

Ho | Concel | <Back

Frish
a

V1.0 — 08/25/2014

Select the action that will be executed when the Lenel event occurs. Notice that AC commands can be used as actions based on

any events that come into Milestone:

Manage Rule

=] E3

Name: | DoActionnSiPassEvent

Step 3 Actions
Select actions to perform

[~ Start recording on <devices>

[ Start feed on <devices>

™ Set <Smat Wal> to <presety

[ Set <Smart Wall> <monitar> to show <cameras>

[~ Setlive frame rate on <devices>

[~ Set recordng frame rate on <devices>

™ Set recording frame rate to al frames for H.264/MPEGA on <devices>
[~ Stat pairoling on <device> using <profle> with PTZ <priorty>
™ Pause patroling on <devices>

™ Move <device> to <preset> position with PTZ <psiority>

™ Move to defauit preset on <devices> vith PTZ <priorty>

L1l Create bockmark on <devices> ]
End aUheabon 1o <prones.

™ Make new <log entry>

[ Start plug-n on <devices>

™ Stop plugn on <devices>

™ Apply new settings on <devices>

™ Set Matix to view <devices>

[ Send SNMP iap

™ Retiieve and store remote recordings from <devices>.

[~ Retiieve and store remote recordings between <start and end time> from <devices>

™ Save attached images

[ Activate archiving on <archives>

Qaer cuser.defined eventy

™ Door Lock <DoorSet>
™ Door UnLock <DoorSet>

™ Door Disable <DoorSet>

™ Door Enable <DoorSet>

™ Show <access request notification>

Access Control Commands

Edit the rule desciiption [click an underined item)

[Pere 3 Control Cateqories]

from Systems [+ units]
(Create bookmark Bookmark on devices

Hep | concdl | ek | Net> |

Firish

In this example “create bookmark on <device>" will be selected, click the Bookmark hyperlink and the following dialog will be

displayed to setup the bookmark action:

Edit the wle desorption (click. an undsined item)

[Ferform an acion on Access denjed [ceess Coniol Caleaoried
from Systerns [+ unit]
Creale bookmark Bookmark on devices

Help Cencel <Back Hexts Enish

Headine

|MySiPassBookmark

Desciiption

This is an access dened evenf =

Pre-bookmark time (seconds) 10 3:
Post-bookmark time (seconds) ,W

Add system information (click finks to inset variables in bookmark text)
DRevice name

Event name
Liggering time
Bule name
FBecoiding server name

[ ) o |

2

Click the devices hyperlink and select the device on which the bookmark will be applied:
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Edlt the e description (cick an underined item] Select Triggering Devices [x]

Ferform an astion on Aceess denjed [Acoess Conuol Calegories
fiom Susters [+ unit]

Creale baokmark Bookmark on devices

(% Use devices from metadata
C Select devices

Help Cancel <Back Mest> Einish

Click next on the rule wizard and select an optional stop criteria, in this example there is no stop criteria.

Manage Rule [E[=] B3
Narne: | DatctionOnSiPassE vent
Description: |
Active: 2

Step 4: Stop criteria

rS elect stop criteria

" Perform stop action on <events
" Perform stop action after <time>

[al o actions peiformed on rule end

Edit the rule description (click an underlined item)

Perform an action on Access denied (Access Control Cateqories]
from Systems [+ units]
Create bookmark MySil

k on the devices from metadata

Hep | Coroel | <Bek | hew Eirish

Click finish and the rule is set.

Smart Client Maps

It is possible to put doors and Lenel server(s) on an existing Smart Client Map to display door and server status as well as execute
manual commands. Login to the smart client:

XP g
SMART CLIENT 2014

XPr .
SMART CLIENT 2014

Computer

Logging into Access Control...

SiPass

Authentication:

Domain: VM-MILESTONE

User name:

Password:

Retrieving configuration...

Connecting..

Use an existing view, go into setup mode by pressing the setup button in red below and create a map by dragging it onto a tile once
in setup mode.
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4252014 20958 — O X & Milestone XProtect Smart Client 2014 2202127 PN - 2 X
-~ B9 u torer Atar anager Ace of Syst tonitor ~a00Y

o] i ey - il

Select the access control button on the map overview and drag doors from the Element Selector to the map

w20 216 - O X + tc w2y 1220300 — B X
~s0B Y

The finalized map with the doors and server added in this example will ook like this:

@ Milestone XProtect Smart Client 2014 82572014 122830PM — B X
Playback Sequence Explorer Alarm Manager Control System Monitor - O &7

XProtect <

Element Selector
Enter filter
4 i Private [l Porte Principale Door 21
4 [ Default [l Porte Interieure Door #1
' % m ’

» W siPass

HTML Page

=) Image

Access Monitor Tiles

Access monitor tiles allows the monitoring of access events on a specific door by displaying cardholder credentials next to the
video content. Drag the “Access Monitor” item from the System Overview onto a tile:
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@ Milestone XProtect Smart Client 2014 8/25/2014123545PM = O X

Playback Sequence Explorer Alarm Manager Access Control System Monitor A R

s L]

Set

HTML Page

The following dialog will appear: to set access monitor tile settings select the door, sources, camera, and event types:

@ Access Monitor Settings n | @ Access Monitor Settings EX
Specify the settings for the Access Monitor Specify the settings for the Access Monitor

Door: i Door: Porte Interieure Door #1

Sources: Porte Interieure Door #1 Sources: All sources

Porte Principale Door #1
Camera: Camera: 192.168.1.52 - Camera 1
Events: Events: Error, Warning, Alarm, Access granted,...

Commands: Commands: All commands

Order: Order: Newest on top

@ Milestone XProtect Smart Client 2014 8/25/2014 12:41:56PM — B X

Playback Sequence Explorer Alarm Manager Access Control System Monitor

Porte Principale D. %]

available

Aarms

_ % - . No images
»
,

VM-MILESTONE

1lon
e vm-miles...
Database
might be
empty.

HTML Page

Application

A Camera

Alarm Acknowledgment

Alarm acknowledgment from XProtect (2016 R3 or greater) to Lenel is implemented. In XProtect versions earlier than 2016 R3, you
can still perform alarm acknowledgment in XProtect, but it will not be propagated to Lenel.

Alarm acknowledgment from Lenel to XProtect is not implemented due to the lack of such functionality in Lenel.

Alarm acknowledgment is done in the XProtect Smart Client’'s Alarm Manager tab. If you right-click an alarm, and select either
Acknowledge or Close, the alarm will be acknowledged in Lenel.
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@ Milestone XProtect Smart Client

Live Playback Sequence Explorer Access Control System Monitor

@ No map has been selected

Quick Filters Alarms  Nofifter
T New(2) = | Time 4 | Priority Level | State Level State Name  Message Source Owner D
T 12:53:31 PM 6/%2017 1 1 MNew OnGuard Acc 2 - Lenel OpenProx 2

n progress (0)

T On hold (0) Acknowledge
Y Closed (0) Set on hold

Servers Edit

A& ISCUSTOMDEVD? Dizable new alarms

Print

NOTE — As mentioned above, selecting either Acknowledge or Close will cause the alarm to be acknowledged in Lenel and
removed from OnGuard’s active alarm list. But, selecting Acknowledge above does not remove the alarm from XProtect's Alarm
Manager list. XProtect considers acknowledgment and closing the alarm to be different steps. The result of all this is that, if you first
acknowledge and then close the alarm in XProtect, you will see an error in the debug log about failure to acknowledge the alarm in
Lenel. The reason is simple — the alarm was removed from OnGuard’s active alarm list when you did the acknowledgment;
therefore it didn’t exist when you did the close. This does not cause problems; just noise in the debug logs.
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Troubleshooting Guide

Lenel OnGuard loses communication with the access control
hardware

Communication can be lost for the following reasons:

1) Firewall blocking the traffic
2) The Lenel LS Communication Server service is not running (or needs to be restarted).

Failure of the ACM plugin to communicate with Windows
Management Interface (WMI)

The Lenel-OnGuard ACM plugin runs in the ACM Server service. That service must be running in the security context of a local
machine admin user which is linked to a Lenel Directory that is configured for single signon. See
and above for details.

If the ACM Server is not running in the required security context, the Lenel-OnGuard ACM plugin log (see log locations ) will
show lines similar to the following:

05-11-2016 12:28:32 Error 9 EventHandler.registerForWmiEvents() - Failed to register for hardware events.
05-11-2016 12:28:32 Error 9 EventHandler.registerForWmiEvents() - Failed to register for software events.
05-11-2016 12:28:32 Error 9 EventHandler.start() - Failed to register for WMI events.

Milestone Event Server MIP Plugin cannot communicate to the ACM
Server

When the system is properly running, the Milestone Event Server MIP plugin “pings” the Lenel ACM plugin about every 5 seconds.
At a log level setting of Trace, you'll see lines like the following in the Lenel-OnGuard ACM plugin log (see log locations ):

05-11-2016 13:02:01 Trace 11 AcApi.lsApiConnected()

05-11-2016 13:02:01 Trace 11 AcApi.IsRunning()

05-11-2016 13:02:01 Debug 11 DataConduit.isConnectedToServer() - m_Started = True, wmiSvclsRunning = True, dblsAccessible =
True.

If you don’t see these lines, or you expect a communication failure between the Evert Server MIP plugin and Lenel-OnGuard ACM
plugin, take a look at your firewall settings, rules, etc. You may need to adjust them to allow communication.

Note that, by default, the ACM Server’s web service uses HTTPS on port 8443. You may have configured your ACM Server
differently (see for where you configured the ACM Server connection on the Milestone
Event Server).

Debug log shows SglAccess.connect() failed.

If the debug log shows an error similar to:

06-22-2016 20:26:40 Error 14 SqglAccess.connect() - Failed to connect.
System.Data.SqlClient.SqlException A network-related or instance-specific error occurred while
establishing a connection to SQL Server. The server was not found or was not accessible. Verify
that the instance name is correct and that SQL Server is configured to allow remote connections.
(provider: Named Pipes Provider, error: 40 - Could not open a connection to SQL Server)

Goto for properly configuring the SQL Server supporting your Lenel installation.
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Failure to Connect to SQL Server

If you believe that you've entered the correct user name and password (and optionally the database instance name), and the Lenel
OnGuard integration logs show that the SQL Server connection is still failing, ensure that you’ve checked
DbUseslIntegratedSecurity.

Milestone XProtect Management Client 2016 R2

Access Control

=- U Access Control

R | afasdf| General settings
Enable:
Name: afasdf
Descnption:
Integration plug-in: Lenel OnGuard-OnGuardfcmServer-CDO-ONGUARDTD (Version: 1.0.16354.0, 1.0.16354.00)
Last configuration refresh: 11182017 12:01 PM
Refresh Configuration...
|
DbMachinehName: CDO-ONGUARDTO
DblnstanceMName:
DbMName: AccessControl
DbUseriame: xtian

Db ae o] Maaaangss

DbUsesIntegratedSecurity-

Not Receiving Card Holder or Badge Changes

If you don’t see card holder or badge changes reflected in either the Milestone Management or Smart Clients, ensure that you've
enabled software events in Lenel.

Optimizing Event Processing Performance

To maximize event processing performance, adjust the following settings:

e Debug log level — should be set to “Info”. The “debug” or “trace” settings write too much data to the event log affecting overall
performance.
e Adjust the following ACM instance settings (see Milestone Management Client Configuration):
e ReaderSupplinfolnterval — Set this to a large number (e.g. 10,000). Frequently reading reader information has a large
impact on overall performance.
e EventProcessBatchSize — Tailor this value as needed. The larger the number, the more events processed in one batch.
e EventProcessSleepinterval — Tailor this value as needed. The smaller the number, the less time the event processing
subsystem waits between attempting to query for more events.
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Logging

By default the debug logs are enabled on both the milestone event server plugin and the Lenel server but they are at a reduced log
level (Info). They can be increased for diagnostics purposes to Debug (or even Trace) but be aware that this change causes more
information to be logged using more disk space and possibly slowing down operations on busy servers. DO NOT LEAVE logging
at Debug levels for extended periods of time for performance reasons. It should only be used for diagnostics purposes and put
back to Info afterwards.

Gathering the logs

Milestone Event Server side

1. On the machine running the Milestone Event Server go to x:\ProgramData\VideoOS\ACMServerPlugin, where X: is the
drive where Windows is installed

2. Create a zip file of the contents of that whole folder, name it ACMServerMIPlogs.zip

3. On the machine running the Milestone Event Server go to x:\ProgramData\Milestone\XProtect Event Server\logs,
where X: is the drive where Windows is installed

4. Create a zip file of the contents of that whole folder, name it MilestoneEventServerLogs.zip

Lenel Server side

5. On the machine running the Lenel server go to X:\ProgramData\VideoOS\ServiceHost\logs, where X: is the drive where
windows is installed

6. Create a zip file of the contents of that whole folder name it MilestoneHostLogs.zip

7. On the machine running the Lenel server go to
X:\ProgramData\VideoOS\ServiceHost\Services\VideoOSACMServerService\logs, where X: is the drive where
windows is installed

8. Create a zip file of the contents of that whole folder and name it MilestoneACMServerServicelLogs.zip

9. On the machine running the Lenel server go to:
X:\ProgramData\VideoOS\ServiceHost\Services\VideoOSACMServerService\Plugins\OnGuardAcmServer\logs

10. Create a zip file of the contents of that whole folder and name it LenelOnGuardAcmServerPluginLogs.zip

Changing logging level

Sometimes for diagnostics purposes, it is necessary to obtain more information about the running state of the integration. The
logging information can be increased by changing what we call the logging level. The logging level can be set at any of the
following values in increasing amount of information recorded to file (Off, Fatal, Error, Warn, Info, Debug, Trace). Off writes no
information to the file and Trace writes the most information to file. The default setting is Info. The logs auto-delete after 10 days,
so they do not take up too much disk space. Here is the procedure to change the log levels in the different modules of the
integration:

Milestone Event Server side

1. On the machine running the Milestone Event Server go to x:\ProgramData\VideoOS\ACMServerPlugin, where X: is the
drive where Windows is installed

2. There should be subfolders that use a unique identifier (GUID) something like “4c53f6e5-€951-1616-83f0-e44fb813e451"“.
For each of these folders do the following:

a. Find a file named “ACMServerPluginNLog.xml”, open it with a text editor like notepad

b. The second to last line in the file is like this “<logger name="*" minlevel="Info" writeTo="mainlog" />”

c. Change the “Info” to “Debug” or “Trace” in that line and save the file.

d. Depending on the OS you are running you may have to save the file to the desktop and copy it back to that folder
because windows permissions will not let you save a file there directly.

Lenel Server side

1. On the Lenel server machine go to x:\\ProgramData\VideoOS\ServiceHost. X: would be the drive where windows is
installed.

a. Find a file named “ServiceHostNLog.xml”, open it with a text editor like notepad

b. Near the bottom of the file, find the lines starting with “<logger name="*"", “<logger name="lenel.*"”, and
“<logger name="0OnGuard.*"”.

c. Change the “minlevel” attribute values in those lines from their current values to “Debug” or “Trace” and save the
file.

d. Depending on the OS you are running you may have to save the file to the desktop and copy it back to that folder
because windows permissions will not let you save a file there directly.
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2. On the Lenel server machine go to x:\ProgramData\VideoOS\ServiceHost\Services\VideoOSACMServerService. X: would
be the drive where windows is installed.
a. Find a file named “VideoOSACMServerNLog.xml”, open it with a text editor like notepad
b. The second to last line in the file is like this “<logger name="*" minlevel="Info" writeTo="mainlog" />”
c. Change the “Info” to “Debug” or “Trace” in that line and save the file.
d. Depending on the OS you are running you may have to save the file to the desktop and copy it back to that folder
because windows permissions will not let you save a file there directly
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Known issues

e This ACM integration was only tested against the MIP SDK 2016. The MIP SDK is backwards-compatible; so it is
assumed that the ACM integration will work with MIP SDK 2014.

e This ACM integration has only been tested when running the Lenel and Milestone systems on Windows Server 2012 R2.

e This ACM integration is currently coded to only work with a Lenel system using SQL Server as its database. Oracle
integration has not been implemented yet.

e Only United States English installers are available.

e Lenel OnGuard doesn’t model doors; they work only with readers. But Milestone ACM requires doors to be modelled.
Therefore, the Lenel-OnGuard plugin creates virtual doors based on reader properties (i.e. panel id, panel address, reader
number, etc). Currently, the virtual door names are based on the first reader that has a non-empty display name. So if that
reader is named “reader 17, that's what the door will be named. This may not be intuitive when viewed in the XProtect
Management or Smart Client applications’ hardware hierarchy.

e When creating a new ACM instance on the Access Control tab in the XProtect Management Client, especially when
creating the first instance, it may take 1 or 2 clicks of the Next button in the wizard before configuration is successfully
fetched from the Lenel system.

e See the negative side-effects of

e Lenel Enterprise is not supported.
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Events Handled

The Lenel OnGuard ACM integration will attempt to handle all the events generated by Lenel.

The actual events handled may vary from one version of Lenel to another. There may also be other circumstances that affect if the
integration can handle an event or not (e.g. the Lenel API used by the integration doesn’t forward the event, the event relates to a
type of hardware not supported in the integration, etc).

LenelFetchEventTypes Utility

To see the events that a particular version of Lenel OnGuard generates, there is a utility called LenelFetchEventTypes.exe
provided with the Lenel ACM integration release. Look in the Tools directory within the release’s zip file.

This application does not require the Lenel ACM integration at all. It is completely independent of the integration.

This application must be run on the Lenel OnGuard machine where the Lenel database is located. Enter the database connection
parameters when requested by the application.

After fetching the events from the database, it will prompt you to write the event list to the console window or a file. If you choose
the console window, ensure that you've increased the console’s buffer size; for example, Lenel 7.3 systems have about 1820
events and the default Windows console buffer size is 300. If you choose to write the list to a file, that file will be overwritten if it
already exists; otherwise, it will be created.

Note that piping the output of the application to a file on the command line does not work due to the interactive prompts generated
by the application.

Example Event List

This list of events came from a Lenel OnGuard 7.3 system and is listed here only as an example of the events supported by the
Lenel ACM integration. The event list has been sorted alphabetically.

24 Hour Alarm

24 Hour Alarm Restore

24 Hour Auto Test

24 Hour Non-Burglary Alarm

24 Hour Non-Burglary Alarm Restore
24 Hour Report Closed

24 Hour Report Open

24 Hour Zone Bypassed

24 Hour Zone Unbypassed

30 Minutes Since Fallback Command
32 Hour Event Log Marker

AC Battery Fail

AC Restore

AC Trouble

ACU Firmware Upgraded

AFC Mode Off

AFC Mode On

ARDIS Module Communication Loss
ARDIS Module Communication Restored
Abort

Accepted Biometric Score

Access Closed

Access Code Used
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Access Denied

Access Denied (denied_access_denied)

Access Denied : AAM Timeout

Access Denied : AAM Validation Failed

Access Denied Door Secured

Access Denied Interlock

Access Denied Passback

Access Denied Unauthorized Arming State
Access Denied Unauthorized Entry Level

Access Denied Unauthorized Time

Access Denied Under Duress

Access Denied to Destination Floor

Access Denied: Access Control Format Not Found
Access Denied: Area Empty

Access Denied: Area Occupied

Access Denied: Asset Required

Access Denied: Biometric Reader Offline

Access Denied: Card Expired

Access Denied: Escort Timeout Expired

Access Denied: Invalid Access Control Data
Access Denied: Invalid Access Control Data Length
Access Denied: Invalid Access Control Data Parity
Access Denied: Invalid Access Control Data Type
Access Denied: Invalid Smart Card Authentication
Access Denied: Invalid Smart Card Data

Access Denied: Invalid Smart Card Location
Access Denied: Invalid Smart Card Type

Access Denied: Invalid Timezone

Access Denied: No Biometric Template

Access Denied: No Occupant Approval

Access Denied: Reader Locked

Access Denied: Secured Mode

Access Denied: Smart Card Format Not Found
Access Door Propped

Access Door Status Monitor Shunt

Access Door Status Monitor Trouble

Access Exit Request Trouble

Access Granted

Access Granted (intrusion_granted_access_granted)
Access Granted - Anti-Passback Not Used
Access Granted - Anti-Passback Used

Access Granted Entry Made

Access Granted No Entry Made

Access Granted Under Duress

Access Granted Under Duress - No Entry Made
Access Granted on Facility Code

Access Granted on Facility Code, No Entry Made
Access Granted to Destination Floor

Access Granted: Reader Unlocked

Access Level Change

Access Lockout

Access Open
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Access Point Bypass

Access Program Exit

Access Relay/Trigger Fail

Access Request to Exit Shunt

Access Schedule Change

Access Trouble

Access Zone Shunt

Account Status Failure

Account Status Restore
Acknowledgment Action Executed
Acknowledgment Action Failed
Activate Output

Activity Resumed

Add Holiday

Add User

Air Flow Loss

Air Flow Loss Restore

Alarm

Alarm Active

Alarm Canceled

Alarm Cause

Alarm Condition Priority Level 1
Alarm Condition Priority Level 2
Alarm Condition Priority Level 3
Alarm Condition Priority Level 4
Alarm Condition Priority Level 5
Alarm Condition Priority Level 6
Alarm Condition Priority Level 7
Alarm Condition Priority Level 8
Alarm Mask Group Armed

Alarm Mask Group Arming Failure, Active Points
Alarm Mask Group Disarmed

Alarm Mask Group Force Armed
Alarm Mask Group Mask Count Decremented
Alarm Mask Group Mask Count Incremented
Alarm Monitoring Action Group Executed
Alarm Monitoring Action Group Failed
Alarm Not Configured, Memory Low
Alarm Relay Disable

Alarm Relay Disable Restore

Alarm Silenced

Alarm Tamper Loop

Alarm/Restore

All Lockouts Removed

All Points Tested

All Systems Normal

Analog Restore

Analog Restored

Analog Service Requested

Analog Service Required
Anti-Passback Violation

Archive Server Failure
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Area APB Reset

Area Alarm - Confirmed

Area Alarm - Unconfirmed

Area Arm Failure

Area Arm with Override

Area Closed

Area Confirm Alarm Reset

Area Limit Exceeded

Area Limit Minimum

Area Watch End

Area Watch Start

Armed Off

Armed On

Armed On with Bypasses

Armed On with Isolates

Armed Perimeter Delay

Armed Perimeter Instant

Armed Stay

Asset Denied - Asset Disable Command Sent
Asset Denied - Invalid Access

Asset Denied - Invalid Asset

Asset Denied - Invalid Cardholder
Asset Denied - No Asset Privileges
Asset Granted - Asset Owner

Asset Granted - Asset Privileges Only
Audible Alarm

Audible Alarm Restore

Audibles Silenced

Audibles Unsilenced

Audio Level

Audio Level Restored

Audit Trail Cleared

Audit Trail Limit Reached

Auto Arming Time Changed
Auto-Arm Failed

Automatic Closing

Automatic Opening

Automatic Phone Test

Automatic Test

Auxiliary Power Fault

Auxiliary Power Supply AC Loss
Auxiliary Power Supply AC Restored
Auxiliary Power Supply Communication Loss
Auxiliary Power Supply Communication Restored
Auxiliary Power Supply Fault Restored
Auxiliary Power Supply Output Low
Auxiliary Power Supply Output Low Restored
Background Map Found

Background Map Not Found
Background Scene Changed
Background Scene Changed Restored
Backup Battery Critical
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Backup Battery Low

Bad 9112 Packet

Bad Card Lockout

Bad PIN Lockout

Bad System ID

Battery Level Test Failure
Battery Level Test Success
Battery Restored

Battery Status

Battery Test Fail

Battery Test Fail Restore
Battery Trouble

Bell 1 Disable

Bell 1 Disable Restore

Bell 2 Disable

Bell 2 Disable Restore

Bell Fault

Bell Restore

Biometric Mismatch
Biometric Verify Mode Disabled
Biometric Verify Mode Enabled
Blind Camera

Blind Camera (Al)

Blind Camera (Al) Restored
Blind Camera Restored
Block Acknowledge
Blocked

Brightness Change
Brightness Change Restored
Burglary Alarm

Burglary Alarm Cross Point
Burglary Alarm Restore
Burglary Bypass

Burglary Cancel

Burglary Close

Burglary Inactive

Burglary Open

Burglary Restore

Burglary Supervisory
Burglary Test

Burglary Trouble

Burglary Trouble Restore
Burglary Unbypass
Burglary Verified

Busy Seconds

Buzzer Test Failure
Buzzer Test Success
Bypass - Closed

Bypass Restore

C900 Battery Low

C900 Battery Restore
C900 Input Open

www.milestonesys.com Page 62

Events Handled



C900 Input Restored

C900 Input Shorted

C900 Intercept Disabled

C900 Intercept Enabled

C900 Output Activated

C900 Output Deactivated

C900 Reboot

C900 Switched to Fallback

C900 Switched to Intercept

CPU Data Error

CPU Utilization Threshold Exceeded
CPU Utilization Threshold Restored
Cabinet Tamper

Call Conferenced

Call Disconnected

Call Ended

Call Established

Call Failed

Call Queued

Call Removed from Queue

Call Transferred

Call to a Busy Subscriber

Call to a Private Subscriber

Call to an Open Subscriber
Callback Request

Camera Motion Detected

Camera Motion Detected Restored
Camera Tamper Active

Camera Tamper Restored

Cancel Alarm

Cancel Entire Sale

Cancel Report

Canceled Cabinet Tamper
Canceled Grounded Loop
Canceled Line Error

Canceled Open Line

Canceled Power Failure

Canceled Shorted Line

Cannot Arm - Users Left In Area
Cannot Open Door: Interlock Area Busy
Capture Source Mismatch

Carbon Monoxide Detected

Card Added

Card Assigned

Card Cancelled

Card Deleted

Card Not Removed

Card Not Valid

Card Only Mode Change Denied: Blocked Mode
Card Only Mode Change Denied: Security Mode
Cash Amount Tendered

Cash or Safe Drop
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Central Station Report Delay
Central Station Report Success
Change Due

Change Language

Change Language Failure
Change Lock Mode

Change Mode Denied

Change of State

Charge Account Tender

Check Tender

Checksum Fail

Cipher Mode Disabled

Cipher Mode Enabled

Circuit Reset

Clear Audit Trail Failure

Clear Audit Trail Success

Clear Lock Failure

Clear Lock Success

Clerk Name or Number

Clock Failure

Clock Stopped

Close Area

Close Exception

Close Out of Window

Close by User

Closing

Closing Delinquent

Closing Extend

Closing Out of Window by User
Closing Report

Closing Switch

Closing Time Changed
Collection of Openings
Combustion Alarm
Combustion Alarm Restore
Command 10 Set From Reader
Command 11 Set From Reader
Command 12 Set From Reader
Command 13 Set From Reader
Command 14 Set From Reader
Command 15 Set From Reader
Command 4 Set From Reader
Command 5 Set From Reader
Command 6 Set From Reader
Command 7 Set From Reader
Command 8 Set From Reader
Command 9 Set From Reader
Command Pin+10 Set From Reader
Command Pin+20 Set From Reader
Command Point Failure
Command Point Reset
Command Point Trip
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Command Sent

Communication Access Denied

Communication Access Restored

Communication Initialization Failed
Communication Path Switch - Primary to Secondary
Communication Path Switch - Secondary to Primary
Communication Trouble Restore

Communications Fail

Communications Lost

Communications Restore

Communications Restored

Communications Trouble

Communications With Host Lost

Communications With Host Restored
Complimentary Tender

Computer Trouble

Config No Reply

Congestion

Congestion (C)

Congestion (C) Restored

Congestion (R)

Congestion (R) Restored

Congestion Restored

Controller Connection Mismatch

Controller Encryption Error

Controller Memory Overflow - Badges

Credit Card Tendered

Cross Zone Trouble

Current Time

Custom Function Executed

Custom GOV Length Incompatible With Camera Recording Settings
DURESS - Access Denied Under Duress

DURESS - Access Denied: Area Empty

DURESS - Access Denied: Area Occupied

DURESS - Access Denied: Asset Required

DURESS - Access Denied: Biometric Reader Offline
DURESS - Access Denied: Escort Timeout Expired
DURESS - Access Denied: No Biometric Template
DURESS - Access Denied: No Occupant Approval
DURESS - Access Denied: Reader Locked

DURESS - Access Granted

DURESS - Access Granted - Anti-Passback Not Used
DURESS - Access Granted - Anti-Passback Used
DURESS - Access Granted No Entry Made

DURESS - Access Granted Under Duress

DURESS - Access Granted Under Duress - No Entry Made
DURESS - Access Granted on Facility Code

DURESS - Access Granted on Facility Code, No Entry Made
DURESS - Access Granted: Reader Unlocked
DURESS - Anti-Passback Violation

DURESS - Area Closed

DURESS - Area Limit Exceeded
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DURESS - Asset Denied - Asset Disable Command Sent
DURESS - Asset Denied - Invalid Access
DURESS - Asset Denied - Invalid Asset
DURESS - Asset Denied - Invalid Cardholder
DURESS - Asset Granted - Asset Owner
DURESS - Asset Granted - Asset Privileges Only
DURESS - Biometric Mismatch

DURESS - Denied - No Host Approval
DURESS - Denied - Unauthorized Assets
DURESS - Denied Count Exceeded
DURESS - Denied, Badge Not in Panel
DURESS - Denied, PIN Only Request
DURESS - Inactive Badge

DURESS - Interlock Area Busy

DURESS - Invalid Access Level

DURESS - Invalid Badge

DURESS - Invalid Facility Code

DURESS - Invalid Issue Code

DURESS - Invalid PIN Number

DURESS - Smart Card Authentication Failed
DURESS - Timeout Exceeded - No Second Card
DURESS - Use Limit Exceeded

Data Lost

Database Error in Panel Download
Database Error: Event Polling Stopped
Database Event Queue Limit Exceeded
Database Write Time Exceeded

Date Changed

Day Trouble

Day Trouble Restore

Day/Night Alarm

Day/Night Alarm Restore

Daylight Savings Time Audit

Daylight Savings Update

Deactivate Output

Dealer ID

Debit, ATM, Check Card Tender
Deferred Close

Deferred Open/Close

Delete Device

Delete User

Denied - Area Out of Schedule

Denied - Dual Custody Violation

Denied - Group Mismatch

Denied - No Host Approval

Denied - No Off Authority

Denied - No On Authority

Denied - No Stay Authority

Denied - Pending Enroll

Denied - Unauthorized Assets

Denied Count Exceeded

Denied Low Battery
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Denied UnMask - Active Zones in Group
Denied, Badge Not in Panel

Denied, Duplicate Card

Denied, Invalid Common Pin

Denied, No Command Authority
Denied, Not Authorized

Denied, PIN Only Request

Denied, Reader Excluded

Deposit Amount Paid Pending Purchase
Deposit Return

Detector High Sensitivity

Detector High Sensitivity Restore
Detector Low Sensitivity

Detector Low Sensitivity Restore
Detector Test

Detector Test Fail

Detector Test OK

Device Turned Off

Device Turned On

Device Type Mismatch

Diagnostic

Diagnostic Card

Diagnostic Error

Diagnostics Battery

Diagnostics Keypad LED Buzzer
Diagnostics Switches

Dial Out Method

Dialer Disabled

Dialer Disabled Restore

Dialer Shutdown

Dialing Error

Dialup Last Connection Time Expired
Dialup Stored Command Limit Exceeded
Digital Dialer Daily Test Fail

Directional Motion

Directional Motion (C)

Directional Motion (C) Restored
Directional Motion (R)

Directional Motion (R) Restored
Directional Motion Restored

Disable Intercept Mode

Disarm From Alarm

Discount Entered as Absolute Amount
Discount Entered as Percentage

Disk Access Threshold Exceeded

Disk Access Utilization Threshold Restored
Disk Read Utilization Threshold Exceeded
Disk Read Utilization Threshold Restored
Disk Write Utilization Threshold Exceeded
Disk Write Utilization Threshold Restored
Door Close

Door Closed Exterior
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Door Contact Tamper

Door Contact Tamper Canceled
Door Cycled

Door Forced

Door Forced Open

Door Forced Open Bypassed
Door Forced Open Canceled
Door Forced Open Disabled
Door Forced Open Masked
Door Forced Open Restored
Door Forced Open Unmasked
Door Forced Trouble

Door Held Open

Door Held Open Bypassed
Door Held Open Canceled
Door Held Open Disabled

Door Held Open Masked

Door Held Open Pre Alarm
Door Held Open Restored
Door Held Open Unmasked
Door Left Open

Door Left Open Alarm

Door Left Open Restore

Door Left Open Trouble

Door Locked

Door Locked Out

Door Mag Trouble Clear

Door MagTrouble

Door Not Secured

Door Open

Door Open by Key

Door Open by Key Restored
Door Open by Portable Programmer
Door Open from Inside

Door Reinstated

Door Request

Door Restore

Door Restore (intrusion_trouble_door_restore)
Door Secured

Door Shunt Command Executed From Reader
Door Shunt Command Results - Canceled
Door Station

Door Status

Door Status Bypassed

Door Status Disabled

Door Status Restored

Door Unlocked

Door/Control Unit Tamper
Door/Control Unit Tamper Restored
Drift Compensation Error
Driver Error in Panel Download
Dual Custody User Off (Disarm)
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Duct Alarm

Duct Alarm Restore

Duress

Duress Access Grant

Duress Disable

Duress Egress Grant

Duress Enable

EEPROM Fault

EEPROM Fault Restored

Early Close

Early Open

Early to Open From Alarm

Egress Denied

Egress Granted

Elevator Terminal Mode Access to Authorized Floors
Elevator Terminal Mode Default Floor

Elevator Terminal Mode Default Floor or User Entry of Destination Floor

Elevator Terminal Mode User Entry of Destination Floor
Embedded Analytics Failure
Embedded Analytics Restored
Emergency Alarm

Emergency Alarm Restore
Emergency Bypass
Emergency Close

Emergency Off

Emergency Open

Emergency Restore
Emergency Supervisory
Emergency Trouble
Emergency Trouble Restore
Emergency Unbypass
Employee Sign Off

Employee Sign On

End of Office Mode

Engineer Reset

Entry Exit

Entry/Exit Alarm Restore
Equipment Fail Restore
Equipment Failure Condition
Error

Event Log 50% Full

Event Log 90% Full

Event Log Reset

Event Recording Threshold Exceeded
Event Recording Threshold Restored
Event not Sent

Exception Open/Close
Exception Schedule Change
Exit Alarm

Exit Error

Exit Error - Zone

Exit Push Button Failure
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Exit Request Denied: Interlock Area Busy
Expander Module DC Loss

Expander Module DC Loss Restore
Expander Module Failure

Expander Module Failure Restore
Expander Module Low Battery
Expander Module Low Battery Restore
Expander Module Reset

Expansion Device Missing

Expansion Device Tamper

Expansion Missing Restore

Expansion Module Fault

Expansion Module Fault Restored
Expansion Module Supervision
Expansion Module Supervision Restored
Expansion Module Tamper

Expansion Module Tamper Restore
Expansion Restore

Expansion Tamper Restore

Expansion Trouble

Extended Held Command Denied
Extended Held Command Set From Reader
Extended Held Open Mode Disabled
Extended Held Open Mode Enabled
External Deadbolt

External Deadbolt Off

External Device Condition

Extra Account

Extra Account Report

Extra Close Time

Extra Point

Extra RF Point

Face Detection (R)

Face Detection (R) Restored

Facial Detection

Facial Detection (C)

Facial Detection (C) Restored

Facial Detection Restored

Facility Code Only Mode Change Denied: Blocked Mode
Facility Code Only Mode Change Denied: Security Mode
Facility Occupancy Too High

Facility Occupancy Too High Restored
Facility Occupancy Too Low

Facility Occupancy Too Low Restored
Fail to Close

Fail to Communicate to RAM

Fail to Execute

Fail to Open

Fail to Open/Close

Fail to Receive Status Message

Fail to Receive Status Message Restore
Fail to Report
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Fail to Report Restore

Fail to Test

Failed to Report Expected Event
Fap Processing Start

Fire Alarm

Fire Alarm Acknowledge

Fire Alarm Acknowledged Clear
Fire Alarm Block Acknowledge
Fire Alarm Cross Point

Fire Alarm In

Fire Alarm Out

Fire Alarm Restore

Fire Alarm Silenced

Fire Button Set

Fire Bypass

Fire Cancel

Fire Close

Fire Inactive

Fire Missing

Fire Open

Fire Restore

Fire Supervisory

Fire Supervisory Restore

Fire Supervisory Trouble

Fire Supervisory Trouble Restore
Fire Test

Fire Test Begin

Fire Test End

Fire Trouble

Fire Trouble Restore

Fire Unbypass

Fire Walk Test Ended

Fire Walk Test Started

Fire Zone Walk Tested

Firmware Download Completed
Firmware Download Failed
Firmware Download Started
Firmware Upgrade Failed: Low Battery
First Card Unlock Mode Change Denied: Blocked Mode
First Card Unlock Mode Change Denied: Security Mode
First Card Unlock Mode Disabled
First Card Unlock Mode Enabled
Flame Alarm

Flame Alarm Restore

Flame and Smoke Detection (C)
Flame and Smoke Detection (C) Restored
Flame and Smoke Detection (R)
Flame and Smoke Detection (R) Restored
Flame/Smoke Detection
Flame/Smoke Detection Restored
Foil Break Alarm

Foil Break Restore
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Foodstamps Tender

Force Close Early

Force Close Late

Force Close Late Point
Forced Access

Forced Armed Perimeter Delay
Forced Armed Perimeter Instant
Forced Closing

Forced Perimeter Arm
Forced Point

Freeze Alarm

Freeze Alarm Restore

Freeze Bypass

Freeze Restoral

Freeze Supervisory

Freeze Trouble

Freeze Trouble Restore
Freeze Unbypass

Full Panel Download Completed
Full Panel Download Started
Gas Alarm

Gas Alarm Restore

Gas Bypass

Gas Restore

Gas Supervisory

Gas Test

Gas Trouble

Gas Trouble Restore

Gas Unbypass

Gasoline Prepayment
Gasoline Prepayment Refund
Gate Valve Sensor

Gate Valve Sensor Restore
Generic Event

Get Lock Mode Failed

Get Lock Mode Success
Global Linkage Action Executed
Global Linkage Action Failed
Grant Last User (Override)
Granted Access, Common Pin
Granted Double Card
Granted-Dual Custody
Granted-Escort
Granted-Exit-Dual Custody
Granted-Exit-Escort
Granted-Exit-Master
Granted-Master
Granted-Pending Entry
Ground Fault

Ground Fault Restore
Grounded Loop Alarm Active
Group Bypassed
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Group Bypassed Restore

Guard Tour Action Executed
Guard Tour Action Failed

HSC Reset

HSC-IP Restored

HSC-IP Trouble

Heart Signal

Heat Alarm

Heat Alarm Restore

Heat Bypass

Heat Restore

Heat Supervisory

Heat Trouble

Heat Trouble Restore

Heat Unbypass

High Pitch Sounds

High Pitch Sounds Restored

High Temperature

High Temperature Restore
History Report End

History Report Start

Hold

Holdup Alarm

Holdup Alarm Restore

Holdup Bypass

Holdup Restore

Holdup Supervisory

Holdup Test

Holdup Trouble

Holdup Trouble Restore

Holdup Unbypass

Holiday Changed

Host Executed Function List

IVS Channel Processing Failed

IVS Channel Processing Restarted
IVS Connection Lost

IVS Connection Restored

IVS Engine Connection Lost

IVS Engine Connection Restored
Impact Sounds

Impact Sounds Restored
Improper ID Code
In-Camera-Memory Download Completed
In-Camera-Memory Download Failed
In-Camera-Memory Download Restored
In-Camera-Memory Download Started
Inactive

Inactive / Help

Inactive Badge

Incoming Call

Indefinite Suspension Initiated
Index Storage Threshold Exceeded
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Index Storage Threshold Restored
Industrial Alarm
Information Message
Initialize Failed

Initialize Success

Initiated

Input Alarmed

Input Bypassed

Input Disabled

Input High

Input High High

Input Low

Input Low Low

Input Masked

Input Normal

Input Restored

Input Unmasked

Instant Command 16
Instant Command 17
Instant Command 18
Instant Command 19
Instant Command 20
Instant Command 21
Instant Command 22
Instant Method

Insufficient Frame Rate Detected
Insufficient Frame Rate Restored
Intercom Exchange Failure
Intercom Function

Interior Alarm

Interior Alarm Restore
Interior Pushbutton:
Interlock Area Busy

Internal Deadbolt

Internal Deadbolt Off
Intrude Verify

Intrude Verify Restore
Intruder High

Intruder Low

Intrusion Command Accepted
Intrusion Command Denied
Intrusion Zone Walk Tested
Invalid Access Level

Invalid Badge

Invalid Camera

Invalid Camera (C)

Invalid Camera (C) Restored
Invalid Camera (R)

Invalid Camera (R) Restored
Invalid Camera Restored
Invalid Card Format

Invalid Device Serial Number
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Invalid Facility Code

Invalid Issue Code

Invalid Message

Invalid OEM Code

Invalid PIN Number

Invalid Programming Access
Invalid Remote Access
Invalid Report

Isolate

Item Correct of Previously Entered Item
Item Sold

Key Override

Keypad Buzzer Test Failed
Keypad Buzzer Test Success
Keypad Denied Blocked Mode
Keypad Denied Privacy State
Keypad Emergency

Keypad Fault

Keypad Fault Restored
Keypad Fire

Keypad Panic

Keypad Tamper

Keypad Tamper Restored
Keyswitch Armed Stay

LED Test Failure

LED Test Success

Lamp Test Activated

Lamp Test Complete
Latchkey Alert

Latchkey Supervision

Late Close

Late Open

Late to Close

Late to Open

Late to Open From Alarm
Legal Code Entry

Level Change

License Expiration Warning
Line Error Active

Line Fault

Line Status Normal
Listen-In Begin

Listen-In Ended

Listen-In to Follow

Load Database Failure

Load Database Success
Local I/O Executed Function List
Local Program

Local Program Denied
Local Program Fail

Local Program Success
Local Programming Ended
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Lock Clock Get Failure

Lock Clock Get Success

Lock Initialized

Lock Powered Up by Portable Programmer
Lock Tamper

Lock Tamper Restored

Lock Type Read

Lock Updated

Locked Under AFC

Locked Under First Card Unlock
Log Overflow

Log Threshold

Logged In Success

Logged Out Success

Login Tamper

Loitering

Loitering (C)

Loitering (C) Restored

Loitering (R)

Loitering (R) Restored

Loitering Restored

Long Range Radio Transmit Fault
Long Range Radio Transmit Fault Restore
Loss of Central Polling

Loss of Central Polling Restore
Loss of Heat Alarm

Loss of Heat Alarm Restore

Loss of Radio Network

Loss of Radio Supervision

Loss of Radio Supervision Restore
Loss of Supervisory - RF

Loss of Supervisory - RF Restore
Loss of Supervisory - RPM

Loss of Supervisory - RPM Restore
Lottery Pay Out

Lottery Sale

Low Battery

Low Battery Man Down / Tether
Low Battery Pendant

Low Battery Personal Help Button
Low Battery Restored

Low Battery Security Lifeguard Unit
Low Battery Security Lifeguard Unit Restore
Low Battery Smoke

Low Battery Unit

Low Battery Watch / Pendant
Low Bottled Gas Level

Low Bottled Gas Level Restore
Low CO2

Low CO2 Restore

Low Received Signal Strength
Low System Battery
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Low System Battery Restore
Low Temperature

Low Temperature Restore
Low Voltage

Low Voltage Restored

Low Water Level

Low Water Level Restore

Low Water Pressure

Low Water Pressure Restore
Man Down

Manual Test

Manufacturer Coupon
Manufacturer Coupon Redemption
Mask Group Alarm

Mask Group Alarm Cancelled
Mask Group Armed Away
Mask Group Armed Stay

Mask Group Armed Stay Instant
Mask Group Arming - Exit Delay
Mask Group Disarmed Fault
Mask Group Entry Delay

Max Access Levels Reached
Max Access Levels per Badge Reached
Max Assets Reached

Max Biometric Templates Reached
Max Cardholders Reached
Medic Button Set

Medic Pendant

Medic Watch / Pendant
Medical Abort

Medical Alarm

Medical Alarm Restore
Medical Bypass

Medical Close

Medical Inactive

Medical Open

Medical Restore

Medical Supervisory

Medical Trouble

Medical Trouble Restore
Medical Unbypass

Medication Reminder Off
Medication Reminder On
Memory Backup Battery Low
Memory Fail

Merchandise Returned
Message

Message Unknown
Miscellaneous Tender

Missing Alarm - Recent Closing
Missing Alarm Cross Point
Missing Alarm Exit Error
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Missing Fire Supervisory

Missing Fire Trouble

Missing Supervision

Missing Trouble

Modify Auto Changes

Modify Holiday

Modify Timezone

Module Active

Module Cannot Receive Firmware when Encrypted
Module Clear

Motion Detected

Motion Detected (Al)

Motion Detected (Al) Restored
Motion Detected Restored
Multiplex Bus Fault

Multiplex Bus Fault Restored
Muster Mode Reset

Muster Mode Start

Near Alarm

Near Alarm Restore

Need Help Personal Help Button
Need Help Still

Need Help Unit

Negative Tax

Negative Total

Network Condition

Network Failure

Network Join

Network Join Failure

Network Join Success

Network Restore

Network Utilization Threshold Exceeded
Network Utilization Threshold Restored
New Log

No Acknowledgment Received+|601
No Activity

No Battery

No Biometric Template Data

No Blocking Override

No Escort Authority

No Intrusion Off or Stay Authority
No Motion Alarm

No Privacy Override

No Response to Acknowledgment
No Response to Handshake

No Sale

Non-Fire Active

Non-Fire Active Cleared

Non-Fire Cancel

Normal

Not Allowed

Not Available
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Not Configured

Not Dialing

Notify Appliance Circuit #3

Notify Appliance Circuit #4

Object Crosses A Region (R)

Object Crosses A Region (R) Restored
Object Crosses a Region

Object Crosses a Region (C)

Object Crosses a Region (C) Restored
Object Crosses a Region Restored
Object Detection

Object Detection (C)

Object Detection (C) Restored
Object Detection (R)

Object Detection (R) Restored
Object Detection Restored

Object Left Behind

Object Left Behind (C)

Object Left Behind (C) Restored
Object Left Behind (R)

Object Left Behind (R) Restored
Object Left Behind Restored
Object Lurking

Object Lurking (C)

Object Lurking (C) Restored

Object Lurking (R)

Object Lurking (R) Restored

Object Lurking Restored

Object Moves Too Fast

Object Moves Too Fast (C)

Object Moves Too Fast (C) Restored
Object Moves Too Fast (R)

Object Moves Too Fast (R) Restored
Object Moves Too Fast Restored
Object Removed

Object Removed (C)

Object Removed (C) Restored
Object Removed (R)

Object Removed (R) Restored
Object Removed Restored

Object Starts To Move (R)

Object Starts To Move (R) Restored
Object Starts to Move

Object Starts to Move (C)

Object Starts to Move (C) Restored
Object Starts to Move Restored
Object Stops

Object Stops (C)

Object Stops (C) Restored

Object Stops (R)

Object Stops (R) Restored

Object Stops Restored
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Octal Relay Module Communication Loss
Octal Relay Module Communication Restored
Office Denied Privacy State

Office First Denied Privacy State
One Ring Method

Open Area

Open Door Command Issued - Door Not Used
Open Door Command Issued - Door Used
Open Line Alarm Active

Open Lock Failed

Open Lock Success

Open Out of Window

Open/Close by User

Opening

Opening Keyswitch

Opening Out of Window by User
Opening Report

Opening by User

Operator Audit

Out of Service

Out of Time

Outdoor Alarm

Outdoor Restore

Output Error

Output State - Restore

Output State - Trouble

Overcurrent Restore

Overcurrent Trouble

Override Preprogrammed Price
Panel Badge Data Conflict

Panel Configuration Change

Panel Event Capacity Exceeded - Events Overwritten
Panel Free Memory Low

Panel ID Mismatch

Panel Invalid Login

Panel License Incorrect

Panel License Missing

Panel Marked Offline After Timeout
Panel Options Mismatch

Panel Power Up Complete

Panel Program Changed

Panel Reboot

Panel Reboot To Factory Defaults
Panel Reset Watchdog

Panel Restart

Panel Substitution

Panel Successful Login

Panel User Log Out

Panic 3 Button Remote

Panic Abort

Panic Alarm

Panic Alarm Restore
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Panic Button Set

Panic Bypass

Panic Close

Panic Inactive

Panic Open

Panic Pendant

Panic Restore

Panic Supervisory

Panic Trouble

Panic Trouble Restore

Panic Unbypass

Panic Watch / Pendant

Panic Zone Walk Tested

Parameter Changed

Parameter Checksum Fail
Parameters Bad

Partial Arm

Pass Code Duress

Pay Out

Payment Toward Charge Account Balance
Payment of Refund to Customer
Pendant Transmitter Alarm
Pendant Transmitter Restore
Pending first user

People Counting

People Counting (C)

People Counting (C) Restored
People Counting (R)

People Counting (R) Restored
People Counting Restored

People Entry Rate Too High

People Entry Rate Too High Restored
People Entry Rate Too Low

People Entry Rate Too Low Restored
People Exit Rate Too High

People Exit Rate Too High Restored
People Exit Rate Too Low

People Exit Rate Too Low Restored
Perimeter Alarm

Perimeter Alarm Restore

Perimeter Armed

Perimeter Armed, User Defined
Perimeter Delay Armed

Periodic RF Transmission

Periodic Test Report

Periodic Test, System Trouble
Periodic Test, System Trouble Restore
Peripheral Disable

Permanent Close Schedule Changed
Permanent Open Schedule Changed
Phone Line Module Communication Loss
Phone Line Restore
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Phone Line Trouble

Phone Module Communication Restored
Phone Test

Pick Up

Pod Trouble

Pod Trouble Restored

Point Bus Fail

Point Bus Restore

Point Closing

Point Disabled

Point Enabled

Point Opening

Point Test Fail

Point User Code Delete

Point User Code Restore

Point not Tested

Polling Loop Open

Polling Loop Open Restore
Polling Loop Open Trouble
Polling Loop Open Trouble Restore
Polling Loop Short

Polling Loop Short Restore
Polling Loop Short Trouble
Polling Loop Short Trouble Restore
Poor Video Visibility Detected
Poor Video Visibility Restored
Power Failure

Power Supply Restore

Power Supply Trouble

Power Up

Power Up Lock Failure

Power Up Lock Success
Pre-Alarm

Pre-Alarm Clear

Previously Reported

Price Lookup

Primary Communication Path Lost
Primary Communication Path Restored
Printer Down

Printer Offline

Printer Online

Printer Paper In

Printer Paper Out

Printer Restore

Printer Status

Printer Test

Printer Trouble

Program Mode Entry

Program Mode Exit
Protection Loop

Protection Loop Open
Protection Loop Open Restore
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Protection Loop Restore
Protection Loop Short
Protection Loop Short Restore
Pull Station Alarm

Pull Station Alarm Restore
Pump Activated

Pump Activated Restore
Pump Failure

Pump Failure Restore
Quantity or Weight

Quick Arm

RAM Access Fail

RAM Access OK

RAM Bypass

RAM Checksum Bad

RAM Checksum Bad Restore
RAM Fault

RAM Fault Restored

RF Interference

RF Interference Restore

RF Keypad Fault

RF Keypad Fault Restored

RF Keypad Low Battery

RF Keypad Low Battery Restored
RF Receiver Restore

RF Receiver Tamper

RF Receiver Tamper Restore
RF Receiver Tamper Trouble
RF Receiver Trouble

RF Receiver Trouble Restored
RF Transmitter Low Battery
RF Transmitter Low Battery Restore
ROM Checksum Bad

ROM Checksum Bad Restore
ROM Fault

ROM Fault Restored

Radio Modem Fault

Radio Modem Fault Restored
Radio Network Restored
Radio Transmitter Disabled
Radio Transmitter Disabled Restore
Radio VSWR Trouble

Radio VSWR Trouble Restore
Re-Arm After Alarm

Read EEPROM

Read EEPROM Failure

Read EEPROM Success

Read Lock Audits

Read Lock Audits Failure
Read Lock Clock

Read Lock Information

Read Lock Type Failure
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Read Lock Type Success

Read Network Data from ACU
Reader Authority Toggle
Reader Input Tamper

Reader Input Tamper Canceled
Reader Low Battery

Reader Low Battery Restored
Reader Mode Blocked

Reader Mode Card Only
Reader Mode Card and Pin
Reader Mode Card and Pin Unlocked
Reader Mode Cipher or Card
Reader Mode Facility Code
Reader Mode First Card Unlock
Reader Mode Locked

Reader Mode Office

Reader Mode Office First
Reader Mode PIN Only

Reader Mode Pin or Card
Reader Mode Secured

Reader Mode Security

Reader Mode Standard

Reader Mode Unlocked
Reader Mode Unsecured
Reader Module Firmware Upgraded
Reader Motor Stalled

Reader Motor Stalled Restored
Reader Offline

Reader Offline Restored
Reader Reset

Reader Toggle

Reader Very Low Battery
Reader in Dual Custody Mode
Reader in Escort Mode

Reader in Normal Mode
Realtime Clock Updated
Receiver Communication Fault
Receiver Communication Fault Restored
Receiver Fault

Receiver Fault Restored
Receiver Jammed

Receiver Jammed Restored
Receiver Line Card Restored
Receiver Line Card Trouble
Receiver Tamper

Receiver Tamper Restored
Recent Closing

Refrigeration Alarm
Refrigeration Alarm Restore
Register X Report

Register Z Report

Reject Command
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Rejected Biometric Score
Relay Close

Relay Contact Activated
Relay Contact Deactivated
Relay Open

Relay Reset

Relay Reset by Programmer
Relay Reset by RAM

Relay Reset by Schedule
Relay Reset by User

Relay Set

Relay Set by Programmer
Relay Set by RAM

Relay Set by Schedule
Relay Set by User

Remote Closing

Remote Link Active
Remote Link Inactive
Remote Opening

Remote Program

Remote Program Begin
Remote Program Denied
Remote Program Fail
Remote Program Success
Remote Programmer Call Failed
Remote Reset

Remote System Shutdown
Remote Up/Down Disable
Repeater Failure

Repeater Failure Restore
Request to Enter

Request to Enter Denied
Request to Exit

Request to Exit - Door Not Used
Request to Exit - Door Used
Request to Exit Denied
Reserved Event

Restore - Keyfob Device
Restore Condition
Retrieved

Reversing Relay

Reversing Relay Disable
Reversing Relay Disable Restore
Reversing Relay Restore
Ringing

Runaway Device

Runaway Device Restored
Runaway System
Runaway System Restored
SDI Device Fail

SDI Device Restoral

SIA Session Code
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Sale Subtotal

Schedule Changed

Schedule Executed

Schedule Resumed

Schedule Suspended

Scheduler Action Executed

Scheduler Action Failed

Secondary Communication Path Lost
Secondary Communication Path Restored
Security Alarm Acknowledge

Security Alarm Block Acknowledge
Security Alarm In

Security Alarm Out

Security Denied Blocked Mode
Security Denied Privacy State

Security Mode Card Not Swiped
Security Passage Denied Blocked Mode
Security Passage Denied Privacy State
Self-Test Fail

Self-Test Fail Restore

Senior Watch Trouble

Sensor Reset

Sensor Self Test Fail

Sensor Supervisory Fail

Sensor Tamper

Sensor Tamper Restore

Sensor Tamper Trouble

Sensor Tamper Trouble Restore

Sensor Trouble

Sensor Trouble Restore

Sensor Watch Trouble

Serial Interface Device Communication Loss
Serial Interface Device Communication Restored
Serial Interface Device Receive Error
Serial Interface Device Receive Error Restored
Serial Interface Device Transmit Error
Serial Interface Device Transmit Error Restored
Service Completed

Service On/Off Premise

Service Requested

Service Required

Service Walk Test Ended

Service Walk Test Started

Shorted Line Alarm Active

Shunted

Signal Silence

Silent Alarm

Silent Alarm Restore

Silent Burglary Alarm

Silent Burglary Alarm Restore

Slot/Line Caller Unknown

Slot/Line Codec Error
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Slot/Line Communication Error
Slot/Line Communication Restore
Slot/Line Data Error

Slot/Line No Call Number
Slot/Line No Data Received
Slot/Line Private Call

Slot/Line Reset

Smart Card Authentication Failed
Smart VMD

Smart VMD (C)

Smart VMD (C) Restored

Smart VMD (R)

Smart VMD (R) Restored

Smart VMD Restored

Smoke Alarm

Smoke Alarm Restore

Smoke Detector High Sensitivity
Smoke Detector High Sensitivity Restore
Smoke Detector Low Sensitivity
Smoke Detector Low Sensitivity Restore
Solid State Telegraph Box Transmission
Sounder/Relay Disabled
Sounder/Relay Disabled Restore
Sounder/Relay Trouble
Sounder/Relay Trouble Restore
Sprinkler Alarm

Sprinkler Alarm Restore
Sprinkler Bypass

Sprinkler Restore

Sprinkler Supervisory

Sprinkler Trouble

Sprinkler Trouble Restore
Sprinkler Unbypass

Standard Denied Privacy State
Status - Alarm

Status - Analog Service

Status - Close

Status - Close Late

Status - Close by Area

Status - Door Forced

Status - Door Left Open

Status - Fire Alarm

Status - Fire Missing

Status - Fire Supervision

Status - Fire Trouble

Status - Log Overflow

Status - Log Threshold

Status - Missing Alarm

Status - Missing Fire Supervision
Status - Missing Supervision
Status - Missing Trouble

Status - Open
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Status - Open by Area

Status - Parameters Bad Checksum
Status - Perimeter Delay
Status - Perimeter Delay Receiver 01
Status - Perimeter Instant
Status - Power Fail

Status - RF Battery Low

Status - RF Receiver Tamper
Status - RF Tamper Alarm
Status - RF Tamper Trouble
Status - Restoral

Status - SDI Failure

Status - Supervision

Status - Trouble

Status - User Tamper

Status In

Status Out

Status Perimeter Delay Armed
Status Perimeter Instantly Armed
Status Report

Still Need Help

Stop Two-Way Audio

Storage Failure

Store Coupon

Success - Download Access
Successful Upload
Supervision Rate Changed
Supervisory

Supervisory Acknowledge
Supervisory Block Acknowledge
Supervisory In

Supervisory Out

Supervisory Zone Bypassed
Supply Fuse Restored

Supply Fuse Trouble
Suspended Account Manual Restore
Swinger Bypassed

Swinger Bypassed Restore
Swinger Trouble

Swinger Trouble Restore
Switch Test Failed

Switch Test Success

Switch to Fallback Mode
Switch to Intercept Mode
System APB Reset

System Battery Missing
System Battery Trouble
System Confirm

System Confirm Alarm Reset
System Disable

System Inactivity

System Message
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System Password Fail

System Peripheral

System Peripheral Restore
System Power Restore

System Program Changed
System Program Fail

System Reset

System Reset (fire_system_reset)
System Restored

System Shutdown

System Time Lost

System Trouble

System Unconfirm

Tamper Alarm

Tamper Alarm Restore

Tamper Bypass

Tamper Restore

Tamper Trouble

Tamper Trouble Restore
Tamper Unbypass

Tank Level

Tax Amount

Taxable Subtotal

Telco (SIA/CID) Reset

Telco Line 1 Fault

Telco Line 2 Fault

Telco Line Fault 1 Restore
Telco Line Fault 2 Restore
Temperature Alarm

Temporary Close Schedule Changed
Temporary Code Expiration Date Changed
Temporary Open Schedule Changed
Temporary Suspension Expired
Temporary Suspension Initiated
Test - Alarm

Test - Close

Test - Open

Test - Restore

Test End

Test Failed

Test Key

Test Key Failure

Test Key Success

Test Report

Test Report (intercom_test_report)
Test Start

Test off Normal

Tether

Time Changed

Time Out-Of-Sync

Time Out-Of-Sync Restored
Time/Date Inaccurate
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Time/Date Inaccurate Restore
Time/Date Set

Timeout Exceeded - No Second Card
Total Amount Due
Transaction Number
Transfer, Diagnostics
Transfer, History

Transfer, PDA to Lock
Transmitter Acknowledge
Transmitter Alarm
Transmitter Alarm Restored
Transmitter Battery Restore
Transmitter Battery Trouble
Transmitter Inactivity
Transmitter Low Battery
Transmitter Low Battery Restored
Transmitter No Response
Transmitter Pre-Tilt
Transmitter Pre-Tilt Restored
Transmitter Pull Cord Alarm
Transmitter Pull Cord Restored
Transmitter Removal Alarm
Transmitter Tamper
Transmitter Tamper Restored
Transmitter Temporary Tilt Disable
Transmitter Tilt

Transmitter Tilt Disabled
Transmitter Tilt Enabled
Transmitter Tilt Restored
Transmitter Touch Alarm
Trouble Acknowledge
Trouble Acknowledged Clear
Trouble Alarm Relay

Trouble Alarm Relay Restore
Trouble Bell 1

Trouble Bell 1 Restore
Trouble Bell 2

Trouble Bell 2 Restore
Trouble Block Acknowledge
Trouble Condition

Trouble In

Trouble Out

Trouble Relay

Trouble Relay Disable
Trouble Relay Disable Restore
Trouble Relay Restore
Trouble Report

UPS AC Fail

UPS AC Restore

UPS Battery Low

UPS Battery Restore

USB 1 Fuse Blown
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USB 1 Fuse Reset

USB 2 Fuse Blown

USB 2 Fuse Reset

Unable to Send Command
Unanswered Call
Unauthorized Off

Unblocked

Unbypass - Open

Unclassified Sounds
Unclassified Sounds Restored
Undefined

Unexpected Access
Unexpected Access Attempt
Unknown Cause

Unknown Elevator Terminal
Unknown Event

Unknown Message

Unknown User Command
Unlocked Mode Change Denied: Blocked Mode
Unlocked Mode Change Denied: Low Battery
Unlocked Mode Change Denied: Security Mode
Unlocked Under AFC

Unlocked Under First Card Unlock
Unsuccessful Remote Access
Unsupported Hardware
Untyped Abort

Untyped Alarm

Untyped Alarm Restore
Untyped Bypass

Untyped Close

Untyped Inactive

Untyped Missing Alarm
Untyped Missing Trouble
Untyped Open

Untyped Restore

Untyped Trouble

Untyped Trouble Restore
Untyped Zone Alarm

Untyped Zone Bypass
Untyped Zone Restore
Untyped Zone Supervisory
Untyped Zone Trouble
Untyped Zone Trouble Restore
Untyped Zone Unbypass
Unverified Burglary Event
Unverified Event

Unverified Fire Event

Update Lock Clock Failure
Update Lock Clock Success
Update Lock Failure

Update Lock Success

Update: Now able to Achieve Current Required Storage Setting
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Upload Lock Audits Failure
Upload Lock Audits Success
Upload Okay

Upload Portable Programmer Audits Failure
Upload Portable Programmer Audits Success
Use Limit Exceeded

User APB Reset

User Alarm

User Alarm Command 7

User Alarm Command 9

User Code Added

User Code Changed

User Code Deleted

User Code Tamper

User Failed to Reach Destination
User Generated Video Event
User Level Set

User on Premises

Valid Programming Access

Valid Remote Access

Value Added

Verify User

Video Event Threshold Reached
Video Failover Failed

Video Failover Restored

Video Failover Started

Video Overflow Restored

Video Overflow Started

Video Server Disk Full

Video Server is not Recording
Video Source Signal Lost

Video Source Signal Restored
Video Storage Unavailable
Video Transmitter Active

Video Transmitter Active Restore
View Lock Audits

View Lock Audits Failure

View Lock Info Failure

View Lock Info Success

View Portable Programmer Audits Failure
View Portable Programmer Audits Success
Void or Error Correction

WLM Firmware Upgraded

Walk Test ##

Walk Test Ended

Walk Test Point

Walk Test Started

Walk Test Uninstalled

Walk Test Unprogrammed

Walk Test Untest

Walk of Test Accounts
Wandering Patient Alarm Reset
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Wandering Patient at Door

Warning - Users Left In Area

Warning: Unable to Achieve Current Required Storage Setting

Warning: Unable to Meet Required Storage Setting! Deleting Oldest Video

Was Forced Armed

Watch Mode

Watchdog Reset

Water Alarm

Water Alarm Restore
Water Bypass

Water Flow Alarm

Water Flow Alarm Restore
Water Leakage Alarm

Water Leakage Alarm Restore

Water Restore

Water Supervisory
Water Trouble

Water Trouble Restore
Water Unbypass
Window Length Changed
Wireless Smoke Detector
Write Door Config

Write Fixed Pin

Write Network Data
Write-Back Error

Wrong Code Entry
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V1.0 — 08/25/2014

Milestone Systems offices are
located across the world. For
details about office addresses,
phone and fax numbers, visit
www.milestonesys.com.
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The Open Platform Company
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