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Below, you will find commonly used sections for installation guides. Feel free to use these categories or add
your own based on your solution’s design.

Overview

It is sometimes necessary to update the username and/or password which Milestone services and IS
application pools use to authenticate in a Windows Workgroup or Active Directory environment. This
can be done by hand, by visiting the properties of each relevant Milestone service in the Windows
Services dialog, clicking the Logon tab, updating the credentials, applying the changes and restarting
the service for each service requiring an update. And for IIS application pools, you can right-click on
the relevant VideoOS application pools in the IIS Manager, choose Advanced Settings -> Identity
and update the credentials for each of the ~5 application pools.

All of this can be tedious and error-prone, so our support team have created a time-saving, albeit
unofficial tool to automate this process.

Copyright, Trademarks and Disclaimers

Disclaimer

Milestone Systems provides no warranty, express or implied for the information available through this tool. The
use of the software is at the reader's own risk and the reader will not hold the parties involved in creating,
producing or delivering this tool liable for any loss, injury, claim, liability, or damage of any kind resulting in
any way from:

e Any errors in or omissions from the information;
e The unavailability or delay of any information

e The use of the information or any conclusions derived from it, regardless of whether any assistance was
received from any employee of Milestone

However, we provide no warranty for the tool. Milestone Systems is not responsible for the privacy practices.



3 Bulk Identity Changer

Change Credentials

Start Bulkldentity Changer

When you run the tool, you will be prompted to run it as Administrator. This is required because the
tool must be able to edit and restart Windows Services and modify registry keys. Once open you
should see the following dialog.

$% Bulkldentity Changer V2 - 4

Change Credentials

O Specfiic User

& Network Service

Change (

Milestone Services

AppPoolMame AppPoollserMame AppPoolState

VideoO5 Classic AppPoal MEX-LAB \milestone_srv Started
MEX-LAB \milestone_srv Started

MEX-LAB" milestone_srv Started

MEX-LAB \milestone_srv Started

Milestone Services

ServiceMame ServicellserMame Service State
Milestone XProtect Data Collector Server MEX-LAB \milestone_srv Rurning
Milestone ¥Protect Log Server MEX-LAB \milestone_srv Rurning
Milestone ¥Protect Management Server MEX-LAB milestone_srv Running
Milestone ¥Protect Mobile Server MEX-LAB" milestone _srv Rurning
Milestone XProtect Recording Server MEX-LAB \milestone_srv Rurning

Milestone Event ServerService MEX-LAB \milestone_srv Running
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User Prerequisites
Before changing the user of the services make sure that the new user fulfills the following requisites.

1. The user must be in windows administrator group (add it from Windows Computer Management)
2. The user must be in IIS_IUSRS group (add it from Windows Computer Management)
3. The user must be in Milestone Administrators Role, (add it from the Management Client)

Set the new user credentials

From here, you can enter the desired username/password or built-in Windows account, select one,
many, or all the listed Application Pools and/or Milestone Services, then click Change Credentials

The specified credentials will now be applied to all the selected components, and the selected
services and application pools, if already running, will be restarted to apply the change. Any service
or application pool not already running will need to be started manually.

After Changing the credentials, the Server Configuration toll will be executed to renew the IDP secret.
When manually entering a username and password, it is important to specify the username in the

domain and the username.

Using a local Windows user
If the computer name is "server1" and the desired user account is "Milestone", then the username
should be entered as domain server1 and user Milestone.

Using an Active Directory user

If the domain's netbios name is "Security", and the desired user account is "Milestone”, then the
username should be entered as domain Security user Milestone

Example

Change Credentials

Domain  SEE R
, QO Specific User

@ Network Service
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