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Copyright, Trademarks & Disclaimers

Copyright
© 2019 Milestone Systems.

Trademarks
XProtect® is a registered trademark of Milestone Systems.
Microsoft and Windows are registered trademarks of Microsoft Corporation.

All other trademarks mentioned in this document are trademarks of their respective owners.
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Disclaimer

This document is intended for general information purposes only, and due care has been taken in its
preparation. Any risk arising from the use of this information rests with the recipient, and nothing herein
should be construed as constituting any kind of warranty. Milestone Systems A/S reserve the right to make
adjustments without prior notification. All names of people and organizations used in this document's
examples are fictitious. Any resemblance to any actual organization or person, living or dead, is purely
coincidental and unintended. This product may make use of third-party software for which specific terms
and conditions may apply. When that is the case, you can find more information in the file
3rd_party_software_terms_and_conditions.txt located in your Milestone surveillance system installation folder.
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Version Compatibility

Matrix
Here is the compatibility matrix between CCure 9000 and Milestone XProtect.

i: Please verify the version of CCure 9000 you are running against this compatibility table. Milestone always
¢\ recommends that you run the latest versions of both CCure 9000 and XProtect

CCure 9000 XP 2016 R3 XP 2017 R1-R3 XP 2018 R1 XP 2018 R2 XP 2018 R3
2.70 SP2 S S S T T
T: [Tested] Integration is fully tested and supported on these versions
S: [Supported] Integration is fully supported on these versions
U: [Unsupported] Integration may or may not exist but is not supported/maintained on these versions

XProtect Version details

Version Version Information

XProtect 2018 R2-R3 These versions are fully supported*®

*XProtect Free Editions of Go, Essentials and Essentials+ are NOT supported

CCure 9000 Version details
Version Minimum update = Version Information
/ patch level
CCure 9000 2.70 SP2_CUO01 These versions are fully supported
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Hardware Support

The following CCure 9000 panels have been tested and are known to be supported.

Verify your installation’s panel model numbers against this list, if one of your panels is not contained in this
{ ] 5 list, please contact your integrator and/or Milestone support to verify compatibility

Panel Model Description
USTAR008 iStar Ultra

Scalability

The scale testing section depicts the latest test setup run at the Software House certification labs and
expresses the scale and performance metrics that can be expected of the integration.

Cardholders
The CCure 9000 plugin supports as many cardholders as your version of XProtect supports. See XProtect
documentation for the values supported by your installation.

Events Handled
Preliminary tests show a sustained rate of about 40 events per second. For more about supported events,
see Milestone-ACM-CCure-9000-Events.pdf
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General Description

Introduction

This document describes specifics to the XProtect Access (XPA) integration between Milestone XProtect and
the CCure 9000 access control (AC) system. This integration supports the following standard XProtect Access
(XPA) features:

e Retrieve configuration from the CCure 9000 AC system, e.g. doors and event types
e Receive AC event streams and state changes from the CCure 9000 system

e Get/Search cardholder information with picture association

e Create alarms in alarm manager based on AC events.

o Alarm state synchronization between XProtect and CCure 9000 when the alarm is acknowledged in
XProtect.

e Association of access control events to cameras for simultaneous display of events and video
e Select and categorize the events the user wants to view from the CCure 9000 system

e Trigger rules or actions based on access events — e.g. start recording, go to PTZ preset, display access
request, send camera to matrix and system actions such as activate output or trigger manual event. With
XProtect Corporate and Expert this functionality is extended to full use of the event as a triggering
mechanism for the rules system.

Solution overview

The solution provided is split in 3 components:

1. The "ACM Server MIP Plugin” that runs in the XProtect Event Server (Milestone. ACMServer.MipPlugin.msi)
2. The "ACM Server” that runs on the CCure 9000 server (Milestone. ACMServer.x64.msi)

3. The "CCure 9000 ACM Server Plugin” that runs on the CCure 9000 server (Milestone. ACMServer.CCure9k.msi)
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Prerequisites

Time Synchronization

All servers (i.e. the CCure 9000 and Milestone machines) must be time-synchronized to within a couple of

minutes of one another. See Kerberos V5 time skew recommendations here.

CCure 9000: Victor Web Service Installation

The CCure victor web service must be installed and configured on the CCure 9000 server. Please follow the

Victor Web Service User Guide provided by CCure.

The CCure 9000 victor web service installer can be obtained by downloading the “CCURE 9000 v2.XX Web

Service Package” through the connectedpartnerprogram.partnerproducts.com web site.

CCure 9000: Victor Web Service SSL Configuration

The SSL configuration must be set up for the CCure 9000 plugin to work (a certificate must be provided and
configured in IIS for the CCure 9000 victor web service to accept secure HTTPS connections on port 443).

See page 15 of the Victor Web Service User Guide for details.

CCure 9000: Victor Web Service License
The feature “victor web service” must be licensed in CCure.

2§ License Manager - b3
Unified | Status | victor Web | victor | VideoEdge | C-CURE 9000

This tab details the available C-CURE 9000 license information

General Information

‘C+CURE 9000 version number : 270
System expiration date : Wednesday, January 8, 2020

Status: Valid License, Not Time Limited

System Wide Capacities

Online inputs :

Online outputs :

Online readers :

Wireless/IP Locks :

C+CURE Go Readers :

Access Mamt Requestor/Approver:
Mobile Keys :

High Assurance Readers :

Licensed Features

0 Number of cardholders :
0 Simultaneous badaing stations :
0 Simultaneous clients :
0 Gifline Locks :
0 BLE Option for Credentials :
5 Mobile Alerts :
5 2 Factor Mobile Auth. Doors :
0

Feature Name

Software House Import Watcher

Info

SoftwareHouse.NextGen.Client.MonitoringStation

SoftwareHouse.NextGen.Client.AdminWorkstation

SoftwareHouse.CrossFire.C

nfiguration

CCure9000License

MNGResEditor

WebStar

‘CCUREIDPrintQ

WinShell

SoftwareHouse CrossFire Report Server

CrossFire WF Service

victor web service

The ACM Server uses a permanent connection to CCure web service (to receive statuses and events) and
uses multiple transient connections for specific user operations, such as fetching configuration and executing
commands. For optimal operation of Milestone XProtect Access, the feature license activated in CCure must

support enough concurrent connections to the Victor Web Service to handle the number of connected ACM

Servers’ permanent and transient connections.


https://docs.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/maximum-tolerance-for-computer-clock-synchronization
javascript:downloadFile('https://connectedpartnerprogram.partnerproducts.com/fileManagement/FileGet.cfm?fileID=187')
javascript:downloadFile('https://connectedpartnerprogram.partnerproducts.com/fileManagement/FileGet.cfm?fileID=187')
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CCure 9000: Enterprise (MAS/SAS) Configuration
If the CCure 9000 system is part of an Enterprise deployment (MAS/SAS), the Enterprise system must be cor-
rectly configured and functioning before setting up the integration. Each CCure 9000 Satellite Application
Server (SAS) of an Enterprise deployment must be independently connected through XProtect Access (XPA)
to each Milestone XProtect Site of a Federated system.
CCure 9000 Enterprise scenarios require that each CCure 9000 Satellite Application Server (SAS)
A installation has a maximum of one corresponding Federated XProtect site that connects to it.
Each XProtect site, for performance reasons, should never have more than one CCure 9000 Sat-
ellite Application Server (SAS) connected.
CCure 9000 Enterprise scenarios also require that no connection is directly made to a Master Ap-
plication Server (MAS).

== CCURE 9000 MAS/SAS ==+

Il [ @

: i :
i i :
: : '
' : : o
' E E E XPA E
H . ] =
Site #1 : E SAS # E Master MAS
i i :
: ' '
2| PR :
— ' : ;
=1 i i MAS-DIRECT
i Q Site #2 ; i SAS#2 ; NOT SUPPORTED
- : : :
' — : ' '
A : : : i
XProtect ' Master ﬂ ' ; MAS | E
Federated Client ! H ' ' oA —
: =| - - —
; ; : : D;’ =
' Site #3 H ! ' =
: : ! : Site #1 XPA SAS #2
: : : ' —
: L2 - s =
' = : E E SAS #3
: = : :
' Site #4 ' ; : ONE-TO-MANY
[} J Y L]

""""""""""""" NOT SUPPORTED




10 Milestone XProtect Access: CCure 9000 User Manual ‘ milestone

.NET Framework: Installation on CCure 9000 Server machine

.NET Framework 4.5 must be installed on the CCure 9000 server machine (dotnetfx45_full_x86_x64.exe). This
is mostly for older OS editions, anything above Windows 8 and Windows 2012 Server will have it already in-
stalled as part of the OS. Milestone recommends that you use Microsoft Windows Server Editions of the OS.

Milestone XProtect®: License Options
The customer must have Milestone XProtect Access enabled (1) and the appropriate number of doors (2) in

their XProtect SLC. See the management client license screen for more details.
Installed Products

Product Version Software License Code Expiration Date Milestone Care Plus Milestone Care Premium
XPratect Corporate 2018 R2 Test MO1-C01- 6/19/2019 NiA N/A
Milestone XProtect Smart Wall MO1-PO3- Unlimited Unlimited
| Milestone XProtect Access MO1-P01- 6/18/2019 6/18/2019
1
License Overview - All sites License Details - All Sites...

License Type Activated

Hardware Device 13 outof25

Access control door 7 outof 29 2

Milestone XProtect®: Event Server machine DNS / Name resolution

The machine running the Milestone XProtect Event Server must have network name resolution such that it
can resolve the computer name of the CCure 9000 Server machine (e.g. DNS, manual host file entry, etc). The
CCure 9000 Server machine must also be able to resolve the Milestone machine.

Milestone XProtect®: Smart Client Profiles
If you customize/add Smart Client Profiles, you need to include Access Control — Show access request

notifications = Yes (default setting) if you want your users to see Access Control notifications.

File Edit View Action Tools Help

H9 oei
Site Navigation BEl[Froperties I
- WIN-TF1BKEGTGKC - (100 | » | =-F2 Smart Client Profiles (sorted by p l|Smart Client profile setiings - Access Control
=+ Basics £ Default Smart Client Profile [ Title: Setting Locked |

[&] License Information Show access request notfications Yes vl [
“[Ef] Site Information
.emote Connect Service
[ Asis One-click Camer
Servers
Recording Servers
Failover Servers
=% Devices
B Cameras
& Microphones
@ Speskers
¥ Metadata
e Input
Q) Output
=3 Client
[ Smart wall

View Groups
£ Smart Client Profiles
E Management Client P
- (gl Matrixc

v

< m >

Site Navigation | Federsted Site Hier [l < m
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Installation

The installation package consists of three independent installers:

1. Milestone. ACMServer.x64.msi: Installer for the ACM Server
— Installed on the CCure 9000 server machine

2. Milestone. ACMServer.CCure9k.msi: Installer for the Ccure 9000 ACM Server plugin
— Installed on the CCure 9000 server machine, after the ACMServer.

3. Milestone. ACMServer.MipPlugin.msi: Installer for the XProtect Event Server ACM MIP Plugin
— Installed on the XProtect Machine that hosts the Event Server Windows service

Please install them in the order specified above, following completion of the prerequisites section. It is
mandatory that the same version of the CCure 9000 ACM integration be installed on both the XProtect and
CCure 9000 machines.
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ACM Server Installation

Double-click to install, you should see a screen
similar to the following:

{& Milestone ACM Server Setup

Setup Wizard

The Setup Wizard will install Milestone ACM Server on your
computer, Click Mext to continue or Cancel to exit the Setup
Wizard.

Back

Cancel I

Enter credentials for the ACM Server:

Enter the credentials for the ACM Server to run as e spn sz campamy

[JRun as LocalSystem

Domain: |coo-onGuarD72
User Name: [administrator
P Yo \

Confirm Password: | $esssess J

Press next and you will now be able to select the
installation path, it is recommended to use the
default as displayed:

i& Milestone ACM Server Setup

" Please select a destnation Folder:

Install Milestone ACM Server to:

[c:tprogram Files (xB6)\iestone ACM Server}

Back

Cancel

Install progress...

0 etup — | X

e apen cieticm campany

Please wait while the Setup Wizard installs Milestone ACM Server.

Back I [dext

Press next and you are now ready to install, if you
are satisfied with the selected options, press install
to continue:

=] B3
e apen pictom campany
Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit izard,
Back Cancel

You have successfully installed the ACM Server:

|
{& Milestone ACM Server Setup = (O]

Click the Finish button to exit the Setup Wizard.

Back Caricel

@ milestone
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ACM Server Credentials
If you need to verify and/or modify the credentials for the ACM Server service, do the following:

1-

Open Windows Services, right-click properties on the Milestone ACM Server entry

% Services

File Action View Help

e | mEE Hml v o nw

- o

x

& Sevices (Loca) |[T51

Services (Local)

Milestone ACM Server

Step the service
Restart the service

Name

£k Microsoft Passpert Container
£ Microsoft Software Shadow...
£ Microsoft Starage Spaces 5.,
=] Milestone ACM Server

Extended / Standard //

Opens the properties dialog box for the current selection

Description

Manages lo...
Manages se...

Host service...

Status  Startup Type

Manual (Trig.

Manual
Manusl
Running  Automatic

Manual
Disabled

.. Running  Automatic

. Running  Manual (Trig...

Manual

. Manusl (Trig...
. Running  Manual

Running  Autemnatic

Manual (Trig.

.. Running  Automatic

Micahlad

Log On As
Local Service
Local System
Network Service
custdev.us\bha
Local System
Local Service
Local System

Local System
Local System
Local System
Local Service
Network Service
Local System
Local Service

Local Surtam

3 Mozilla Mainte: Start
L Net.Tep Port S Stop
&) Netlogon .
G Netwark Conne
& Network Conne fesume
3 Network Conne Restad
2 Network List e All Tasks. >
&l Network Locati
) Network Setup Zeb=sh
-&j:NEthrk Store | Properties
E) e Filac

Help

Go to Log On tab, select “This account”, and enter/change the SSO credentials that will be used for
the connection to CCure 9000. You should only need to do this in case you need to modify the
credentials specified at installation time.

Milestone ACM Server Properties (Local Computer)

Genemlo\rery Dependencies

Log on as:

(O Local System accourt

Alow service to interact with desktop

(@) This account: |Cu5tdev uz'bhal
Password SEEEABERRRRRREN
Corfim password:  [#® .

Cancel

Apply

et
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ACM Server: CCure 9000 Plugin Installation

Copy the "Milestone. ACMServer.CCure9k.msi" file
to a temporay folder and double-click to install, you

should see a screen similar to the following:
ﬂ Milestone ACM Server: CCure 9000 Plugin Setup - X

CCure ugln p erd _

The Setup Wizard will install Milestone ACM Server: CCure
9000Plugin on your computer. Click Next to continue or
Cance to exit the Setup Wizard.

g |[hec] [ conce |

The CCure 9000 plugin automatically detects the
presence of both the CCure 9000 server and the
pre-installed ACM Server. If either is missing it will
refuse to install.

There are no configurable options in this installer.

When you are ready, press install.
ﬂ Milestone ACM Server: CCure 9000 Plugin Setup - X

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

You have successfully installed the Milestone ACM
Server CCure 9000 Plugin

ﬂ Milestone ACM Server: CCure 9000 Plugin Setup

CCure 9000 Plugin Setup Wizard

Click the Finish button to exit the Setup Wizard.
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ACM Server: XProtect ACM MIP Plugin
Copy the "Milestone.ACMServer.MipPlugin.msi” file to a temporary folder on the server where the XProtect
Event Server is installed (in a typical deployment, this is the XProtect Management Server) and double-click

to install. You should see a screen similar to the following:

|§ Milestone ACM Server: MIP Plugin Setup !Em

"

Wizard

Welcome to the M
MIP Plugin Setup

The Setup Wizard will install Milestone ACM Server: MIP
Plugin on your computer. Click Next to continue or Cancel to
exit the Setup Wizard,

Cancel |

The installer will detect the presence of the XProtect Event Server on the machine and will refuse to install if it
cannot be found. It is recommended to leave the default install path as displayed below and press next.

{? Milestone ACM Server: MIP Plugin Setup

Back:

ahd ﬁation folder:

Install Milestone ACM Server: MIP Plugin to:

IC:\Program Files (x86)\Milestone ACM Server MIP Plugin),

Change... |

Cancel

If you are satisfied with the path selection and you are ready to install press “Install”

lestone ACM Server: MIP Plugin Setup

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

Cancel |
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Installation progress...

|§4 Milestone ACM Server:

Please wait while the Setup Wizard installs Milestone ACM Server: MIP Plugin.

Status:

I

Back: [dext

You have successfully installed the ACM MIP Plugin for ACM Server

|§- Milestone ACM Server: MIP Plugin Setup !E m

MIP Plugin Setup Wizard

Click the Finish button to exit the Setup Wizard.

Back Caricel

MIP Plugin Upgrades

e IMPORTANT — Always upgrade both the ACM Server and CCure 9000 ACM plugin on the CCure
9000 machine before upgrading the MIP Plugin. We distribute all the installers with every new CCure

9000 ACM release.

e Automatic MIP Plugin upgrades of configured and installed instances in the Management Client are

supported for all versions of the CCure 9000 ACM integration.
e Simply run the MIP Plugin installer; it will upgrade any installed ACM Servers.

e After running the MIP Plugin installer, for each ACM instance in the Management Client:
o Set the ConnectionProfileName property to the name of the ACM Server machine. Press

Save to save the configuration change.
o Click Refresh Configuration to update the configuration.
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@ Milestone XProtect Management Client 2018 R2

File Edit View Action Tools Help

~ 3 X WlAccess Control

+ 1 ||Access Control Information

= —@ Access Control

ACM Demo
CCureDev

E Management Client
- [l Matrix
=-[& Rules and Events
Rules
- (&) Time Profiles
[ Notification Profiles
- User-defined Events
- Analytics Events
-Ng Generic Events
=heffl Security
f%. Roles
8 Basic Users
= ° Swstem Dashboard
El Current Tasks
(@ System Menitor W
< >

Site Navigation A Federated Site Hierarchy

General settings
Enable:

MName:
Diescription:

-~ 1

CCureDev

Tyeo-CCure3000-MAE-Bosch-01 custdev.us (Version: 0.0,
121472018 1:06 FM

| [ Refresh Configuration... ||

Address: 152.168.101.41
;Usemame: CDO-CCUREZ/\Administrator
Fazsword: sessnEne

J Connection Profile:
3

MAE-BOSCH-01.custdev.us

ﬁ General Settings 2 Doors and Associated Cameras %, Access Control Ever| + |+

Upgrading will result in the following negative side-effects:

e Smart Client event history will be lost.

e Rules based off events and configured CCure 9000 hardware will no longer function. Rules based off the
default access control event categories will not be affected and will continue to function.

e Custom event category assignments will be lost. The custom category will still exist; the user will just have
to re-assign the category to events in the Management Client.
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CCure 9000 Configuration

Configure to run as CCure 9000 Single-Sign-On Account
The CCure 9000 Plugin installer has already configured the ACM Server to run as the single sign-on account.
You only need to do the following if you need to change the ACM Server's credentials.

On the CCure 9000 server machine, click the Windows Start menu and type “services”. Right click Services
and select "Run as administrator”.

Search

Everywhere -

services

Pin to Start

Pin to Taskbar

Open in new window
Run as administrator

Open file location

Right-click the Milestone ACM Server service and select Properties:
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File Action View Help

e EEcz HE »eoup
€ Services (Loca

Milestone ACM Server

Stop the service
Restart the service

:Multimedia Class
& Net.Tcp Port Sha
‘& Netlogon

i Network Access |
“% Network Conne
& Netwark Conne
2k Network List Se
ik Network Locatio
i Network Store In

£k Nintimize Arivec

Name -

Description
25 LS Site Publication Ser... This service ...
%5 LS Video Archive Server The Video ..
% Microsoft iSCS Initiat.. Manages In...
% Microsoft Software Sh.. Manages so...
: Microsoft Storage Sp.. Host service...

*3Milestone ACM Sgg

Start
Stop
Pause
Resume
Restart

Status

All Tasks

Refresh

Properties

Help

Halnt the

Startup Type
Manual
Manual
Manual
Manual
Manual
Automatic
Manual
Disabled
Manual
Manual
Manual

Manual (Trig...

Manual
Automatic
Automatic

hMannal

Log On As

Local Syst...
Local Syst...
Local Syst...
Local Syst...
MNetwork S...

Local Syst...
Local Servi...
Local Syst...
Network S...
Local Syst...
Local Syst...
Local Servi...
Network S...
Local Servi...

I nral Swet

Extended /, Standard /

Click the “Log On" tab, select “This account”, and enter the credentials of an admin user on the local
machine. Note that this admin user must be linked to a CCure 9000 Directory that is configured for single
sign-on (see above for configuring single sign-on).

| General| LogOn | Recovery I Dependencies |

Logon as:

() Local System account
[ ]Allow service to interact with desktop

(@) This account ‘.\dbe

Password:

Confirm password:

IMPORTANT: Restart the Milestone ACM Server service.
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XProtect ACM MIP Plugin Configuration

ACM Server Wizard

Once all three installers have been setup (see Installation section), it is now time to configure and install the
ACM MIP Plugin in the XProtect Event Server. This configuration and deployment are handled by a wizard
tool that was installed with the XProtect ACM MIP Plugin package. In the start menu you will find the
following:

Recently added

“ Milestone ACM Server Wizard

or

Search

Everywhere -

e Waard

’ Milestone ACM Server Wizard

Installing an ACM Server
Once you start the wizard application you will see the following:
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ACM Server Configuration Wizard

Welcome

the ACM Servers:

[ LR ¥ |
i¢]
<
1]
-

m
<
(1]
-

This wizard will allow you to configure connections to

It will allow you to configure an existing connection to an ACM

- It will allow you to add/remove a connection to an existing ACM

Once you click next, you will have to provide the IP Address / Machine name of the CCure 9000 server on

which the ACM Server package was installed.

ACM Server Configuration Wizard
Add an ACM Server

ACM Server Address:
ACM Server Port:

¥ Use S5L

Please enter the address of an ACM Server you wish to connect to:

After you have provided the server name/ip address and pressed next, you should get the following screen
after the software has validated that there is an ACM Server present at that address. The green checkmark
means that it has successfully connected to the provided server name, the red x means that it failed to
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connect to the provided server. The wizard will not allow you to proceed without a valid connection to the
server.

ACM Server Configuration Wizard (3.0.18345.00) >

Ccﬁfigure ACM Server(s)

Please select the desired plugin under each ACM Server below

- Use the checkbox next to each plugin: Check it to install, uncheck it to uninstall
- Servers highlighted in red are unreachable. Their plugins cannot be modified.

MAE-Bosch-01.custdev.us

192.168.101.200

Note that the most common causes of the wizard not being able to connect to the provided server is that 1)
you entered the wrong IP information, or 2) the ACM Server on the CCure 9000 machine is not running with
sufficient administrative privileges.

ACM Server Configuration Wizard -
Add an ACM Server

Please enter the address of an ACM Server you wish to connect to:

ACM Server Address: 192.168.100.135

ACM Server Port: 8443

ca & . }
¥ Use S5L Incorrect IP information
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ACM Server Configuration Wizard
Configure ACM Server(s)

Please select the desired plugin under each ACM Server below

- Use the checkbox next to each plugin: Check it to install, uncheck it to uninstall
- Servers highlighted in red are unreachable. Their plugins cannot be modified.

L LIS
ACM Serverwas notrunning

Once you have a successful connection, notice that there is a list of checkboxes under the server heading
that represents all detected ACM server plugins installed on that machine. In this case we are looking for
CCure 9000.

ACM Server Configuration Wizard (3.0.18345.00) >

Configure ACM Server(s)

Please select the desired plugin under each ACM Server below

- Use the checkbox next to each plugin: Check it to install, uncheck it to uninstall
- Servers highlighted ilh:ed are unreachable. Their plugins cannot be modified.

MAE-Bosch-01.custdev.us

192.168.101.200

Check the box marked below and press next to install a MIP plugin on this host to connect to the CCure
9000 server identified.
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ACM Server Configuration Wizard (3.0.18345.00) >
Configure ACM Server(s)

Please select the desired plugin under each ACM Server below

- Use the checkbox next to each plugin: Check it to install, uncheck it to uninstall
- Servers highlighted ilh:f_-d are unreachable. Their plugins cannot be modified.

MAE-Bosch-01.custdev.us
192.1 68.1 01.200
I I... le' I I

This screen will confirm what actions are going to happen. Once you are ready to install, press finish.
ACM Server Configuration Wizard (3.0.18345.00) >

What is going to happen

The following actions will be performed:

Plugins to be installed:

MAE-Bosch-01.custdev.us (192.168.101.200)
Install Tyco-CCure9000-MAE-Bosch-01.custdev.us

Plugins to be uninstalled:

Finish

Once the operations are completed, the wizard will display a green checkmark for successful operations and
a red x for failed operations.
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ACM Server Configuration Wizard (3.0.18345.00) >

Operations complete

Operations complete

Plugins installed:

MAE-Bosch-01.custdev.us (192.168.101.200)
Install Tyco-CCure8000-MAE-Bosch-01.custdev.us

Plugins uninstalled:

You have successfully installed the ACM Server: XProtect MIP ACM Plugin.

Uninstalling an ACM Server

To uninstall an ACM Server, simply uncheck the box shown below, click Next, and click Finish.

ACM Server Configuration Wizard (3.0.18345.00) >
Configure ACM Server(s)

Please select the desired plugin under each ACM Server below

- Use the checkbox next to each plugin: Check it to install, uncheck it to uninstall
- Servers highlighted ilh:ed are unreachable. Their plugins cannot be modified.

MAE-Bosch-01.custdev.us

192.168.101.200
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XProtect Management Client Configuration

XProtect Management Client

Once the MIP ACM Plugin is installed and configured on the XProtect Management Server, the Access
Control instance can be created in Management Client by right-clicking on the Access Control Root Node.
| & Milestone XProtect Management Client 2004 |

& Milestone XProtect Management Client 2014
File Edit View Action Tools Help

H9 @ei

Site Navigation o x g

E}o VM-MILESTONE 2
&1 Basics Create new... Access Control:

License Information

Site Information e il s
& [J‘, Remote Connect Services

Lj) Ayis One-click Camera Connection
B G Servers

@ Recording Servers

ﬂ Failover Servers
=52 Devices

o Cameras

& Microphones

0 Speakers

* Metadata

oo Input

Access Control Information

[ Enable | Name | Connection Status | Connection Information

This will pop up a wizard to step you through the access control instance creation process. Type a name for
the instance of the plugin you wish to create and select from the drop-down box the integration plug-in.
Note that you will find a plugin named Tyco-CCure-9000-{ServerName} where {ServerName} is the name of

the machine where CCure 9000 and ACM Server are installed.
Create Access Control System Integration n

Create access control system integration

Name the access control system integration, select the integration plug-in and enter the connection details.

Name:

Integration plug-in: V

Tyco-CCure9000-MAE-Bosch-01.custdev.us

Demo Access Control System

&0

Next
After selecting the plugin, you will have to provide credentials and parameters to configure the connection
to the CCure 9000 database server.
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Connection Profile — Should be set to the same as was shown in the ACM Wizard when you added the ACM
server, and may include a domain. For example:

'." ACM Server Configuration Wizard (3.0.18345.00) >

Configure ACM Server(s)

Please select the desired plugin under each ACM Server below

- Use the checkbox next to each plugin: Check it to install, uncheck it to uninstall
- Servers highlighted ifjyred are unreachable. Their plugins cannot be modified.

MAE-Bosch-01.custdev.us

The wizard will now fetch the configuration of the CCure 9000 AC system into Milestone.
The screen below is an example of the configuration found on the server:

[ Create Access Control System Integration =| [ Create Access Control System Integration

Connecting to the access control syster Connecting to the access control system

Collecting configuration data. Collecting configuration data...

Configuration successfully received from access control system. Configuration successfuly recaived from access control system.

Added: Added:
Doors () Doors () -
Units (9) Porte Interieure Door #1

Servers (1) U:::a;r;n(mal! Door #1 .

Events (5) Servers (1) i
Commands  (5) VM-SIPASS

States (83) Events (5) ¥

OO

On this screen an association must be created between each access point of a door and cameras in the
Milestone system. This is done so that the system will know which cameras to display on door alarms. For
each access point of each door drag a camera from the right tree and place it under the desired access point
to create the association. Note that this can also be configured later in the Milestone Management
application.
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[N Create Access Control System Integration [x]| M Create Access Control System Integration

Associated cameras Associated cameras
Drag cameras to the access points for each doar in the list. The associsted cameras are used in the XProtect Smart Client when

Drag cameras to the access points for each door in the list, The associated cameras are used in the XProtect Smart Client when
access control events related to one of the door's access points are triggered. access control events related to one of the door's access points are triggered.

Doors: Came

Doors: Cameras:
Name ~ Enabled License ™ \ U W-miLesTONE Name o Enabled License [ ) VM-MILESTONE
Porte Interieure Door 1 [ F [pendng | T | 5@ odfak Porte Interieure Door =1 [ [rensng | T B () Default
W 192.168,1.52 - Camera

BB 12.168.1.52 - Camera 1
Access point: Porte Interieure

—
Door Reader “ 192.168.1.54 - Camera Access puint: Porte Interieurs Door Readet 0 192.168.1.54 - Camera 1
Drop camera here to associate it with the access point. 192.168.1.52 - Camera 1

Porte Princpale Door =1 [ © [rentng | & Porte Principale Door #1 [ B Trening [ T

B [sE———— K| 0|
e W =] Previous | Hext | cancel

When there is more than one access point per door, you can select the different cameras for the different
angles. You can also select more than one camera per access point:

[ Create Access Control System Integration =]

Associated cameras

Drag cameras to the access points for each door in the list. The assodiated cameras are used in the XProtect Smart Client when
‘access control events related to one of the door's access points are triggered.

Doors:

Cameras:
Name < Enabled Lcense < | [I U viLesTONE
| Porte Interieure Door 21 = B &) Default

192.168.1.52 - Camera 1

Eoxts Bibdpala Doo 1 192.168.1.54 - Camera 1
Access point: Porte Principalg
192.168.1.54 - Camera 1 ol
"Drop camera here to associatet with the access

Remove

Remove
Drop camera here to associate it with the access point.

L 3}
Previous Next Cancel

Once all the access point cameras have been associated, the wizard completes.

reate Access Control System Integration

You have successfully completed the access control system integratior
Your XProtect Smart Cient users can now monitor access control events. See the help system for how to optimize the XProtect
Smart Cient for access control system integration.

You can edit the integration settings in the access control system properties, if you, for example, update the access control
system.

e |
You can verify that the integration module is now connected by looking at the Access control tree.
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4 Milestone XProtect Management Client 2018 R2 - O >

File Edit View Action Tools Help

H9 gei

Site Navigation

Access Control Information -~ I

o Input ~
§) Output Access Control:
EHEE Client o
B Smart Wall
B3 View Groups
~f2 Smart Client Profiles
- pd Management Client Profil
Matrix
[ Rules and Events
Rules
() Time Profiles
- Notification Profiles
‘Q User-defined Events
‘F‘ Analytics Events
Generic Events
Ehelfl Security
f% Roles
a Basic Users
= 0 System Dashboard

El Current Tasks

Connection Connection
Status Infarmatian

ACM Demo Mot connected
CCureDev  Connected

Enable Mame

< >

Site Navigation = Federated Site Hierarchy

Personalized Login

Personalized login is an optional feature of XProtect access control plugins. If enabled, when someone logs
into the Smart Client, for each access control instance with personalized login enabled in the Management
Client, the smart client will ask for user credentials. These credentials will be validated against the specific
access control system, and, if valid, will be used to fetch a personalized configuration from the access control
system. The personalized configurations will be used throughout that instance of the Smart Client.

When personalized login is being used, XProtect manages two configurations — a “global” one used by the
Management Client, and, as described above, personalized configurations used by the Smart Client. The
personalized configurations are always subsets of the global configuration. This is necessary to ensure proper
event handling, command execution, etc.

An access control plugin must specifically support personalized login. The CCure 9000 ACM plugin does
NOT support it.
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Common Actions

Searching for cardholders

Only “active” cardholders are downloaded from the CCure 9000 server. “Active” is defined as a cardholder

having at least one badge with a status of “active”. Therefore, cardholders with no badges or with no active
badges, will not be shown in the Management Client Cardholder tab.
The user can search for existing cardholders in the CCure 9000 system through the management client

interface:

@ Milestone XProtect Management Client 2014
Fle Edt View Action Tools Help

H9 oeil
Ske Navigation 2 x  Access Conlral
- Client | | &%) Access Control
Smart Wal SiPazs
£5 View Groups

£ Smart Client Profies
n@ Management Chent Profiles
@ Matrix
=1 (b Rules and Events
G Rules
) Time Profiles
{1 Notfication Profiles
R Userdsfined Events
¥ Analytics Events
¥, Generic Events
B Q? Security
T Roles
£ Basic Users
=1 @) System Dashboard
4 System Monitor
£ Evidence Lock
- | Curtert Tasks
™ Configuabon Repoits
(= [ Server Logs
[=] SystemLog
[=3 Audt Log
[= RuleLeg

A

Access Contiol

® J Alarms

" Site Navigation | Federated Site Herachy |

Cardholders
Search for cardholders to muMamdhmdhoHu The cardholder picture is used
nhXPrullu!SmanOul.whenmam event has been registered.
Q
Name ~ Type Ish Ish
Arnold Schwarzy Admi Admini
_Selectpctue..|

| Tony Stark Administrators

Delete pucturs |

2
EmployeeNumber. 12345
FirstName: Ish
LastName: Ish
Accessibility: False
Credentials: ["46090" [{"Key" "Active”."Val

“0 Access Conbiol Events | |+ Access Request Notfications A Caidhol

[ <D

The search can be made by first name, last name, card number, and employee id. Enter the search string in

the search cardholder text box.
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Cardholder Properties:

The XProtect Management Client does not provide scrolling for the cardholder properties. In the image
below, if the properties (see the red square) are so many that the list is longer than the display area, they will

simply run off the bottom edge of the screen and will not be visible.

File Edit View Action Tools Help

H9 eeid

gvigatio i
Speakers -
oo Input
) Output
=3 Client
B Smart Wall
B3 View Groups
E Smart Client Profiles
= Management Client Profiles
Matrix
[—}B Rules and Events
~[2] Rules
() Time Profiles
[ Netification Profiles
“ User-defined Events
% Analytics Events
Generic Events
EH-@ Security
P Roles
a Basic Users
=@ System Dashboard
El Current Tasks

@ System Monitor
I i tam Manitor TH
<| m I >

Site Navigation | Federated Site Hierarchy |

General Settings | = Doors and Associated Cameras

Access Control
£] CCuresk Cardholders
Search for cardholders to view a picture of the cardholder. The cardholder picture is used in the XProtect
Smart Client, when an access control event has been registered.
[ Ish o]
- |
Name Type |Sh, Ish
Ish, Ish MyClearance MyClearance
Description:
Disabled: False
CredentialiDs: 5003
CardMumbers: 98765
ClearancelDs: 5000
PersonnelTypelD: 2
PersonnelTypehame: Employee
OperatorlD: 2
n Garert
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Defining alarms based on CCure 9000 events

To define alarms based on CCure 9000 events, the events must be part of an event category. The category
can be one of the pre-defined Access Control Event categories such as (Access Granted, Access Request,
Access Denied, Alarm, Error, and Warning) or a user-defined category. Here is how to create an alarm based
on a user-defined access control event category. First define the category if it does not already exist:

@ Milestone XProtect Management Client 2017 R2 ==
File Edit View Action Tools Help
~ 7 X Access Control ~ || Access Control Information - 7
[ Mabile Servers ~ | = T Access Contral
=52 Devices 4] CCureSic Access control events
B Cameras Select the events you want to monitor in XProtect Smart Client. Use categories to simplify the use of triggering events.
& Microphones -
@ Soeskers Enabled Access Control Event Source Type Event Categery
@ Metadata Application Server Activty CCure3000 Server CCure Journal evert -]~
o Input Arca Adiivity CCure8000 Server CCure Joumal event -
 Output m Assistance Request Journal Trigger Event | CCure3000 Server CCure Event Acivated -
E-E Client Audit LogBackup Event CCure9000 Server CCure Event Activated -
B smart Wall Audit Trigger Activity CCure3000 Server CCure Journal event -
3 View Groups Batiery Low Joumal Trigger Event CCure3000 Server CCure Event Activated -
£ -
g ;m“ C"e"'tz“ﬁ“:ﬁp i Card Admiticd CCure3000 Server. iSTAR Door ‘Access granted. CCure Joumal event ~=
Ma:‘agemn rent Frofiles Card Rejected CCure3000 Server, iSTAR Door ‘Access denied, Access request, CCure Jo |+
atrix
B Ples sns Everts CCure Door Forced CCure000 Server, iSTAR Door ‘Alarm -
Fules [/ | CCure Door Held CCure3000 Server, iSTAR Doar Alarm -
@ Time Profles [V | CCure Server Offiine CCure3000 Server Error -
5 Noffication Profiles [@ | CCure Server Oniine CCure3000 Server -]
| User-defined Events - [ | Device Activity CCure3000 Server, iSTAR Controller, iSTAR.. | CCure Joumal event -
® Analytics Events [V | Device Error CCure3000 Server, iSTAR Controller, iSTAR.. | CCure Joumal event -
B Generic Events Device Error Joumal Trigger Event CCure3000 Server CCure Event Activated -
Eeffl Security Double swipe CCure3000 Server, iSTAR Door CCure Journal evert -
T4 Foles Email sent failure CCure3000 Server CCure Journal event -
8 Basic Users Email sent failure with issuer CCure3000 Server CCure Journal evert -
- S"’s'ce”‘ D“:""f: Event Assess Message CCure3000 Server CCure Journal evert -
E S”’;E"‘ M“ ) Firmware Flash Activity CCure3000 Server CCure Joumal event -
S::: M:::t:: S General Messages Logged CCure3000 Server CCure Journal event -
I.-Q Evidence Lock General Purpase Interiace Activity CCure3000 Server CCure Journal evert -
= Confgurstion Reports Guard Tour Activity CCure3000 Server CCure Journal evert -
) Server Logs = High Assurance Reader Activity CCure3000 Server CCure Joumal event -
System Log Incident Actvity CCure3000 Server ‘CCure Journal evert -
Audit L Intrusion Zone Adtivity CCure8000 Server CCure Journal event -
g
e e | CCure3000 Server CCure Joumal event -1~
-
User-defined Cat
G >
Site Navigation | Federated Site Hierar General Settings | <0 Doors and Associated Cameras | ¥, Access Control Events | 147 Access Request Notifications | L Cardholders
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Click Add, name the category a pertinent name which represents the group of events, and press OK.

Mame

| My Custom Event Category

Associate the category with one of the CCure 9000 AC events:

File Edit View Action Tools Help
H9 o<

Site Navigation v 8 X Access Control & forma v 3
[ Mobile Servers ~ | & %) Access Control
= R Devices 4] CCuresk Access control events
® Cameras Select the events you want to monitor in XProtect Smart Client. Us ies to simpldy the use of iggering
& Microphones
i
@ Speskers Enabled Access Control Event Source Type Event Category
& Metadata ™ | Application Server Activity CCure9000 Server CCure Journal event |~
oo Input | Aves Actiity CCure000 Server CCure Journal event ~
Q Outpat Wi [Vl | Assistance Request Journal Trigger Event | CCure3000 Server CCure Event Activated ~
H@ Client 17 Audit LogBackup Event CCureS000 Server CCure Event Activated -
B Smart wall Audit Trigger Activty CCure9000 Server CCure Joural event <
8 View Grows Battery Low Joumal Trigger Event CCure3000 Server CCurs Event Acivaied -
L SrariChent Profies Card Admited CCure3000 Server, ISTAR Doar Aocess pranted, CCure Joumal event My_ |+ | &
&7 Management Client Profiles
@ Card Rejected CCure9000 Server, iSTAR Door ®a .
@ Rules and Events Wl | CCure Door Forced CCure9000 Server. iSTAR Door [w]
T @®r & | CCure Door Feld CCure3000 Server, iSTAR Door Acoses deried
@ Time Profiles W | CCure Server Offline CCure9000 Server [ Access granted
4 Notification Profiles ] | CCure Server Online CCure9000 Server (m) i)
User-defined Events W] | Device Activty CCure3000 Server. iSTAR Controller, iSTAR
i O
¥ Analytics Events Device Error CCureS000 Server. iISTAR Controller, ISTAR . Alarm
R Generic Events V| Device Error Journal Trigger Event CCure9000 Server [ COure Event Acivalad
= o) Security v | Double swipe CCure9000 Server. iSTAR Door @
A\ Roles Email sent falre CCure3000 Server Oturs doumsl evect
.53”5""””" 9| Emai sent fadure wih ssver CCure9000 Server O Emor
= tem Dashboard
W | Event Assess Message CCure9000 Server I I
T — /| My Custom Event Category
- foih | Com Sa :
& System Monitor Thresholds W | General Messages Logged CCure3000 Server L Warming
i' Evidence Lock General Purpose Interface Activity CCure3000 Server LLure Journal event v
U Configuraion Reports ¥ | Guard Tour Activity CCure3000 Server CCure Joumal event v
& ) Server Logs 1 High Assurance Reader Activity CCure9000 Server CCure Journal event -
=) System Log W | Incident Actvity CCureS000 Server CCure Journal event -
=) Audit Log V] | Intrusion Zone Actrity CCure9000 Server CCure Journal event -
[=] Rule Log 11| Intrusion Zone Error CCure9000 Server CCure Journal event -1~
"B bermas Cooterd . z User-defined Categonies.
<] [ > _
Site Navigation | Federated Site Hierarchy | MWmlamwwc-u %, Access Control Everts | 4 Access Request Notfications | J, Carcholders |

Save your changes and move to the Alarm Definitions section to create an alarm based on that user-defined
event category.
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Milestone XProtect Management Client 2014 M= 3
Fle Edit View Action Tools Help

H2 o<
Site Navigation Alarm Definiton Informatiory 2
= VMMILESTONE n defiition

#-{J] Bascs

[#-2 Remote Connect Services

c} D Servers

%0 Devices

1 L Cent

(1 (@ Rules and Events

Inetuctions:

(@) System Dashboard ~ Trigoer
(-7 Server Logs
[Be Access Contrel

Triggering event [

Sources: l

£3 Alam Data Settings
5 Sound Settings Activalion period

=
X
K
X
|
@ Time profie: | 2
€ Evertbased Start sk |

Stop | ska |

— Operator action required
Tiene it [V mirite I |
Events trigoated: | Golect
Other

Related cameras I Selact

Name the alarm a pertinent name and select Access Control Event Categories in the Triggering event
dropdown:

& Milestone XProtect Man

Fle E@ Vew Actin Took Help

3 5 |Alam Defntions 2
= & A Defbons [~ Alam dafvilcn
R JiiecoDeieiion | Enable I3

1825 Remote Connect Services

- Severs Nome: My SPass Customn Alorm

% Devices

s Instnictons: =

-Gk Aules ond Events =

e Secuity o |

& @ System Dashboad Tiigger

[ SeverLog: Trggeing evert

B Access Conbol i
Devce Evorss
= Souces stemal E vets
19 Sourd Settngs Actabion period Recordng Server Events
& T profie: Inays =]
€ Eventbased fat Glec
o5 — e |
- Operator

Time ini: 1 wruse |
Events iggered: Seect
Other
Felsed caness Seiect
Felatod map: [ =]
Ik o o [ =
riial s pioity: [Fah |
Ikl lorm categery: [ =)
Events tiggered by slarm: Solect
Buto o P
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Select the new user-defined event category that was defined earlier:

Milestone XProtect Manogement Client 2014
Fie Edt Vew Acton Tods Help
HY9 oen
Sio Naviaion s
5§ WHIESTONE =
) Bascs 2 Enabie ®
9 Remote Convect Senvies
& sever: Nere: iy SiPass Cutem Al
& & Devicos
5.8 Clot Instuctons =
-G Rules andEvents 4
& e Secuity |
1% @ System Dashboard ~ Trigger
- g 2"' lcmm Thiggerng eveet. [Accoss Cortrl Evort Catogonss =
£+ Acsess Con
& 8 Aams
o Delesicns |
19 Alam Data Setings St
B Sourd settnze :
& Time preie:
© Event based:
perato actin tequred
Tine it T e 5
Events inggerect Sekct
over
Related canmiar Sekect.
Relored mapc ~]
Iriial alam cwnec - 3
ol lom ek Hah =
Iritd sl cateoy: 3]

e Edt Vew Acon Tooks heb

g9 oen
S Navisin 8  Jiam D .
549 VMMILESTONE B & Alam Delritins Alam defiriion

> 0 boss Y i | e 2

[} Remole Correct Senvices

= sewers Neme. [My SPass Custom Alam

Inseetions: 5
= (8 Rues sndEvents %
e Seculy 2
= @ Syeten Dashtoas Tegze
[ SeverLogs Tiiggeting evert [ccess Cortiol Event Categores ~|

I Access Control

= & Al My Siemens Custom Defied Category Y|
2

Al tlings
£ ScurdSeting:

Stat

B [

Everts: Ir;wnd  _ Seeet.
- 0
Related mep: | |
el e omrer: I |

Iritiel dlorm pricey: Hish =
il derm categony: |
Everts tiggeed by slam R Select...

Site Navigation [ ~oersed S Hieaiors | Autoioss slam J

©
i Defton
U Oups
&3 On Ishuciens: 5
8 Smonwal v
£ ViewGroupe £
8 St Cie Prties oo
5 Managamen! Cient Profies Tiggsiog svert: [ecooss ComelEven Coegrios ]
Wy S Catom Debred Cologery 2]
Sourss o dore T
1 Nctfearen Prfies o il
R Usordebred Everts X
® ansecs Everts © Tivs [ebnars >
= R GenorcEverts © Evert based sat [ s
1 Secury
P Fekes sup | T |
8 Baiclsen =
& @ Syetem Dashioard S
@ Syembiorin Tinelmk 1 rinte X
2 Eidene Lock Fronirkionsd T s
] Cunent Tasks : =
[7 Congration Regors Ober
Robaadoammas S0
Retvedmap &
I lam e [Rckmevste v mestons et X
et s gty lin =]
B A0 Serrgs o =
£ SondSetings = Evervis pogered by o Select

Alarms acknowledged in Milestone are acknowledged in CCure 9000.
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Defining rules based on CCure 9000 events
To define rules in Milestone based on CCure 9000 events create a rule in the Rules tab:

ﬁ.mmmr«smb
HY oea
She Navigalion ?

Rulenfcmation ?

@ Sman Cler Prcies
£ Managsmeni Clert Pofies

Matic T
) 6 Aules end Events Valdate Al Rufes

-}
© TrePrlies

| & ren 5

A slam Detrtons
B Al Daia Setrs
B sancseng:

Nar | DoActionDnS PassE vent
Desciptort T
Active: 14
Stop 1: Type of ulo
Sﬁa the tule type you want to create

r‘ Perlorm an action n & fime iéerval

Edk the nde descripl an underlned item)
[Perfom an achon
from

Help Lancel § Back Next Einish
J | J | 7|
Select an event category or event from the Select an Event dlalog
HY 9ea
Site Navigabon 2 x th: L IthHunﬂhn s
P Viiomhores E B |
@ Spoakers [ 4 Defaull Geto Presst when PTZ s don | Name:
@ Vetedas [Manage Rule -0
‘: :;‘:;, MNatme: [ DarcicnDnSParsEvent
£ Cient Dori I
B o one e F
&8 Smat Chert Frofles Steo1: Type ol rde.
& Manogement ClentProfies | Select he ruk bype you wark o crests
i Mo @

£1.68 Rus andEverts
5

© Timo Profios
£ Nottcabon Profies
R User-defined Everls
® Anayics Everts
R Goresic Events
B Securly
. Roie:
2 Base Users
£ @ System Dashbowd
@ Systen Moriar
2 Evitence Lock
] Cument Tasks
) Corfauabon Reparts

& Mlam Deiriions
£ Alorm Dota Setings
B Sound Seltings

€ Pefoim an actonin & tme inlerval

0 Devies
Extesnal Events
) ) Aeccrdng Servers
5 B Mikestons }Proiect Access Control Mode

i

§ ocoss pared Acees Cano Colegores]
‘} Aczess request [4ccess Contiol Categones)
Enor (Access Control Categais)

Edi the rde desciption cick an underived tem)

M Smxtmeaﬁde gy (A

[Fotfom =n acton on avent
from devices/rocordin

=
\3 Ancm Dmud Event (Access Control Events)

fAccess Control Events]
i N e s :mm Events)
ted Access Corkl Ever

Swvv Gecimncied (ccess Cote ( w‘:]

Select the devices/recording server/management server hyperlink and select the event source. To select any

source select the System (+units) node.
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@ milestone

H[=] B3

| DotctionDrS PassE vent

T

a9 eoen
oy Se Namgaron
Disben: I P Weaodhores =
Actve 4

3 Ak formation
@ spasker Narme
& Metadala [Monoge e
oo lrou
¥ Oupat Nams:
=3 Gt Dbl sel
B smaet ol I L
£ View Grovps

| Souces Seected
£3 S Cert Poes

Step 1; Type of e
Seloct the rule lype you wank 1o cieale
o

© Pesform an action in a time inlerval

9 Manogeme Cier Pcies
@n
3 Fdes nd Everts

5 =
&

Sl the rue lyoe you e
@

C Perform en achenina

R Use
3 Ao el [+ wrks]

= = 5 Peta Finciode Doar 1 D/ (D00 FR)

B 4@ S‘: il Evan | Pots Picizee Dce 1 LK (RELAY 1)

2 B Ui Eoi e i d:r’mnn o

= @ System Dasnboaid [Pesfam an acton on Acce
@ Svom Montor om devices ecord
& EvidonceLock
7] Cuers Tasks

s
e

Pasts Principels Do Reeder 2

Help | Cancel Back

The wizard will look like this after selecting the “Access Denied” event and System (+ units) source:

[_[O[x]
Name: | DoActionOnSiPassE vent
Description: [
Active: 12
Step 1: Type of e

Select the rule type you want to create
@

€ Perform an action in a time interval

Edit the rule description (cick an underlined item)

[Perform an action on Access denied [Access Control Cateqories]
Spstems [+ unis]

| Concel | o |

Press next and select the optional time frame when the action will take place. In this example no time frame
has been selected, this means it will always execute.

Name: | DoActonOnsiPassE vent
Desciplion: [
Active: 2
Step 2 Condiions
/S elect condions to apply
[~ Within selected time in <time profie>

[~ Outside selected time in <time profile>

[~ Within the time period ¢starttime> to <endtime>
[ Day of week is <day>

[~ Eventis fiom <moticn window>

Edit the rule description (click an underined tem)
= ——

“orirol Cateqores]
from Systems [+ units]

Heo | Cocel | chek |[Tles ] e l’/_l

Select the action that will be executed when the CCure 9000 event occurs. Notice that AC commands can be
used as actions based on any events that come into Milestone:
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=] E3

[Manage Rule

Name: | DoActionOnSiPassE vent

Step 3 Actions
Select actions to perform
I Statt recording on <devices>
[ Start feed on <devices>
I Set <Smart Walb> to <presety
I Set <Smatt Wally <moritor> to show <cameras>
[~ Setlive frame rate on <devices>
I Set recording frame rate on <devices>
I Set recordg frame rate to all frames for H.264/MPEGA on <devices>
[~ Start patroling on <device> using <profile> with PTZ <priorty>
I Pause patioling on <devices>
[~ Move <device> to <preset> position with PTZ <priority>
™ Move to default preset on <devices> with PTZ <priorty>

S
Il Create bockmark on <devices> ]
&nd raUneabon 10 <prones
™ Make new <log entry>
[ Stat plugn on <devices>
™ Stop plugn on <devices>
™ Apply new settings on <devices>
[ Set Matix to view <devices>
[~ Send SNMP tiap
[~ Retiieve and store remote recordings from <devices>.
[~ Retiieve and store remote recordings between <stat and end time> from <devices>
[~ Save attached images
[~ Activate aichiving on <archives>
0 ite < fi

I Door Lock <DoorSeb>
™ Door Unlock <DoorSets
™ Door Disable <DoorSet>
I Door Enable <DoorSet>
[~ Show <access request notification>

Access Control Commands

Edit the rue description [click an undesiined item)
Pertor jon on & deried (A Conirol Cateqaries]

from Systems [+ units]
(Create bookmark Bookmatk on devices

Hep | Concdl | sk | News | frsh |
In this example “create bookmark on <device>" will be selected, click the Bookmark hyperlink and the

following dialog will be displayed to setup the bookmark action:

on Access denied (ficoess Conlrol Categories]

Pt o
from Systems [+ )
(Create bookmark Bookmark on devices s
|MySiPassBookmark

Description
Hop Careel <Bask Nert> Enish This is an access dersed evenl =

=

Prebookmark time (seconds] [ 10=]
Postbookmark time (seconds) [ 302

Add system information (click links to insert variables in bookmark text)

Device name

Event name

Tiogeinas

Bule name

Becording setver name

o
Z

Click the devices hyperlink and select the device on which the bookmark will be applied:
Edit the e descrpton (cick an underined ftem)

Perfotm an acton on Acoess deried (scess Conrol Cateaoies
flom Sustes [+ ks =
Crcate baokmark Bookmark on devicos  Use devices fom metadata
€ Select devices
Heb coed | Bk | mew> | Emen |

Click next on the rule wizard and select an optional stop criteria, in this example there is no stop criteria.
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Manage Rule [_[Ofx]
Name: | DaéctionOnSiPassEvent
Description: I
Active: v
Step 4: Stop criteria
{ Select stop criteria
¢ Perform stop action on <event>
 Perform stop action after <time>
ISl N actions performed on rule end
Edit the rule description [click an underlined item)
[Perform an action on Access denied [Access Control Cateqgories|
from Systems [+ units
Create bookmark MySiP: on the devices from metadata
Help l Cancel [ < Back | Next Finish

Click finish and the rule is set.

XProtect® Smart Client Maps
It is possible to put doors and CCure 9000 server(s) on an existing Smart Client Map to display door and
server status as well as execute manual commands. Login to the smart client:

XProtec
SMART CLIENT 2014

XProtect”
SMART CLIENT 2014

Computer Logging into Access Control...

SiPass
Authentication:

Domain: VM-MILESTONE

User name:

Password:

Connecting Retrieving configuration...
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Use an existing view, go into setup mode by pressing the setup button in red below and create a map by

dragging it onto a tile once in setup mode.

8252014 120958 PM — O X w220 121121 PM — O X
~eO 0 Y ~e0 Y

w2201 22030PM — O X

w220 2R - O X
-e0?

-~ 0By

Playback Sequence Explorer Alarm Manager Access Control System Monitor

Enter filter
fl Porte Principale Door 21
[l Porte Interieure Door #1
i Others
» B siPass

B3 AccessControl

s L

Shortcut: Set

[3) Carouse!

BETRE e

] Hotspot

HTML Page

Appl

Camera
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XProtect® Access Monitor tiles
Access monitor tiles allows the monitoring of access events on a specific door by displaying cardholder
credentials next to the video content. Drag the “Access Monitor” item from the System Overview onto a tile:

@ Milestone XProtect Smart Client 2014 8/25/201412:35:45PM = O X

Playback Sequence Explorer Alarm Manager Access Control System Monitor A -

XProtect < - e

4 [ Private
Default

M AccessControl

The following dialog will appear: to set access monitor tile settings select the door, sources, camera, and

event types: )
@ Access Monitor Settings n @ Access Monitor Settings [ < ||

Specify the settings for the Access Monitor Specify the settings for the Access Monitor

Door: Lo o Poor Porte Interieure Door #1

Sources: Porte Interieure Door #1 Sources: All sources

Porte Principale Door #1
Camera: Camera: 192.168.1.52 - Camera 1

Events: Events: Error, Warning, Alarm, Access granted.,...
Commands: Commands: | All commands

Order: Newest on top Order: Newest on top

8/25/2014 12:41:56PM — O X

Playback Sequence Explorer Alarm Manager Access Control System Monitor

Private
@ Default

s o
Set

)

= o < b No images B
S available
N

for
1on
i vm-miles...
Database
might be
empty.
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Alarm Acknowledgment

Alarm acknowledgment from XProtect to CCure 9000 is implemented. In XProtect versions earlier than 2016
R3, you can still perform alarm acknowledgment in XProtect, but it will not be propagated to CCure 9000.
Alarm acknowledgment from CCure 9000 to XProtect is not implemented due to the lack of such
functionality in CCure 9000.

Alarm acknowledgment is done in the XProtect Smart Client’s Alarm Manager tab. If you right-click an alarm,
and select either Acknowledge or Close, the alarm will be acknowledged in CCure 9000.

@ Milestone XProtect Smart Client

Live Playback Sequence Explorer Access Control System Monitor

& No map has been selected

Quick Filters Alarms  No fifer w
Y New (2) E= | Time a | Priority Level | State Level State Name  Message Source Owner D
12:563:31 PM 6/9/2017 1 1 Mew OnGuard Acc 2 - Lenel OpenProx 2
Y In progress (0)
T On hold (0) Acknowledge
Y Closed (0) Set on hold
Servers Edit
A& ISCUSTOMDEV02 Disable new alarms
Print

NOTE — As mentioned above, selecting either Acknowledge or Close will cause the alarm to be
acknowledged in CCure 9000 and removed from CCure 9000’s active alarm list. But, selecting Acknowledge
above does not remove the alarm from XProtect's Alarm Manager list. XProtect considers acknowledgment
and closing the alarm to be different steps. The result of all this is that, if you first acknowledge and then
close the alarm in XProtect, you will see an error in the debug log about failure to acknowledge the alarm in
CCure 9000. The reason is simple — the alarm was removed from CCure 9000's active alarm list when you did
the acknowledgment; therefore it didn't exist when you did the close. This does not cause problems; just
noise in the debug logs.
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Logging

By default the debug logs are enabled on both the Milestone event server plugin and the CCure 9000 server
but they are at a reduced log level (Info). They can be increased for diagnostics purposes to Debug (or even
Trace) but be aware that this change causes more information to be logged using more disk space and
possibly slowing down operations on busy servers. DO NOT LEAVE logging at Debug levels for extended
periods of time for performance reasons. It should only be used for diagnostics purposes and put back to
Info afterwards.

Gathering the logs

Milestone Event Server side
1. On the machine running the Milestone Event Server go to x:\ProgramData\VideoOS\ACMServer-
Plugin, where X: is the drive where Windows is installed
2. Create a zip file of the contents of that whole folder, name it ACMServerMIPlogs.zip
3. On the machine running the Milestone Event Server go to x:\ProgramData\Milestone\XProtect Event
Server\logs, where X: is the drive where Windows is installed
4. Create a zip file of the contents of that whole folder, name it MilestoneEventServerLogs.zip

CCure 9000 Server side

5. On the machine running the CCure 9000 server go to X:\ProgramData\VideoOS\ServiceHost\logs,
where X: is the drive where windows is installed

6. Create a zip file of the contents of that whole folder name it MilestoneHostLogs.zip

7. On the machine running the CCure 9000 server go to X:\\ProgramData\VideoOS\ServiceHost\Ser-
vices\VideoOSACMServerService\logs, where X: is the drive where windows is installed

8. Create a zip file of the contents of that whole folder and name it MilestoneACMServerServ-
iceLogs.zip

9. On the machine running the CCure 9000 server go to: X:\ProgramData\VideoOS\ServiceHost\Ser-
vices\VideoOSACMServerService\Plugins\CCure9kAcmServerPlugin\logs

10. Create a zip file of the contents of that whole folder and name it CCure9000AcmServer-
PluginLogs.zip

Changing logging level

Sometimes for diagnostics purposes, it is necessary to obtain more information about the running state of
the integration. The logging information can be increased by changing what we call the logging level. The
logging level can be set at any of the following values in increasing amount of information recorded to file
(Off, Fatal, Error, Warn, Info, Debug, Trace). Off writes no information to the file and Trace writes the most
information to file. The default setting is Info. The logs auto-delete after 10 days, so they do not take up too
much disk space. Here is the procedure to change the log levels in the different modules of the integration:

Milestone Event Server side
1. On the machine running the Milestone Event Server go to x:\ProgramData\VideoOS\ACMServer-
Plugin, where X: is the drive where Windows is installed
2. There should be subfolders that use a unique identifier (GUID) something like “4c53f6e5-e951-1616-
83f0-e44fb813e451". For each of these folders do the following:
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o

Find a file named “ACMServerPluginNLog.xml", open it with a text editor like notepad

The second to last line in the file is like this “<logger name="*" minlevel="Info"
writeTo="mainlog" />"

Change the “Info” to “Debug” or “Trace” in that line and save the file.

Depending on the OS you are running you may have to save the file to the desktop and
copy it back to that folder because windows permissions will not let you save a file there di-
rectly.

CCure 9000 Server side
1. On the CCure 9000 server machine go to x:\\ProgramData\VideoOS\ServiceHost. X: would be the
drive where windows is installed.

a.
b.

Find a file named "ServiceHostNLog.xml", open it with a text editor like notepad

Near the bottom of the file, find the lines starting with “<logger name="*"", “<logger
name=" CCure9kAcmServerPlugin.*", and “<logger name=" Milestone.CCure9k.Client.*"".
Change the "minlevel” attribute values in those lines from their current values to “Debug” or
“Trace” and save the file.

Depending on the OS you are running you may have to save the file to the desktop and
copy it back to that folder because windows permissions will not let you save a file there di-

rectly.

2. On the CCure 9000 server machine go to x:\ProgramData\VideoOS\ServiceHost\Services\Vide-
0OSACMServerService. X: would be the drive where windows is installed.

a.
b.

C.

Find a file named "VideoOSACMServerNLog.xml", open it with a text editor like notepad
The second to last line in the file is like this “<logger name="*" minlevel="Info"
writeTo="mainlog" />"

Change the “Info” to “Debug” or “Trace” in that line and save the file.

Depending on the OS you are running you may have to save the file to the desktop and copy it back to that

folder because windows permissions will not let you save a file there directly

Troubleshooting Guide

Symptom: CCure 9000 loses communication with the access control hardware
Communication can be lost for the following reasons:
1) Firewall blocking the traffic

Symptom: XProtect® Smart Client shows a System Error event with StateCode:
LicensedQuantityReached when sending commands to CCure 9000

Make sure you only connect to the CCure 9000 server with one ACM server. Connecting with multiple ACM
servers is not supported.
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Symptom: XProtect® Smart Client not showing alarm panels or their inputs/outputs

There is a known bug in the 2017 XProtect Smart Clients where certain configuration elements (e.g. alarm
panels) and their inputs and outputs do not appear in the map'’s Element Selector. This bug was fixed in the
2018 R1 release.

Symptom: CCure 9000 ACM instance is not displayed in the XProtect® Management Client
If XProtect is unable to communicate with the CCure 9000ACM instance, the instance will not appear in the
Access Control section of the Management Client. Do the following steps in the following order:

e Close the Management Client and Smart Client

e Stop the Milestone Event Server

e Stop the Milestone ACM Service

e Ensure CCure 9000 is running successfully. This may require restarting services.

e Start the Milestone ACM Service

e  Start the Milestone Event Server, and wait for it to come to ready

e Start the Management Client

Symptom: CCure 9000 ACM looking for secured connection with XProtect®

Check the SSL configuration for the CCure 9000 plugin:

A certificate must be provided and configured in IIS for the CCure 9000 Victor web service to accept secure
HTTPS connection on port 443. From the CCure Server open a browser window. Cut and Paste this URL to
review IIS and SSL encryption:

https://www.swhouse.com/products/CCURE 9000.aspx
Look under “Manuals”

To check if the Port number needs to be setup for HTTPS on the XProtect Server:

Go to Start, Windows Administrative Tools, Computer Management.

In Computer Management, Select Services and Applications, Internal Information Services (IIS) Manager.
Click on Browse *.443 to validate if HTTPS is working. It will try to login with TLS onto a secure website. If it's
blocked then that port is not setup.

& Computer Management

File Action View Help
L 2N] o]

& Comp gement (Local) e 3 CDO-CCUREZT » Sites » DefoultWebSite b victorwebsenvice b
v 1} System Tools
() Task Scheduler Connections
{8 Event Viewer FEETE Q victorwebservice Home
] Shared Folders © s“ P 2 =
5 Start Page =
& Local sers and Groups } 9 Filter: Go - (G ShowAll | Groupby: Area -
® Performance €5 CDO-CCURE27 (CDO-CC
r +-[ Application Pools ASP.NET
& Device Manager e A o @ X e . 3 -
g 5] Sites z \ =
B v 28 @ B B 9 & @ 3 =
= Z] % = I (= ab| E5
W Windows Server Backup ~ & Defauit Web Site F — = &] S @ ] & Manage Application
1 aspnet_client NET MNET  NETEmor  NET  NETProfile .NETRoles NETTst NETUsers Application Connection MachineKey Pagesand =
P sWHAutoUpda i Compilation ~ Pages Levels Settings Strings Centrols Browse Applicatior
3 ictorSomple _ - =
-7 victorwebsenvic o' 3
& Senvices T apidocs Providers  Session State SMTP E-mail
& WMI Control . Areas
£ SQL Server Configuration Manager = ’:“E“ Is
“ bin L
- 5 =
e & A 3 @ 9 4 B & = £
= Views ASP Authentic.. Authorizst..  CGl  Compression Default Failed  Handier  HTTP HTTR
Rules Documen t RequestTra.. Mappings  Redirect  Respon.
s = 3 . =)
2 B = M & =



https://eur01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.swhouse.com%2Fproducts%2FCCURE_9000.aspx&data=02%7C01%7C%7Cbf3271f6bd614bc149ac08d761621acc%7C4744e4b2072d4754be71250b45e049fe%7C0%7C0%7C637084946327152375&sdata=tsNQ9pRCP9S65ypZAgEs32jvLiZP2Ciq%2FrefLqVHMWA%3D&reserved=0
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To setup HTTPS on Port 443, Go to “Default Web Site” and click on” Bindings”....

& Computer Management (Local)
vt System Tools

(&~ @ COO-CCUREZT » Sites » Default Web Site »

> (B Task Scheduler
> [ Event Viewer

€ i 2.

Connections

5 &) Shared Folders
5 & Local Usersand Groups
> () Peformance
& Device Manager
v £ storage
> Wb Windows Server Backup
& Disk Management
v By Services and Applications
W Internet Information Services (IIS) Manager
> [ Routing and Remote Access
% Senvices
& WMI Control
> [ 5L Server Configuration Manager

W5 Start Page
§ CDO-CCURE2T (CDO-CC

12 Application Pools

~ o] Sites |
& Default Web Site
5 -] aspnet_client

5 -3 SWHAutoUpda

5 (@ victorSample

v-(D victorwebserviq
+ [ apidocs
5 Areas
5[] Assets
> [ bin
5[] Content
> Logs
» [ Views

0 Default Web Site Home

Filter: + % Go - ighShowAll | Groupby: Area M=

ASPNET

T & =
3 ¢
NET NET NET Error

Authorizat.. Compilation  Pages

2 & [

Providers  Session State SMTP E-mail

2 B 4

ASP Authentic... Authorizat..
Rules

@ H

Then click on Type HTTPS and Edit.
Click on SSL certificate and Select it the appropriate certificate. The certificate allows access to Secured ports.

Site Bindings

q Default Web Site Home

@

NET

Globalization

CGl

#

& B 4

WNET Profile  .NETRoles  NET Trust
Levels

Settings

Compression  Default
Document  Browsing

A = 8 &

@ &

Directory  ErrorPages  Failed

Request Tra..

FRE B &

NET Users  Application  Connection Machine Key  Pagesand

Strings

Handler
Mappings

Controls
S
HTTP HTTP

Redirect  Respon

@ Explore
Edit Permissions...

Restart
Stop

Browse Website

Advanced Settings...

Configure

j

Type
http
https

Ay

A Edit Site Binding

? >

Type: IP address: Port:

https All Unassigned v| |-‘1-'H |

WE

Host name:
| | ce
[] Require Server Name Indication

S5L certificate:

Mot selected it Select... Siew
WHMSVC-5HAZ

CCURESD00GOCert_wixCert_1 | oK Cancel

Close

an|

Management
=

T

If the instance still does not appear in the Management Client, investigate the logs (see Logging) to discover

the specific cause.

f s

n Connes
Strin

Hand
1. Mappi
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Symptom: CCure 9000 ACM instance cannot communicate with CCure 9000
If XProtect is unable to authenticate or communicate with CCure 9000, there might be a problem with the
CCure 9000 victor web service application pool. Do the following steps to make sure the CCure 9000 victor
web service is correctly started and accepts requests.
e On the CCure 9000 machine, open a web browser and go the address below:
http://localhost/victorwebservice/
e Make sure it opens a page similar to the one below:

[ victor web service X -+

2> @ @ localhost/victorwebservice 7w O
|

Home API Connections

The victor web service is a RESTful APl which can be used by third party clients to connect and
communicate with the Crossfire SiteManager. Some of the functionalities include creating,
updating, deleting and retrieving the objects created in CCure or victor applications. This web
service can be used to get journal messages, alarms, and events on request. Sending a camera or
a salvo to 2 monitor of a workstation is also possible.

Contents

APl
API that uses the RESTful structure to communicate with the CrossFire SiteManager to perform
GET/PUT/POST and DELETE operations. View Details

Sample Application -

e If an Error page similar to the one below is displayed instead, click the button to recycle the victor
web service application pool.

= O X
[% victor web service - Errar X +
> C @ localhost/victorwebservice T e
Error

Either the CrossFire framework service is not running and/or victor web service is not licensed.
Note:

If vou have corrected the problem(s) above. you must recycle the victor web service IIS application pool in order
for the changes to take effect. Click the button below to attempt to automatically recvele the vietor web service
application pool. Depending on the configuration of certain systems, this option may not be successful, and the
victor web service application pool must be recyeled manually.

| Click here to attempt to automatically recycle the victor web service application poal |
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Symptom: Login fails with CCure 9000 when using a multi-parts domain user

It appears that the default Operator created when installing CCure 9000 will only retain the first part of a

multi-parts domain name.

For example, if CCure 9000 is installed using the Administrator user on the CUSTDEV.US domain, only the
CUSTDEV part will be kept in the Operator definition (the .US part will be lost). Trying to login using the full
domain name won't work (as shown in the images below). The same domain name must be used in both

places for login to succeed (including or excluding the multiple parts of the domain).

& Operator - Administrator
[H Save and Close [i Save and New

Name: [Administrator]

Description: |CUSTDEV_Administrator

[] Enabled
General  Layout Groups  State images
Operator Authentication

User Name: ‘ADM\N\STRATOH

Windows
DﬂmmNEmJ [cusToev |

Basic

Paswers |
Confirm Password
Privieges and Schedules
F2Add.. =, Remove
Priviege Group Schedule

[ svsem AL

Create Access Control System Integration

Create access control system integration

Name the access contral system integration, select the integration plug-in and enter the connection details.

Name: |ccure

Integration plug-in: | Tyco-CCure3000-USLT-SRE-02.milestone.dk

Address: |VM—CCU RESK-2_60

Port: |20

Use HTTPS: Il

Username: IlCUSTDEV.US\*ﬂmmistrator

[} d: I

‘Connection Profile: | USLT-SRE-02.milestone.dk

Login Failed (Uri: http:/fvm-ccure9k-2_80/, Username: CUSTDEV.US\Administrator).
Response from CCURE: NotFound [404] - Reason: Not Found

All other support issues

For issues not covered in this guide, please contact Milestone Support at support@milestone.us, or by phone

at 503-350-1100.


mailto:support@milestone.us

Milestone Systems is a leading provider of open platform
video management software; technology that helps the
world see how to ensure safety, protect assets and increase
business efficiency. Milestone enables an open platform
community that drives collaboration and innovation in the

development and use of network video technology, with
reliable and scalable solutions that are proven in more than
150,000 sites worldwide. Founded in 1998, Milestone is a
stand-alone company in the Canon Group.




