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Target Audience for this Document

This document is aimed at system users and describes the integration between Lenel OnGuard and Milestone.
Basic knowledge of the Milestone XProtect surveillance software is required.

High knowledge of the Lenel system usage is required.
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Copyright, Trademarks & Disclaimers

Copyright
© 2017 Milestone Systems A/S.

Trademarks
XProtect is a registered trademark of Milestone Systems A/S.
Microsoft and Windows are registered trademarks of Microsoft Corporation.

All other trademarks mentioned in this document are trademarks of their respective owners.

Disclaimer
This document is intended for general information purposes only, and due care has been taken in its preparation.

Any risk arising from the use of this information rests with the recipient, and nothing herein should be construed
as constituting any kind of warranty.

Milestone Systems A/S reserve the right to make adjustments without prior notification.

All names of people and organizations used in this document's examples are fictitious. Any resemblance to any
actual organization or person, living or dead, is purely coincidental and unintended.

This product may make use of third party software for which specific terms and conditions may apply. When that
is the case, you can find more information in the file 3rd_party_software_terms_and_conditions.txt located in your
Milestone surveillance system installation folder.
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Revisions

Date Version What was changed Author
05/11/2016 1.0 Original version Doug Beyer
04/07/2017 1.0 Added OnGuard versions certified | Doug Beyer

against and updated scability
numbers.
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Scalability Testing

The Lenel ACM integration has been tested against the following. Any customer exceeding the number of devices
or using different hardware should contact Milestone to coordinate any additional testing or code changes.

Numbers of devices

Type of Device Count
Door 1029
Reader 1029
Panel 1900
Alarm Panel 38
Card Holders 10000

Physical hardware

Any other hardware has not been tested:

LNL-500 Intelligent System Controller
LNL-2220 Intelligent Dual Reader Controller
LNL-1320 Dual Reader Interface Module
LNL-1300 Single Reader Interface Module
LNL-1100 Input Control Module

LNL-1200 Output Control Module
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General description

Introduction

This document describes specifics to the Access Control Module (ACM) integration between Milestone XProtect and the Lenel
OnGuard access control (AC) system.

This integration supports the following standard ACM features:

Retrieve configuration from the Lenel AC system, e.g. doors and event types

Receive AC event streams and state changes from the Lenel system

Get/Search cardholder information with picture association (if available through the HR API)

Add images to cardholders if not available through Lenel

Create alarms in alarm manager based on AC events - these alarms will be managed only in the XProtect platform. This
means that if an alarm is acknowledged in the Milestone Video Management System (VMS), the alarm will still remain
open on the Lenel system

e Association of access events to cameras for simultaneous display of events and live video

e Select and categorize the events the user wants to view from the Lenel system

e Trigger rules or actions based on access events — e.g. start recording, go to PTZ preset, display access request, send
camera to matrix and system actions such as activate output or trigger manual event. With XProtect Corporate and Expert
this functionality is extended to full use of the event as a triggering mechanism for the rules system.

Solution overview

The solution provided is split in 3 components:

e The ACM Server MIP Plugin that runs in the XProtect Event Server
e The ACM Server that runs on the Lenel server
e The Lenel-OnGuard ACM Server plugin that runs on the Lenel server as well

XProtect Management Server Lenel OnGuard Server
S5L
|'Inl'| Wl Lenel
[ | ~—— DataConduit
HTTP REST API eanice
SIGNALR Events W
¥
XProtect \
] Lenel ]
e OnGuard ACM Communication
>envice | server Plugin
Lenel Linkage
Service

saL

ene
Database
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Prerequisites

e General
o .NET Framework 4.5 must be installed on the Lenel server machine (dotnetfx45_full_x86_x64.exe)
o All servers (i.e. the Lenel and Milestone machines) must be time-synchronized to within a couple of minutes of
one another.
o The customer must have a Milestone license with Access Control enabled and the proper number of doors and
cameras allocated.
e The Lenel AC System
o The supported Lenel versions are 7.0 service pack 2, 7.1 update 1, and 7.2 update 1, 7.3.345 (or later).
SQL Server is properly configured. See Configure SOL Server for Connections for suggestions.
Lenel is properly configured for its hardware and successfully communicates with its hardware.
Lenel is configured for single sign-on (see below for details).
Lenel is configured to generate software events (see below for details).
The following Windows services are running on the Lenel machine:
= LS Communication Server — required for the hardware to communicate with the Lenel OnGuard AC
system
= LS DataCondulT Service — required for our integration to use the Lenel DataConduit API
= LS Linkage Server — required for event handling.
e The Milestone ACM Server
o Must be run in the context of a Windows admin user that is linked to a Lenel Directory that is marked as single
sign-on. See below below for details.
o  XProtect Management and Smart Client Applications
e The machine running the Milestone Event Server must have network name resolution such that it can resolve the
computer name of the Lenel Server machine (e.g. DNS, manual host file entry, etc). The Lenel machine must also be
able to resolve the Milestone machine.
e The user that runs the Milestone Management Client application needs to be configured as an administrator within
Milestone.
e The user that runs the Milestone Management Client and Smart Client applications needs to be configured to use the
default smart client and management profiles.
o Inthe Milestone Management Client, the user should be a member of the Administrator’s Role
o The Smart Client user’s profile should include Access Control — Show access request notifications =
Yes (default setting) and any other rights that affect what the user can see/access in Smart Client

O O O O O

The default Smart Client profile does have these rights as shown below:

File Edit View Action Tools Help

H9 eeH
Site Navigation O R[WFropsttics I,
=@ WIN-TF1AKEGTGKC - (10.0 |l =-£3 Smart Client Profiles (sorted by p || Smart Client profile settings - Access Control
L:_H:u Basics - £ Default Smart Client Profile Title Setting Locked
License Information Show access request netifications Yes v O

Site Information
E}% Remote Connect Service
[ Auis One-click Camer 2
E}ﬁ Servers
@ Recording Servers
ﬂ Failover Servers
-2 Devices
~=30 Cameras
- M Microphones
@ Speskers
? Metadata

oo Input
Q Output
= Client
R Smart \wall
View Groups
- £2 Smart Client Profiles
g Management Client P
Matrix

w

< m >

Site Navigation | Federaied Site Hier |f < n > /€D Info | £ General | 94, Advanced | Live | @y Playback |4% Setup | ¥ Export | 2= Timeline | Bk Access Control [H Vien < |2
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Configure Lenel OnGuard for Single Sign-On

1. Using the Lenel System Administration app:
a. Click Administration + Directories
i. Add a “Windows Local Accounts” directory.
1. Use the machine name for the Hostname field.
2. Ensure that “Enable single sign-on” is checked.
3. On the Authentication tab, select “Current Windows Account”.
ii. Note that if you're creating a Directory of a type other than “Windows Local Accounts” (e.g. LDAP,
Active Directory, NT 4 Domain), then ensure that the user is both a member of the Domain
Administrators group and the Local Adminstrators group on the Lenel OnGuard server.

_I:I-

23 System Administration - dbe dbe - [Directories]
@ Application Edit View Administration Access Control Monitoring Video Additional Hardware Logical Access Window Help -8 X
nas oy ARERES el 2 0adER 2o0s 0D XS hic flGindi st B B8
auSystemJree o Directories
4 [ Hardware 'y
4 % Panel 1 Name Type General | Authentication
4 B0 Reader 1 &HNT 4 Domain Directory Microsoft Windc
L § Auxiliary Input 1 #Windows Local Accounts 1 Windows Local , Name:
2 Auxiliary Input 2 Windows Local Accounts 1
& Auxiliary Output 1
8 Auwxiliary Output 2 yoe
3 P Windows Local Accounts
1 B8 Reader 2
v @0 Reader 3 Hostname:
» B0 Reader 4 W12-ONGUARD-LAB it
@ 1100 board
8 1200 Enable single sign-on
¥ Default Area
I & W12-XPCO-LAB
v [@ Holidays
I # Timezones
v B Access Levels
I § Access Groups
v B Card Formats
< m >
[ g | wodity | [ Delee | [ Hep. |
Cardholders\@Holidays,"Timemnes|.l Access Levels | Users @Directnries’i Areas |
Ready U CR

b. Click Administration + Users

www.milestonesys.com

Note that the integration will only discover hardware and get events from Lenel segments
that the user is configured for. So if the integration should see all hardware and events, the
single signon user must be configured to have access to all segments.

Add a new user.
1. General tab
a. Give the user some name.
i. Both first and last names are required but they can be same string if the last
name isn’t logically required.
ii. | believe the values of the first and last names are immaterial with respect to
setting up single sign-on.
iii. The first and last names do not have to match an actual Windows user.
b. Be sure that “Access to this system is disabled” is NOT checked.
2. Directory Accounts tab
a. Link the user to the directory you created above.

Page 10 Prerequisites




sam&m Edit View Administration Access Control Mnmtnnng Video  Additional Hardware LnglcalAccﬁs Window Help
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Users |Seard| | System Pemission Groups | Cardholder Pemmission Groups | Monitor Permission Groups I Report Pemission Groups | Field/Page Permission Groups |

Name System Cardholder Monitor Report Field/P Pemmission Groups | Ares Access Manager Levels | Monitor Zone Assignment
£ Administrator, Administrator System Admin Cardholder Admin Monitor Admin  <Full Access>  View/Ey General Drsctory Accounts Intemal Account
Badge Operator, Badge Operator ~ System Badge Operator  Cardholder Badge Operator Viewing =

= ) g i . o Name User Nam Directory
dbe, dbe System Admin Cardholder Admin Meonitor Admin  <Full Access> View/Ei
System Account, System Account  (All isSi (AP is5i (All Permissions)  (All Permissions)  (All Per|

< n >

[] Hide users whose access to this system is disabled
Hide users that have been automatically created

[ ok [ cencel | [ o | Add Mode

Close

In the Select Account dialog, Select Directory from drop-down, click Search, select a Windows user (must be a member of the

machine’s local Administrators group) in Accounts then click OK.

Note that a single Lenel Directory can only be linked to one Windows user. If you attempt to create another Lenel user and try to

link that same Lenel Directory to a different Windows user the dialog’s Accounts list, it will fail.

lDirectDr_l,l:

Windows Local Accaunts 1

Figld: Condition:

|Name v| |cnntains v| |

Search

Accounts:

M ame Usger Name

£ Administrator f—'«dmlnl&trator

£ dbe

 Guest Guest

ﬂ Local System LocalSystem
tileztone Technical Support User MTSUser

Somel] ser Somellzer

#hian Downz #hah \
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) System Administration - dbe dbe - [Users] —|O -
Application Edit View Administration Access Control Monitoring Video Additional Hardware Logical Access Window Help -8 X
a2 BvaPEREE BeBre 2ot L ERNAnEs R ¥@EEhiaBlis smiBOS Faq
: Sysiy O.x
= em Tiee, mission Groups | Cardholder Permission Groups | Monitor Permission Groups | Report Permission Groups | Field/Page Permission Groups ‘
Fl ?;a;c;v::lre-l System Cardholder Monitor Area A:c?s ManaerLEvle | Monitor Zone Assignment
5 i e
4 B Reader 1 trator System Admin Cardholder Admin Monitor Admill HEE mocots ‘ fuctpe |4 oot l BempesonGioups
4 Auxiliary Input 1 e Operator System Badge Operator  Cardholder Badge Operator Name User Name | Directory -
% Auxiliary Input 2 System Admin Cardholder Admin Monitor Admi| €dbe  dbe o Lol P gy
& Auxiliary Output 1 m Account  (All Permissions) (All Permissions) (All Permissior|
& Auxiliary Output 2
v B0 Reader 2
» B0 Reader 3
1 B0 Reader 4
B 1100 board
@ 1200
S Default Area
&8 W12-XPCO-LAB
» @& Holidays
» @ Timezones
v B Access Levels
r & Access Groups
1 B8 Card Formats Link. Unlink
mn b2
to this system is disabled
automatically created
Nelata Heln 1 nf 4 srlerted ] Clnse
< 1]
E_Cardhﬂlders“@_Holidays[ﬁmezones\ B Access Levels & Users @ Directories| B Areas |
Ready | CAP| NUM| SCRL| -

3. Internal Account tab
a. We tested the integration using both vaild and invalid login credentials, and with the
“User has internal account” checked and unchecked. None of these settings seem to
impact or impair the functionality of the integration in any observable way.

b. The “User has internal account” checkbox defaults to being checked. It's sufficient to
leave it checked.

c. Enter login credentials.

i. Login credentials are required by the Ul. As stated above, it seems that
either valid or invalid credentials are sufficient for our plugin to have access
to DataConduit.

4. Permission Group tab
a. Assign the following permission groups:
i. System = System Admin
ii. Cardholder = Cardholder Admin
iii. Monitor = Monitor Admin
iv. Reports = Full Access
v. Field/page = View/Edit All Fields
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System Administration - dbe dbe - [Users]

Application Edit View Administration AccessControl Monitoring Video Additional Hardware Logical Access Window Help

: System Tree

4 @ Hardware
4 a Panel 1
-« @0 Reader 1
2 Auxiliary Input 1
& Auxiliary Input 2
& Auxiliary Output 1
8 Auxiliary Output 2
v B0 Reader 2
v @0 Reader 3
» B0 Reader 4
B 1100 board
@ 1200
S Default Area
I & W12-XPCO-LAB
» @& Holidays
» @ Timezones
1 B Access Levels
r & Access Groups
v B8 Card Formats

0.

mission Groups | Cardholder Permission Groups | Manitor Permission Groups | Report Permission Groups | Field/Page Permission Groups \

Fras ey T RERES 3Bede b otCERNEans O X6 2%hic ShGia aBif @O L

Cardholder

Cardholder Admin

e Operator System Badge Operator Cardholder Badge Operator
System Admin Cardholder Admin

(All Permissions)

System

trator System Admin

m Account  (All Permissions)

Monitor
Monitor Admi

Monitor Admil|
(All Permissior|

Area Access Manager Levels |

Monitor Zone Assignment

‘ General | Directory Accounts I Internal Account |

System

System Admin
Cardholder.
Cardholder Admin
Monitor.

Monitor Admin
Reports

<Full Access>
Field/page

View/Edit All Fields

to this system is disabled
automatically created

Permission Groups

Delrtr Hrin
<

1 nf 4 srlacied
n

Clnsr
2|

ﬁ Cardholder5|@Holiday5 £ Timezones| Bl Access Levels & Users @ Directories|’ Areas |

Ready

2. Setting Milestone ACM Server start options
a. Open Windows Services (Start menu + type “services” (without the quotes) + Run As Administrator).
b. Locate the Milestone ACM Server service

Right-click and select Properties

ii. GotoLog On tab, select “This account”, and enter the credentials of a Windows admin user that is
linked to a Lenel Directory that is marked for single sign-on.

1. See the Lenel System Administration application + Users + Directory Accounts tab above

where you identified the Lenel Directory that was marked for single sign-on.

Configure Lenel OnGuard to Generate Software Events

1. Under Administration + System Options:
a. Check the DataConduit Service + Generate Software Events checkbox.
b. Set the Linkage Server Host to the Lenel server's machine name.
c. Setthe Message Broker Service Host to the Lenel server’'s machine name.

Configure SQL Server for Connections

These instructions are not meant to replace the knowledge of a trained SQL Server administrator. They are here because we've
seen SQL Server installations not configured this way and the Lenel integration was unable to connect to the database.

The following assumes that SQL Server is using its default ports.

1. Make sure that the SQL Server Browser service is started on the server.
a. Use the Windows Services Ul to start the Browser service if it's not running.
2. Make sure that you have configured the firewall on the server instance of SQL Server to open ports for SQL Server and

the SQL Server Browser port
a. InWindows Firewall

www.milestonesys.com

i. Enable incoming port UDP on port 1434

Enable incoming port TCP on port 1433
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3.
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Use the SQL Server Surface Area Configuration tool to enable SQL Server to accept remote connections over the TCP or
named pipes protocols

a. In SQL Server Configuration Manager:
i. Enable TCP/IP protocol for port 1433
ﬁ 5gl Server Configuration Manager
File Action View Help
5| 2|E=H
‘g S0L Server Configuration Manager (Local) Protocol Mame Status
B SQL Server Services _ _ || % Shared Memory  Enabled
_E_ S0L Server Metwork Configuration (32bit . .
= ) ) ] ] ¥ MNamed Pipes Disabled
[+ = ative Client 11.0 Configuration (32 TCR/P Enabled
= nable
4 . 501 Server Metwork Configuration
Et: Protocols for SULERF TCP/AP Properties
Et: Protocols for MSSQLSERVER
» & sQL Native Client 110 Configuration IP Addresses
TCP Dynamic Ports 0
TCP Port
Bl 1pa
TCP Dynamic Ports Q
TCP Port
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Installation

The installation package consists of three files which should be installed in the following order:

1) Install the pre-requisites on the Lenel server machine
a) .NET Framework 4.5
b) Milestone MIP SDK 2016

2) Milestone.ACMServer.msi: Installer for the ACM Server
a) Must be installed on the Lenel server machine

3) Milestone.ACMServer.LenelOnGuard.msi: Installer for the Lenel-OnGuard ACM Server plugin
a) Must beinstalled on the Lenel server machine, after the ACMServer.

4) Milestone.ACMServer.MipPlugin.msi: Installer for the XProtect Event Server ACM MIP Plugin
a) Must be installed on the XProtect Machine that hosts the Event Server Windows service

5) Configure the Milestone ACM Server service (see below).

ACM Server

Copy the “Milestone.ACMServer.msi” file to a temporary folder on the Lenel server and double-click to install, you should see a
screen similar to the following:

{i Milestone ACM Server Setup [_ O] X]

~ Welcome to the Milestone ACM Server
Setup Wizard

The Setup Wizard will install Milestone ACM Server on your
computer. Click Mext to continue or Cancel to exit the Setup
Wizard,

Cancel |

Press next and you will now be able to select the installation path, it is recommended to use the default as displayed:
&

Back

tone ACM Server Setup == B3

Please select a destination folder:

Install Milestone ACM Server to:

|C:1,Pragram Files {x86)\Milestone ACM Server\

Change... I

Cancel '

Press next and you are now ready to install, if you are satisfied with the selected options, press install to continue:
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|§! Milestone ACM Server Setup !E E

e apen plotism campany|

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

Back Cancel

Install progress...

|§ Milestone ACM Server Setup

Please wait while the Setup Wizard installs Milestone ACM Server.

Status:
===

Back l [dext I

You have successfully installed the ACM Server:

{& Milestone ACM Server Setup =& B3

Setup Wizard

Click the Finish button to exit the Setup Wizard.

Back Caricel

V1.0 — 05/11/2016

You can verify that the service installed successfully by looking in the Services control panel for a service named Milestone ACM

Server.

www.milestonesys.com
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Q Services HE‘ m

Eile Action View Help

&= |mE k= B> minn

., Services (Local) | Name < | Description | Status | StartupType [ logOnas [ 4|
“ChMicrosoft NET Framework NGEN v4.0,30319_X86 Microsoft ... Automatic (D... Local System
L‘:%Microsoft Antimalware Service Helps prot...  Started Automatic Local System
@‘*Micmsoft Fibre Channel Platform Registration Service Registers t... Manual Local Service
&) Microsoft iSCSI Initiator Service Manages ... Manual Local System |
k. Microsoft Network Inspection Helps guar... Manual Local Service

Manual

Started

Manages s...

Started Automatic Loc, em
@&Multimedia Class Scheduler Enables rel... Manual Local System
@Net.Msmq Listener Adapter Receives a... Disabled Metwork S...
@Net.Pipe Listener Adapter Receives a... Disabled Local Service
&Net.Tcp Listener Adapter Receives a... Disabled Local Service ;‘

Local System

Extended p, Standard /

ACM Server: Lenel-OnGuard Plugin

V1.0 — 05/11/2016

Copy the ” Milestone.ACMServer.LenelOnGuard.msi” file to a temporay folder and double-click to install, you should see a screen

similar to the following:

uard P

The Setup Wizard will install Milestone ACM Server:
LenelOnGuard Plugin on your computer. Click Next to continue
or Cancel to exit the Setup Wizard.

lugin Séiup Wizard

The Lenel-OnGuard plugin automatically detects the presence of both the Lenel server and the pre-installed ACM Server. If either

is missing it will refuse to install. There are no options to choose from, when you are ready press install.

www.milestonesys.com Page 17
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Click Install to begin the installation. Click Back to review or change any of your installation
settings. Click Cancel to exit the wizard.

Install progress...
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Please wait while the Setup Wizard installs Milestone ACM Server: LenelOnGuard Plugin.

Updating component registration

You have successfully installed the Milestone ACM Server Lenel-OnGuard Plugin
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Click the Finish button to exit the Setup Wizard.

Cancel

You can verify that the Lenel-OnGuard Plugin is installed and loaded from the logs below:
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11:22:19

N(F N - C:\ProgramData\VideoOS\ServiceHost\logs \;‘E-
Home Share WView W o
@ - M H "C:\ProgramData\VideoOS\ServiceHost\logs v| C,‘ ‘ Search logs P ‘
I VideoOS ~|  Name Date modified Size Ty
| ServiceHost
w IE' AssemblyScanner-W12-ONGUARD-LAB.L..  5/11/2016 11:22 AL 1TKB Te
ogs
. VideoOS.ServiceHost-W[1 2-ONGUARD-L..  5/11/2016 11:22 A... 2KB Te
| Services
'll:_l__ﬂ!"ll"‘l.lr__.v < | III | )
2items 1 item selected 1.59 KB =]
E VideoOS.ServiceHost-W12-ONGUARD-LAB.log - Notepad —o] x |
File Edit Format View Help
11:22:17 Services Manager Dependency Resolver: Looking for VideoOS.ACMServer, ~

Version=1.0.0.0, Culture=neutral, PublicKeyToken=86812e601a776T67...

11:22:17 Services Manager Dependency Resolver: Found C:\ProgramData\VideoQs
\ServiceHost\Services\videoOSACMServerservice\VideoOS.ACMServer.dll that matches
assembly name videoOS.ACMServer

11:22:19 Found 1 ACM Server Plugins:
11:22:19 - Lenel OnGuard - 121cbheB86-bf5b-4465-990@-4115334c83c1

ACM Server: XProtect ACM MIP Plugin

Copy the "Milestone.ACMServer.MipPlugin.msi” file to a temporay folder on the server where the Xprotect Event Server is installed
(in a typical deployment, this is the XProtect Management Server) and double-click to install. You should see a screen similar to the

following:

|§'- Milestone ACM Server: MIP Plugin Setup

MIP Plugin Setup Wizard

The Setup Wizard will install Milestone ACM Server: MIP
Plugin on your computer. Click Next to continue or Cancel to
exit the Setup Wizard,

Cancel l

www.milestonesys.com
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The installer will detect the presence of the XProtect Event Server on the machine and will refuse to install if it cannot be found. It

is recommended to leave the default install path as displayed below and press next.

1
|§! Milestone ACM Server: MIP Plugin Setup !El B3

ik

Please select a destination folder: e apen platiom campany

Install Milestone ACM Server: MIP Plugin to:

IC:\Program Files {x86)\Milestone ACM Server MIP Plugin},

Change. .. I

Back

Cancel |

If you are satisfied with the path selection and you are ready to install press "Install”

3 Milestone ACM Server: MIP Plugin Setup

Click Install to begin the installation. Click Back to review or change any of your
installation settings, Click Cancel to exit the wizard.

Back

Cancel

Installation progress...

Please wait while the Setup Wizard installs Milestone ACM Server: MIP Plugin.

Status:

|

Back | [dext |

You have successfully installed the ACM MIP Plugin for ACM Server
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“Z,! Milestone ACM Server: MIP Plugin Setup

- Comple

MIP Plugin Setup lzard

Click the Finish button to exit the Setup Wizard.

Carcel |
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Configuration

ACM Server: Configure to RunAs Lenel Single-Signon Account

On the Lenel server machine, click the Windows Start menu and type “services”. Right click Services and select “Run as
administrator”.

Search

Everywhere -

SErvIces

0, Services
=

Pin to Start

Pin to Taskbar

Open in new window

Run as administrator . )
n Services {[IS)

Open file location

Right-click the Milestone ACM Server service and select Properties:
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File Action View Help
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N EEEEN E R

‘% Services (Loca

Milestone ACM Server

Stop the service
Restart the service

%k Multimedia Class
:NetTcp Port Sha
2} Netlogon

% Netwark Access [
Z: Network Connect
2% Network Connect All Tasks
2% Network List Sery Refresh

% Network Locatio Properties
i Network Store In

£k Ointimize Arivec Halnt Tha

Fs

MName Description

;LS Site Publication Ser... This service ..
‘LS Video Archive Server The Video ..

2 Microsoft iSCSI Initiat.. Manages In...
Z: Microsoft Software Sh.. Manages so...
;. Microsoft Storage 5p... Host service...

*3Milestone ACM Sy

Start
Stop
Pause
Resume
Restart

Status

Help

Startup Type
Manual
Manual
Manual
Manual
Manual
Automatic
Manual
Disabled
Manual
Manual
Manual

Manual (Trig...

Manual
Automatic
Automatic

hAannal

Log On As

Local Syst...
Local Syst...
Local Syst...
Local Syst...
Network S...

Local Syst...
Local Servi...
Local Syst...
MNetwork 5.
Local Syst...
Local Syst...
Local Servi...
MNetwork S...
Local Servi...

| nral Swet

Extended /, Standard /

Click the “Log On” tab, select “This account”, and enter the credentials of an admin user on the local machine. Note that this admin
user must be linked to a Lenel Directory that is configured for single signon (see above for configuring single signon).

www.milestonesys.com
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General | Log On | Recovery | Dependencies

Log on as:

() Local System account

[ | Allow service to interact with desktop

(@) This account \dbe

Password: SRR RRBRRRRR

CUnﬁrm paSSWUrd: SRR RNRRRRRRRR

IMPORTANT: Restart the Milestone ACM Server service.

ACM Server: XProtect ACM MIP Plugin

V1.0 — 05/11/2016

Once all three installers have been setup (see Installation section), it is now time to configure and install the ACM MIP Plugin in the
XProtect Event Server. This configuration and deployment is handled by a wizard tool that was installed with the XProtect ACM
MIP Plugin package. In the start menu you will find the following:
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& Internet Explorer

G—; InternetE-plocse ¥ ‘ < @ Microsoft Security Essentials Il el
— e £] windows Update (| L
Co
Command Prompt. 7-Zip
—— Accessories e
. | notepsd didernd Administrative Tools il
Documents Google Chrome Documents
@ XProtect Management Client 2014 Maintenance )
Microsoft SQL Server 2008
Computer Computer
> Milestone ACM Server Wizard Microsoft SQL Server 2012

Milestone:

Network Network

Milestone ACM Server Wizard

Control Panel Control Panel
Devices and Printers Devices and Printers
Administrative Tools » Administrative Tools »
Help and Support. Help and Support
Run... Run...
—_— |
»  AllPrograms Windows Security 4« Back ‘ Windows Security

| Isearch programs and fies ) Loaoif |» Search programs and files B2 Logeff |»

Search

Everywhere -

=l Server Wizard

’ Milestone ACKW Server Wizard

Once you click the start the wizard application you will see the following:

ACM Server Configuration Wizard

Welcome

This wizard will allow you to configure connections to
the ACM Servers:

- It wll allow you to add/remove a connection to an existing ACM
Sernver

- It will allow you to configure an existing connection to an ACM
Server

Once you click next, you will have to provide the IP Address / Machine name of the Lenel server on which the ACM Server package
was installed.
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ACM Server Configuration Wizard
Add an ACM Server

Please enter the address of an ACM Server you wish to connect to:

ACM Server Address:
ACM Server Port:

¥ Use 551

After you have provided the server name/ip address and pressed next, you should get the following screen after the software has
validated that there is an ACM Server present at that address. The green checkmark means that it has successfully connected to

the provided server name, the red x means that it failed to connect to the provided server. The wizard will not allow you to proceed
without a valid connection to the server.

Note that the most common cause of the wizard not being able to connect to the provided server is that the ACM Server on the
Lenel machine is not running with sufficient administrative priviedges.

ACM Server Configuration Wizard
Configure ACM Server(s)

Please select the desired plugin under each ACM Server below
- Use the checkbox next to each plugin: Check it to install, uncheck it to uninstall
- Servers highlighted in red are unreachable. Their plugins cannot be modified.
LAB (1
Connected

Remowve
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ACM Server Configuration Wizard
Configure ACM Server(s)

Please select the desired plugin under each ACM Server below

- Use the checkbox next to each plugin: Check it to install, uncheck it to uninstall
- Servers highlighted in red are unreachable. Their plugins cannot be modified.

Once you have a successful connection, notice that there is a list of checkboxes under the server heading that represents all
detected ACM server plugins installed on that machine. In this case we are looking for Lenel-OnGuard.

ACM Server Configuration Wizard -
Configure ACM Server(s)

Please select the desired plugin under each ACM Server below

- Use the checkbox next to each plugin: Check it to install, uncheck it to uninstall

- Servers hir_'_lhlighfm‘l in red are unreachahble. Their _nlllr_'gin: rannot he modified.

12-OnGuard-LAB (10.1.0.36)

Remove

Check the box circled in red below and press next to install a MIP plugin on this host to connect to the Lenel-OnGuard server
identified.
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ACM Server Configuration Wizard
Configure ACM Server(s)

Please select the desired plugin under each ACM Server below

- Use the checkbox next to each plugin: Check it to install, uncheck it to uninstall
- Servers highlighted in red are unreachable. Their plugins cannot be modified.

Remove

This screen will confirm what actions are going to happen. Once you are ready to install, press finish.

ACM Server Configuration Wizard -

What is going to happen
The following actions will be performed:

Plugins to be installed:

W12-OnGuard-LAB (10.1.0.36)
Install Lenel OnGuard-OnGuardAcmServer-W12-OnGuard-LAB

Plugins to be uninstalled:

Finish

Once the operations are completed, the wizard will display a green checkmark for successful operations and a red x for failed
operations.
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ACM Server Configuration Wizard

Operations complete
Operations complete

Plugins installed:

W12-OnGuard-LAB {10.1.0.36)
Install Lenel OnGuard-OnGuardAcmSenver-Wil2-OnGuard-LAB

Plugins uninstalled:

You have successfully installed the ACM Server: XProtect MIP ACM Plugin.

Milestone Management Client Configuration

Once the MIP ACM Plugin is installed and configured on the XProtect Management Server, the Access Control instance can be
created in Management Client by right-clicking on the Access Control Root Node.

& Milestone XProtect Management Client 2014
File Edit Yiew Action Tools Help

H9 ©ei
Site Navigation L S Access Control W Access Control Information
1§ YM-MILESTONE *IM‘
{1 Basics Create new... Access Control:
E License Information
Refresh FS
Site Information @ erres

\ Enable | Name | Connection Status | Connection Information

=115 Remote Connect Services

{%) Axis One-click Camera Connection
= Servers

@ Recording Servers

E Failover Servers
%P Devices

o Cameras

& Microphones

@ Speakers

¥ Metadata

oo Input

This will popup a wizard to step you through the access control instance creation process. Type a hame for the instance of the
plugin you wish to create and select from the drop down box the integration plug-in. Note that you will find a plugin named Lenel-
OnGuard-OnGuardAcmServer-{ServerName} where {ServerName} is the name of the machine where Lenel and ACM Server are
installed.
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Create access control system integration

Mame the access control system integration, select the integration plug-in and enter the connection details.

Marme: Lenel

Integration plug-in:

Lenel OnGuard-OnGuardfAcmServer-UsCustomDev(d

| Next || Cancel

After selecting the plugin, you will have to provide credentials and parameters to configure the connection to the Lenel database
server.

IMPORTANT - Leave DbinstanceName blank to connect to the default SQL Server instance.
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Create access control system integration

Mame the access control system integration, select the integration plug-in and enter the connection details,

Mame: Lenel

Integration plug-in: | Lenel OnGuard-OnGuardAcmServer-USCustomDevD4

DbMachineMName: USCUSTOMDEWD4
DblnstanceMame: |

DbMame:

DbUserName: sa

DbPassword: Tl

DbUsesintegratedSecurity: L]

| Next || Cancel

The wizard will now fetch the configuration of the Lenel AC system into Milestone. The screen below is a resume of the
configuration found on the server:

[N Creote Access Control System Integration
Connecting to the access control system... Connecting to the access control system...
Collecting configuration data... Collecting configuration data...
Configuration successfully received from access control system. Configuration successfuly received from access control system.
=
Added: Added:
Doors @ - Doors (2) -
Units (9) - Porte Interieure Door #1 2
s Porte Principale Door #1
o i : Units (9) -
ts (5) Servers (1) 2
Commands  (5) e VM-SIPASS
States (83) > Events (5) ¥
Commands () -
Door Grant Access
Door Lock
Door Unlock
Door Disable
Door Enable
States (83) a
Server connected -
_prodous | et | _canca | _proves | _text |_cnc |

On this screen an association has to be created between each access point of a door and cameras in the Milestone system. This
is done so that the system will know which cameras to display on door alarms. For each access point of each door drag a camera
from the right tree and place it under the desired access point to create the association. Note that this can also be configured later
in the Milestone Management application.
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Associated cameras Associated cameras

Drag cameras to the access points for each door i the lst. The associated cameras are used in the XProtect Smart Cient when Drag cameras tothe access points for each door n the lst. The associated cameras are used in the XProtect Smart Client when
access control events related to one of the door's access points are triggered. access control events related to one of the door's access points are triggered.

Doors: Cameras: Doors: Cameras

[ name ~ Enabled Lcense B U W-MILESTONE Name « Enabled Ucense o [ vm-HILESTONE

[ Porte Interieure Door #1 [ [pendng | T S & Defack Porte Interieure Door 1 [ % [rending [ T 5@ Default

 192.168.1.52 - Camera IR 197, 165.1.52 - Camera 1

N
Access point: Porte Interieure Door Reader “® 192.168.1.54 - Camera Access point: Porte Interieurg D+ ades 0 192.168.1.54 - Camera 1
Drop camera here to associate it with the access point. 192.168.1.52 - Camera 1

[ porte Principale Door =1 [ © [renang | & Porte Principale Door #1 [ © [rending | T

[ T} 3]
o | [T [T Previous | Next | Cancel

When there is more than one access point per door, you can select the different cameras for the different angles. You can also
select more than one camera per access point:

M Create Access Control System Integration

Associated cameras
Drag cameras to the access points for each door in the lst. The associated cameras are used in the XProtect Smart Client when
access control events related to one of the door's access points are triggered.

Doors: Cameras:

Name « Enabled License  <® | [IJ vm-miLesTone
El & Default

192.168.1.52 - Camera 1
ﬁ 192.168.1.54 - Camera 1

Porte Interieure Door #1

Porte Principale Door #1

Access point: Porte Principald Weader 2
192.168.1.52 - Camera 1 “d
Drop camera here to associate it with the access point.

Remove

1] [»]
Previous Next Cancel

Once all the access point cameras have been associated, the wizard completes.

You have successfully completed the access control system integratior
Your YProtect Smart Cient users can now moritor access control events. See the help system for how to optimize the XProtect
Smart Cient for access control system integration.

You can edit the integration settings in the access control system properties, if you, for example, update the access control

You can verify the that integration module is now connected by looking at the Access control tree.
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File Edit View Action Tools Help

=]
Rules and Events

[E] Rules

) Time Profiles

[ Neotification Profiles
| User-defined Events
® Analytics Events
‘% Generic Events
el Security

=G

=@ System Dashboard
|| Current Tasks
@ System Monitor

s System Monitor Thresholds
- B Evidence Lock

m Configuration Reports
Server Logs

System Log

[E] Audit Log

=] Rule Log

I:—]- Transact

! Transaction sources
Transaction definitions
E]--\-, Alarms

[+ @ MIP Plug-ins

<| [T [

[>]

Site Navigation | Federated Site Hierarchy |

www.milestonesys.com
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Access Control:
Connection Connection
Enable  Mame Status Irformation
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Operations

Searching for cardholders

The user can search for existing cardholders in the Lenel system through the management client interface:

& Milestone XProtect Management Client 2014
Flo Edt View Action Tools Help

HY o<

She Navigaton 2 x | Access Contol
=15 Chent ][5 5T Access Convol
8 Sman Wal 7]
3 View Growps Th

£2 Smart Client Profies
£ Management Chert Profiles
6 Matix
1 0 Rules and Everts
] Rules
) Time Profiles
= Notiicaiion Profes
R Userdefined Everts
¥ Ansltics Events
R, Genenc Events
e Secuiy
T Roles
8 Basc Users
@) Systen Dasrbowd
@ System Monitor
& Evidence Lock
] Curtent Tasks.
T Corfigaation Repotts
[ Server Logs

53 ymenLog

Ish Ish
Adminisirators.

:{ngl
I ) Delote pictiire

EmployeeNumber. 12345
Firstame ish

LastName lsh

Acoessibity. False

Credentials: [46090" I{"Key""Active”."Val

[5] AudtLog
=] RuleLog
Y e o

7 & Alams

0 Access Contiol Events | (= Access Request Notficalions. L. Carcholders </

Site Navigation [ Fecirated Sie Heranch:
&l

The cardholder picture and detailed information are downloaded from the Lenel server. The search can be made by first name, last
name, card number and employee id. Enter the search string in the search cardholder text box.

Defining Alarms based on Lenel events

To define alarms based on Lenel events, the events must be part of an event category. The category can be one of the pre-defined
Access Control Event categories such as (Access Granted, Access Request, Access Denied, Alarm, Error, Warning) or a user-
defined category. Here is how to create an alarm based on a user-defined access control event category. First define the category

if it does not already exist:

@ Milestone XProtect Management Client 2014
Ele Edt Vew Acion Jools teb

H9 oen
Sie Navigaion 3 x |Access Contol
S-G9 VW-MILESTONE =2 —@ Access Control
ics e Access control events
Chent. nagering
avenis
Select_ Access Control Event + Source Type Event Category
G| Access Denied Event AccessPoint, DooeSel. FloorPoi. | Access dened. Access requ ]
7 | Access Granted Even Riccess oranted v
7| Access Not Grented Eves loorPoi._| Roosss demved, Access 1eau._+]
7| Servercomectod s
17| Server dscomectad Ex =]

& Alam Definkons
£ #am Data Settngs
£ Scund Setings

| [ Usergeined Coicgones
Site Navigation | Feceraled St Hise | 5% Gereral Settings | @ Associaled Cemeras 2 Access ConkiolEvents [ 2> Access Request Noticalions | « [ »
)

Name the category a pertinent name which represents the group of events and press OK
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[N User-defined Categories [ ¥]

Name

Add

[y Siemens Custom Defined Category

[ OK I Cancel

Remove

Associate the category with one of the Lenel AC events:

@ Milestone XProtect Management Client 2014
Fle Edt View Acton Tools Help

=] E3

B9 oea
Ste Navigalion 2 % |Access Contil ER) cces: Contiol Information
=+ VM-MILESTONE =] Access Control
& {13 Basics e Access control events
#-[% Remote Connect Services " in et L implify of triggering
@ Servers events.
a® gr”:" Select_ Acosss Control Event = Soucs Typa Evont Calogory
@
;‘“C‘: s i 0| Acoess Denied Event AccessPoint. DoorSet, FloorPor. | Access denied, Acoess requ.. ]
@) Secuty | @ | Acoess Granted Event AccessPoint. DoorSet. FloorPot.. [Access granted |
# @ System Dashboard [ | Acoess Not Granted Event AccessPoint. DoorSet. FloorPoi.. | Access deried. Acoess requ. |
sy [ G P
@ sewver Logs [ @ |server connected Senver My Siemens Custom Define.. | »]
- R [swcaesavend = e
5. & Alams
& Alarm Definiicns I Access denied
15 Alam Data Settings I Access granted
Sound Sett
sz I~ Access request
I~ Alarm
I~ Eror
7 My Siemens Custom Defined J
T~ Waming

Site Navigation

Federated Ste Hierarchy |

User-defined Categories

_Genevd Settings | ® Assoclated Cameras T Access Cortrol Events |5 Access Request Notiications | « | »
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Save your changes and move to the Alarm Definitions section to create an alarm based on that user-defined event category.

@ Milestone XProtect Management Client 2014 M =] B3
Fle Edt View Action Todls Help
H2 oei
Ste Navigation 2 x | Alatm Definition Information L
-4 VMMILESTONE 2 ey dofifon
(2] Basics Addtiew...  cubn | r
312 Remote Connect Services et =
& sevess < [
[ %2 Devices
Gl oo Isirustions =)
: { Fules and Events =l
€] Securty
[#-@) System Dashboard Trigger
-7 Server Logs T AV
Tiggering evert 2
R Access Cortrol I B
£ Alam Data Settings . I =
5 Sound Settings Activation period
(o | =
€ Evert Start Sefec
—Operator
Tive it [T e =
Events riggeted Selec
Othes
Related camerar elec
r =1

Name the alarm a pertinent name and select Access Control Event Categories in the Triggering event dropdown:
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tect Management Client 2014

Fle E& Vew Actin Took Hep

B9 oen
StoNavioion 8 X |Alam Defntions. 2
= WMILESTONE = & Alam Defribons =
14 (13 Baso: 2 EENEETITN Enable 7

0 Remote Conneed Services
50 Severs Nome. iy Pass Custom Alorm

8% Devices

53 Clot Insiuctons: =
#)- G Ades snd Events |
o) Secuiy
& @ System Dashboad Tiigges
& [ SoverLogs Trggeing evert: =
B Access Corbiol
£ Aam Data Sektngs bl
£ Sound Setings - Achvaton peicd
& Teme profie: Iways =]

€ Eventbaved tat — el |

~ Operator
Time ik T |
Events tigered [ sees
Other.
Felsed canmes. [ seea
Reatod map: [ |
il sl omrer: [ =
Iniial larm iy [Hah =
Inkial sl categen: [ =
Eveals iggered by s

Milestone XProtect Management Client 2014

Fie Edt Vew Acton Tocs Help

HY oefn
Sito Navigation 2 |Alam Doliions .
S WMIESTONE E & A Defbons =
% (23 Bsics Az Defntion . =
(54 Remole Comvect Senvies
Nere: Vi SiPass Custem Ao
Instuctons =
I |
@ System Dashboard -~ Trigger
i 3) Sever Loge Tii [Roooss CoblEvot Compoes =]
et 55 Corkl Evort . <]
TR Access Contrl Lo [ Accezs Corbel Everk Cotogore:
Souces
]
£ soudSottnz: =
 Time ke
€ Evort based:
Tine it
Events Inggerect Sekect.
[ Ove

Related camsias Sekot.
Relaed o I |
Iritd abam e — =

Inhal alam procty. [Hgh 4
Inid alaim category 5
Events igoaied by alaimc Select.

Auoclose aam:

B % {Mam Defbors °
543 VW MILESTONE 5 & Aan Delritons e defriicn
2 0] Basies 2 TR Ensbie "
# [ Remote Cornect Services
= sewers Name. My SPass Custom Alaim
© @ Devices :
S Ciont Inshactons. s
= (& Ruos andEvorts 5
o Secuty |
= @ System Dashioard -~ Trgger
% [ sewerLogs Ti P [Acoss ComalEvort Caogonos. %]
iggeing [ccess ContiolEvert Cat <]
s Accers Contil — e
= & A My Siomens Custom Defired Cateqary X
B Aan Data Sefing:
£ Sourd Soting:

el e o <]

Iritia form pronty: High b
Iriial dam categun: |
Everestiggered by lam M seka

_She Novigaben [ Fomaea s e || Autohse o 1|

Bl

Select all the other alarm parameters and save:
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one ¥Protect Management Client 2014

3 x [ Aam Deliicns 1
P Werherm: | B T Slam defrien
@ Spesker: Y cicam Deinbon s >
& Morsdys
oo lreut Hame: e
o
o - r -
B8 Smat wall v
23 Vien Groupe ]
3 S Clert Pt s
2 ok o e —
3 [ Auies end Everts My Siemers Custom Defrmd Colegry 2
2 R
1 Notfesten Prcies csaren pencd
R Usedefired Everts B
 anaecs Eveets FR T3 =
Ry GerovcEverts € Evertbased SO
il |
S S ol Opsealr sction euied
® Siembiorion Tinelnt e 7
8 Evdence Lock Eidgpaad T sia
] Cunent Tasks
I Caréipration Reposs Ohe
5[ Semes Logs —
e Roladcammas: S0l
] AudtLog Relyadmap =]
Fub L
Jimticd I com cvoer [l [ s mritacn) =
It dam iy b |
2 | |
2 2 Dva Setrgy = o,
B SondSetng: - Events rggered by o —  _ se=
=
T A e e R E

|
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Alarms acknowledged in Milestone are not acknowledged in Lenel as there is no direct correspondence between them.

Defining Rules based on Lenel events

To define rules in Milestone based on Lenel events, create a rule in the Rules tab:

Pl

HY9 9ea

Sta v + » ] o i
P Micohens: A=

@ Sposkers O Colaoss Neme.

£ S T
ool Descrthn:

U Oups
8 Gt

8 St wal

£ View Grougs

£ Sman Clen Prcties

9 Maragemen Clen Proies sideeRute

Hatic T Aciie

(=3 QE« e Everts eseAne

g 2 v = Defiien:

s Evonts
R Geree Everts
& Secnty
 Roe
8 Bk Users
/@ System Dashivoard
@ steaorin
8 Evidenno Lock
] Comert ks
[ Cargration Feperts
1 Server Loy
=] SytomLog
] auiLog
S
B Access Carie
.8 o
& slam Detritns
2 Alam Date Setrns
B Somdsores:

Sl Navgten | T e « ™

&

Ll

Select the event hyperlink:

Manage Rule M= B
Name: [ Doctionng Pas:Event
Dascriptior: I
Active: 14
Stop 1 Type of rulo

Select the tul type you wank 1o create.
@

" Perlom an action n & ime réerval

Edit the nde doscrip! an underlned item)
|Perform an achon
rom

Hp | Coredd | i | e | h |

Select an event category or event from the Select an Event dialog:
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& Milestone XProtect Management Chient 2015

Fle Edk View Acion Tods Help

‘Ste Navigabon 2 x |Rukes 4 | Fudo Information
P Wiciochores ‘dl B - .- |
@ Speskers 74 Defait Geto Preset when PTZ s don | Name:
@ vaniae

tegces)
Acsess requast fAccess Contol Categones)
£t (Access Contol Categoriee]

A d Categ

Sie

o Input
U Oupat Name: | Dobction0ns PassEvent
5 Ciont
B St ol
3 View Groupe
£ Smar Clent Prfles Steo I Topo ofrde |
7 Management Clent Profiles Select the nile e you wart o creste.
g &
6 R o eris € Petfom an achonin 2 e interval T® Deveer |
() 0§ Extensl Events
@) Time Profie: ) Aecording Servers
£ Notbeoton Profies 5 B Mikstons “Protect Accoss Conirol Modio
R Useedefined Everits Arces: Cormiol Caeganes
® Andyics Events
B, Gonoiic Events
Ee Seculy
P Roie:
8 BascUses Edi the e desciipton (cick_ uderived o)
£ @ System Dashboard P'm" acbon on avent
® Syrlen Morior Tt
2 Evitence Lock

W Acees: Lontiol Evenis
% Access Denied Event (Access Control Events)
& ol Events)

] Curent Tasks
7 Corbguration Repots

Sesver cornected (Access Cortil Everts)

§ Access Not Grated Even! (Access Coriiol Events)
Sewver disconnected (Access Conlrol Events)

[

[=] RusLog T
1B Access Contil Heb Cancel Bk | Newt > Firich J#
.8 e

1B Sound Seltng:

& plam Deliition:
£ Alorm Data Settngs

Select the devices/recording server/management server hyperlink and select the event source. To select any source select the
System (+units) node.

Manage Rule M= B3 & Milestone XProtect Management Cient 2014

Fle Edt View Acica Tecs Heb
HY oes

Name: | DotctionOrS PassE vent

L Sta Nevigwen 8 ¥ [Rubs 4 [Auk Irformation
Desoioen: I y T EIgE-.
Active: 12

1% Detauk Goto Peset henPZis o | Name

Step 1: Type of e
Seloct the rule Iype you ward 1o crsale 0 Oupst Nam
@ 5 Giont
€ Pesform an action in a time inlerval B smaewat

Descipton
Acive

£ St ConrtPries
89 orogement ChertPrfies | Selecttherue peyoune|| S Sytem vt
& wanic 505 SPass o unks]

o 5400 ot Intenetre Dear 21 [+ ]
S @ E‘]‘H end Evert:  Pefom en acienina P b

@ Tine Pckies

521 Notcston Poles
R UssicinmdEvens
g e e Fecibae | D1 0008 FF)
= = . ces Fincioa Dece

Edit the rule description [click an undedined itom) Eagﬁmcimh Pote Pincale Doer 1 LK (RELAY 1)
P-l: Y ﬂ‘:‘;’" Poto Pincioak Door 1 REX (PASS BK)
B o s ol e e drscioion |
= @ System Dashboaid JEsbni & i
@ SvstomMantor e

s v

i 1
Pote Prncipels Door Aeeder 2

™ Configuation Repons
S Seve Logs

%i{::r:;j OK I Cancel
- 5] FukeLog 4
(| Coreel ik | New | e jﬁ R Wb | ot |0 | _meo | |]

& Al Defoben:
s

. 3

The wizard will look like this after selecting the “Access Denied” event and System (+ units) source:

Manage Rule =1 B3
Name: | DoActionOnSiPassE vent
Description: |
Active: ~
Step 1: Type of e
Select the rule type you want to create
@

 Perform an action in a time interval

Edit the rule description [cick an underfined item)
{Perform an action on Access denied [Access Control Cateqories)
from Spstems [+ units]

Hep | concel | <Back Net> | frin |

Press next and select the optional time frame when the action will take place. In this example no time frame has been selected,
this means it will always execute.
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[Manage Rule

[_[O]x]
Name: [ DoActionOnSPassEvent
Desciption: |
Active: ~

Step 2 Condtions

fSelect condions to apply

T~ Within sslected tine in <tme profie>

[ Outside selected tine in <tine profie>

[~ Within the tme period <staittime to <endtime>
[~ Dayof week is <day>

[~ Eventis from <motion window>

Edit the rule description (click an underined kem)

ortrol Caleqories)

Part
from Systems [+ units]

Ho | Concel | <Back

Frish
a
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Select the action that will be executed when the Lenel event occurs. Notice that AC commands can be used as actions based on

any events that come into Milestone:

Manage Rule

=] E3

Name: | DoActionnSiPassEvent

Step 3 Actions
Select actions to perform

[~ Start recording on <devices>

[ Start feed on <devices>

™ Set <Smat Wal> to <presety

[ Set <Smart Wall> <monitar> to show <cameras>

[~ Setlive frame rate on <devices>

[~ Set recordng frame rate on <devices>

™ Set recording frame rate to al frames for H.264/MPEGA on <devices>
[~ Stat pairoling on <device> using <profle> with PTZ <priorty>
™ Pause patroling on <devices>

™ Move <device> to <preset> position with PTZ <psiority>

™ Move to defauit preset on <devices> vith PTZ <priorty>

L1l Create bockmark on <devices> ]
End aUheabon 1o <prones.

™ Make new <log entry>

[ Start plug-n on <devices>

™ Stop plugn on <devices>

™ Apply new settings on <devices>

™ Set Matix to view <devices>

[ Send SNMP iap

™ Retiieve and store remote recordings from <devices>.

[~ Retiieve and store remote recordings between <start and end time> from <devices>

™ Save attached images

[ Activate archiving on <archives>

Qaer cuser.defined eventy

™ Door Lock <DoorSet>
™ Door UnLock <DoorSet>

™ Door Disable <DoorSet>

™ Door Enable <DoorSet>

™ Show <access request notification>

Access Control Commands

Edit the rule desciiption [click an underined item)

[Pere 3 Control Cateqories]

from Systems [+ units]
(Create bookmark Bookmark on devices

Hep | concdl | ek | Net> |

Firish

In this example “create bookmark on <device>" will be selected, click the Bookmark hyperlink and the following dialog will be

displayed to setup the bookmark action:

Edit the wle desorption (click. an undsined item)

[Ferform an acion on Access denjed [ceess Coniol Caleaoried
from Systerns [+ unit]
Creale bookmark Bookmark on devices

Help Cencel <Back Hexts Enish

Headine

|MySiPassBookmark

Desciiption

This is an access dened evenf =

Pre-bookmark time (seconds) 10 3:
Post-bookmark time (seconds) ,W

Add system information (click finks to inset variables in bookmark text)
DRevice name

Event name
Liggering time
Bule name
FBecoiding server name

[ ) o |

2

Click the devices hyperlink and select the device on which the bookmark will be applied:
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Edlt the e description (cick an underined item] Select Triggering Devices [x]

Ferform an astion on Aceess denjed [Acoess Conuol Calegories
fiom Susters [+ unit]

Creale baokmark Bookmark on devices

(% Use devices from metadata
C Select devices

Help Cancel <Back Mest> Einish

Click next on the rule wizard and select an optional stop criteria, in this example there is no stop criteria.

Manage Rule [E[=] B3
Narne: | DatctionOnSiPassE vent
Description: |
Active: 2

Step 4: Stop criteria

rS elect stop criteria

" Perform stop action on <events
" Perform stop action after <time>

[al o actions peiformed on rule end

Edit the rule description (click an underlined item)

Perform an action on Access denied (Access Control Cateqories]
from Systems [+ units]
Create bookmark MySil

k on the devices from metadata

Hep | Coroel | <Bek | hew Eirish

Click finish and the rule is set.

Smart Client Maps

It is possible to put doors and Lenel server(s) on an existing Smart Client Map to display door and server status as well as execute
manual commands. Login to the smart client:

XP g
SMART CLIENT 2014

XPr .
SMART CLIENT 2014

Computer

Logging into Access Control...

SiPass

Authentication:

Domain: VM-MILESTONE

User name:

Password:

Retrieving configuration...

Connecting..

Use an existing view, go into setup mode by pressing the setup button in red below and create a map by dragging it onto a tile once
in setup mode.
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4252014 20958 — O X & Milestone XProtect Smart Client 2014 2202127 PN - 2 X
-~ B9 u torer Atar anager Ace of Syst tonitor ~a00Y

o] i ey - il

Select the access control button on the map overview and drag doors from the Element Selector to the map

w20 216 - O X + tc w2y 1220300 — B X
~s0B Y

The finalized map with the doors and server added in this example will ook like this:

@ Milestone XProtect Smart Client 2014 82572014 122830PM — B X
Playback Sequence Explorer Alarm Manager Control System Monitor - O &7

XProtect <

Element Selector
Enter filter
4 i Private [l Porte Principale Door 21
4 [ Default [l Porte Interieure Door #1
' % m ’

» W siPass

HTML Page

=) Image

Access Monitor Tiles

Access monitor tiles allows the monitoring of access events on a specific door by displaying cardholder credentials next to the
video content. Drag the “Access Monitor” item from the System Overview onto a tile:
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x

@ Milestone XProtect Smart Client 2014 8/25/2014 1235:45PM = O

Playback Sequence Explorer Alarm Manager System Monitor - O &Y

XProtect € <Selectview > -

A @ SampleMap

4 fiw Private

Shortaut:

Hotspot

HTML Page

Application

The following dialog will appear: to set access monitor tile settings select the door, sources, camera and event types:

@ Access Monitor Settings n | @ Access Monitor Settings EX
Specify the settings for the Access Monitor Specify the settings for the Access Monitor

Door: Door: Porte Interieure Door #1

Sources: Porte Intenietire Door £1 Sources: All sources
Porte Principale Door #1

Camera: Camera: 192.168.1.52 - Camera 1
Events: Events: Error, Warning, Alarm, Access granted,...
Commands: Commands: All commands

Order: Order: Newest on top

8/25/2014 12:41:56PM — B X
Playback Sequence Explorer Alarm Manager Access Control System Monitor
€ <Selectview >

A @ SampleMap

4 [ Private

4 [ Default

V Pone Princpsle Door #1
i ] ..

» £ VM-MILESTONE

1lon
mera Navigator o nalles
Database
might be
empty.

[8) Carouse!

Application

A Camera

www.milestonesys.com Page 44 Operations



Troubleshooting Guide

Lenel OnGuard loses communication with the access control
hardware

Communication can be lost for the following reasons:

1) Firewall blocking the traffic
2) The Lenel LS Communication Server service is not running (or needs to be restarted).

Failure of the ACM plugin to communicate with Windows
Management Interface (WMI)

The Lenel-OnGuard ACM plugin runs in the ACM Server service. That service must be running in the security context of a local
machine admin user which is linked to a Lenel Directory that is configured for single signon. See
and above for details.

If the ACM Server is not running in the required security context, the Lenel-OnGuard ACM plugin log (see log locations ) will
show lines similar to the following:

05-11-2016 12:28:32 Error 9 EventHandler.registerForWmiEvents() - Failed to register for hardware events.
05-11-2016 12:28:32 Error 9 EventHandler.registerForWmiEvents() - Failed to register for software events.
05-11-2016 12:28:32 Error 9 EventHandler.start() - Failed to register for WMI events.

Milestone Event Server MIP Plugin cannot communicate to the ACM
Server

When the system is properly running, the Milestone Event Server MIP plugin “pings” the Lenel ACM plugin about every 5 seconds.
At a log level setting of Trace, you'll see lines like the following in the Lenel-OnGuard ACM plugin log (see log locations ):

05-11-2016 13:02:01 Trace 11 AcApi.lsApiConnected()

05-11-2016 13:02:01 Trace 11 AcApi.IsRunning()

05-11-2016 13:02:01 Debug 11 DataConduit.isConnectedToServer() - m_Started = True, wmiSvclsRunning = True, dblsAccessible =
True.

If you don’t see these lines, or you expect a communication failure between the Evert Server MIP plugin and Lenel-OnGuard ACM
plugin, take a look at your firewall settings, rules, etc. You may need to adjust them to allow communication.

Note that, by default, the ACM Server’s web service uses HTTPS on port 8443. You may have configured your ACM Server
differently (see for where you configured the ACM Server connection on the Milestone
Event Server).

Debug log shows SqglAccess.connect() failed.

If the debug log shows an error similar to:

06-22-2016 20:26:40 Error 14 SqglAccess.connect() - Failed to connect.
System.Data.SqlClient.SqlException A network-related or instance-specific error occurred while
establishing a connection to SQL Server. The server was not found or was not accessible. Verify
that the instance name is correct and that SQL Server is configured to allow remote connections.
(provider: Named Pipes Provider, error: 40 - Could not open a connection to SQL Server)

Goto for properly configuring the SQL Server supporting your Lenel installation.
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Not seeing hardware or events from a segment

If not seeing some hardware or events from some segment, ensure the single signon user is configured in Lenel to have access to
the necessary segments.

Logging

By default the debug logs are enabled on both the milestone event server plugin and the Lenel server but they are at a reduced log
level (Info). They can be increased for diagnostics purposes to Debug (or even Trace) but be aware that this change causes more
information to be logged using more disk space and possibly slowing down operations on busy servers. DO NOT LEAVE logging
at Debug levels for extended periods of time for performance reasons. It should only be used for diagnostics purposes and put
back to Info afterwards.

Gathering the logs

Milestone Event Server side

1. On the machine running the Milestone Event Server go to x:\ProgramData\VideoOS\ACMServerPlugin, where X: is the
drive where Windows is installed

2. Create a zip file of the contents of that whole folder, name it ACMServerMIPlogs.zip

3. On the machine running the Milestone Event Server go to x:\ProgramData\Milestone\XProtect Event Server\logs,
where X: is the drive where Windows is installed

4. Create a zip file of the contents of that whole folder, name it MilestoneEventServerLogs.zip

Lenel Server side

5.  On the machine running the Lenel server go to X:\ProgramData\VideoOS\ServiceHost\logs, where X: is the drive where
windows is installed

6. Create a zip file of the contents of that whole folder name it MilestoneHostLogs.zip

7. On the machine running the Lenel server go to
X:\ProgramData\VideoOS\ServiceHost\Services\VideoOSACMServerService\logs, where X: is the drive where
windows is installed

8. Create a zip file of the contents of that whole folder and name it MilestoneACMServerServicelLogs.zip

9. On the machine running the Lenel server go to:
X:\ProgramData\VideoOS\ServiceHost\Services\VideoOSACMServerService\Plugins\OnGuardAcmServer\logs

10. Create a zip file of the contents of that whole folder and name it LenelOnGuardAcmServerPluginLogs.zip

Changing logging level

Sometimes for diagnostics purposes, it is necessary to obtain more information about the running state of the integration. The
logging information can be increased by changing what we call the logging level. The logging level can be set at any of the
following values in increasing amount of information recorded to file (Off, Fatal, Error, Warn, Info, Debug, Trace). Off writes no
information to the file and Trace writes the most information to file. The default setting is Info. The logs auto-delete after 10 days,
so they do not take up too much disk space. Here is the procedure to change the log levels in the different modules of the
integration:

Milestone Event Server side

1. On the machine running the Milestone Event Server go to x:\ProgramData\VideoOS\ACMServerPlugin, where X: is the
drive where Windows is installed
2. There should be subfolders that use a unique identifier (GUID) something like “4c53f6e5-€951-1616-83f0-e44fb813e451"“.
For each of these folders do the following:
a. Find a file named “ACMServerPluginNLog.xml”, open it with a text editor like notepad
b. The second to last line in the file is like this “<logger name="*" minlevel="Info" writeTo="mainlog" />”
c. Change the “Info” to “Debug” or “Trace” in that line and save the file.
d. Depending on the OS you are running you may have to save the file to the desktop and copy it back to that folder
because windows permissions will not let you save a file there directly.
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Lenel Server side

1.

On the Lenel server machine go to x:\ProgramData\VideoOS\ServiceHost. X: would be the drive where windows is
installed.
a. Find a file named “ServiceHostNLog.xml”, open it with a text editor like notepad
b. Near the bottom of the file, find the lines starting with “<logger name="*"", “<logger name="lenel.*"”, and
“<logger name="0OnGuard.*"".
c. Change the “minlevel” attribute values in those lines from their current values to “Debug” or “Trace” and save the
file.
d. Depending on the OS you are running you may have to save the file to the desktop and copy it back to that folder
because windows permissions will not let you save a file there directly.
On the Lenel server machine go to x:\ProgramData\VideoOS\ServiceHost\Services\VideoOSACMServerService. X: would
be the drive where windows is installed.
a. Find a file named “VideoOSACMServerNLog.xml”, open it with a text editor like notepad
b. The second to last line in the file is like this “<logger name="*" minlevel="Info" writeTo="mainlog" />”
c. Change the “Info” to “Debug” or “Trace” in that line and save the file.
d. Depending on the OS you are running you may have to save the file to the desktop and copy it back to that folder
because windows permissions will not let you save a file there directly
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Known issues

e Alarm acknowledgement from XProtect to Lenel is not implemented.

e This ACM integration was only tested against the MIP SDK 2016.

e The ACM integration is currently coded to only work with a Lenel system using SQL Server as its database. Oracle
integration has not been implemented yet.

e Only United States English installers are available.

e Lenel OnGuard doesn’t model doors; they work only with readers. But Milestone ACM requires doors to be modelled.
Therefore, the Lenel-OnGuard plugin creates virtual doors based on reader properties (i.e. panel id, panel address, reader
number, etc). Currently, the virtual door names are based on the first reader that has a non-empty display name. So if that
reader is named “reader 17, that’'s what the door will be named. This may not be intuitive when viewed in the XProtect
Management or Smart Client applications’ hardware hierarchy.
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